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Introduction

Purpose of the document

This document describes some examples of how to develop in Java using the DSS framework. The
aim is to show to the developers, in a progressive manner, the different uses of the framework. It
will familiarize them with the code step by step.

Scope of the document

This document provides examples of code which allow easy handling of digital signatures. The
examples are consistent with the Release 5.6 of DSS framework which can be downloaded via
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/DSS+releases

Three main features can be distinguished within the framework :

» The digital signature;
* The extension of a digital signature and;

* The validation of a digital signature.
On a more detailed manner the following concepts and features are addressed in this document:

* Formats of the signed documents: XML, PDF, DOC, TXT, ZIP...;
* Packaging structures: enveloping, enveloped, detached and internally-detached;
* Forms of digital signatures: XAdES, CAdES, PAdES and ASiC-S/ASiC-E;
* Profiles associated to each form of the digital signature;
* Trust management;
* Revocation data handling (OCSP and CRL sources);
¢ Certificate chain building;
 Signature validation and validation policy;
* Signature qualification;
 Validation reports (Simple, Detailed, ETSI Validation report);
* Management of signature tokens;
* Validation of the signing certificate;
* Timestamp creation;
* Timestamp validation and qualification;
* REST and SOAP webservices.
This is not an exhaustive list of all the possibilities offered by the framework and the proposed

examples cover only the most useful features. However, to discover every detail of the operational
principles of the framework, the JavaDoc is available within the source code.


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/DSS+releases

Please note that the DSS framework is still under maintenance and new features will be released in
the future.

Abbreviations and Acronyms

Table 1. Abbreviations and Acronyms

Code Description

AdES Advanced Electronic Signature

API Application Programming Interface

ASIC Associated Signature Containers

BB Building Block (CEF)

CA Certificate authority

CAdES CMS Advanced Electronic Signatures

CD Commission Decision

CEF Connecting Europe Facility

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

CSP Core Service Platform (CEF)

CSP Cryptographic Service Provider

DER Distinguished Encoding Rules

DSA Digital Signature Algorithm - an algorithm for
public-key cryptography

DSI Digital Service Infrastructure (CEF)

DSS Digital Signature Service

EC European Commission

elD Electronic Identity Card

ESI Electronic Signatures and Infrastructures

ETSI European Telecommunications Standards
Institute

EUPL European Union Public License

FSF Free Software Foundation

GS Generic Service (CEF)

GUI Graphical User Interface

HSM Hardware Security Modules

HTTP Hypertext Transfer Protocol

I18N Internationalization



Java EE Java Enterprise Edition

JavaDoc JavaDoc is developed by Sun Microsystems to
create API documentation in HTML format from
the comments in the source code. JavaDoc is an
industrial standard for documenting Java

classes.

JAXB Java Architecture for XML Binding

JCA Java Cryptographic Architecture

JCE Java Cryptography Extension

JDBC Java DataBase Connectivity

LGPL Lesser General Public License

LOTL List of Trusted List or List of the Lists

LSP Large Scale Pilot

MIT Massachusetts Institute of Technology

MOCCA Austrian Modular Open Citizen Card
Architecture; implemented in Java

MS / EUMS Member State

MS CAPI Microsoft Cryptographic Application
Programming Interface

OCF OEBPS Container Format

OCSP Online Certificate Status Protocol

ODF Open Document Format

ODT Open Document Text

OEBPS Open eBook Publication Structure

OID Object Identifier

OOXML Office Open XML

(0N Open Source Initiative

0SS Open Source Software

PAdES PDF Advanced Electronic Signatures

PC/SC Personal computer/Smart Card

PDF Portable Document Format

PDFBox Apache PDFBox - A Java PDF Library:
http://pdfbox.apache.org/

PKCS Public Key Cryptographic Standards

PKCS#12 It defines a file format commonly used to store

X.509 private key accompanying public key
certificates, protected by symmetrical password


http://pdfbox.apache.org/

PKIX
RSA

SCA
SCD
SME
SMO
SOAP
SSCD
SVA
TL
TLManager
TSA
TSL
TSP
TSP
TST
UCF
URI
WSDL
WYSIWYS
XAdES
XML
VALY

References

Table 2. References

Ref. Title

RO1 ESI - XAdES digital
signatures

RO2 ESI - CAdES digital
signatures

RO3 ESI - PAdES digital
signatures

Internet X.509 Public Key Infrastructure

Rivest Shamir Adleman - an algorithm for
public-key cryptography

Signature Creation Application
Signature Creation Device

Subject Matter Expert

Stakeholder Management Office (CEF)
Simple Object Access Protocol

Secure Signature-Creation Device
Signature Validation Application
Trusted List

Application for managing trusted lists.
Time Stamping Authority
Trust-service Status List

Time Stamp Protocol

Trusted Service Provider

Time-Stamp Token

Universal Container Format

Uniform Resource Identifier

Web Services Description Language
What you see is what you sign

XML Advanced Electronic Signatures
Extensible Markup Language

File format used for data compression and
archiving

Reference Version

ETSIEN 319132 part 1- 1.1.1
2

ETSIEN 319 122 part1- 1.1.1
2

ETSIEN 319 142 part 1- 1.1.1
2



R04

RO5

RO6

RO7

RO8

R0O9

R10
R11

R12

R13

Useful links

* CEF Digital

ESI - Associated
Signature Containers
(ASiC)

Document
management - Portable
document format - Part
1: PDF 1.7

Directive 1999/93/EC of
the European
Parliament and of the
Council of 13 December
1999 on a Community
framework for
electronic signatures.

Internet X.509 Public
Key Infrastructure -
Time-Stamp Protocol
(TSP)

ESI - Procedures for
Creation and Validation
of AdES Digital
Signatures

ESI - Signature
validation policy for
European qualified
electronic
signatures/seals using
trusted lists

ESI - Trusted Lists

eIDAS Regulation No
910/2014

ESI - Procedures for
Creation and Validation
of AdES Digital
Signatures

ESI - Procedures for
using and interpreting
EU Member States
national trusted lists

ETSIEN 319 162 part 1- 1.1.1
2

ISO 32000-1 1
DIRECTIVE 1999/93/EC

REC 3161

ETSIEN 319 102-1 1.11
ETSITS 119172-4 draft
ETSITS 119 612 2.1.1
910/2014/EU

ETSITS 119 102-2 1.2.1
ETSITS 119 615 draft


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature

* eSignature FAQ

* TL Browser

 eSignature validation tests

* Trusted List Manager non-EU

* Source code (GitHub)

» Source code (EC Bitbucket)

» Source code demonstrations (EC Bitbucket)
* Report an issue (EC Jira)

* 0Old Jira

General framework structure

DSS framework is a multi-modules project which can be builded with Maven.
You can easily download them with the following Maven repository :
<repository>
<id>cefdigital</id>
<name>cefdigital</name>
<url>

https://ec.europa.eu/cefdigital/artifact/content/repositories/esignaturedss/</url>
</repository>

Maven modules

Shared modules

dss-enumerations

Contains a list of all used enumerations in the DSS project.

dss-jaxbh-parsers

Contains a list of all classes used to transform JAXB objects/strings to Java objects and vice versa.

JAXB model modules

specs-xmldsig
W3C XSD schema for signatures http://www.w3.0rg/2000/09/xmldsig

specs-xades
ETSI EN 319 132-1 XSD schema for XAdES.

specs-trusted-list
ETSI TS 119 612 XSD schema for parsing Trusted Lists.


https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+FAQ
https://webgate.ec.europa.eu/tl-browser/#/
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+validation+tests
https://ec.europa.eu/cefdigital/wiki/display/TLSO/Trusted+List+Manager+non-EU
https://github.com/esig/dss
https://ec.europa.eu/cefdigital/code/projects/ESIG/repos/dss/browse
https://ec.europa.eu/cefdigital/code/projects/ESIG/repos/dss-demos/browse
https://ec.europa.eu/cefdigital/tracker/projects/DSS/issues
https://esig-dss.atlassian.net/projects/DSS
http://www.w3.org/2000/09/xmldsig

specs-validation-report
ETSITS 119 102-2 XSD schema for the Validation report.

specs-asic-manifest
ETSIEN 319 162 schema for ASiCManifest.

dss-policy-jaxb
JAXB model of the validation policy.

dss-diagnostic-jaxb
JAXB model of the diagnostic data.

dss-detailed-report-jaxbh
JAXB model of the detailed report.

dss-simple-report-jaxb

JAXB model of the simple report.
dss-simple-certificate-report-jaxb

JAXB model of the simple report for certificates.
Utils modules

dss-utils
API with utility methods for String, Collection, I/0,...

dss-utils-apache-commons

Implementation of dss-utils with Apache Commons libraries.
dss-utils-google-guava

Implementation of dss-utils with Google Guava.
i18n
dss-i18n

a module allowing internationalization of generated reports.
Core modules

dss-model

Data model used in almost every module.

dss-crl-parser

API to validate CRLs and retrieve revocation data



dss-crl-parser-stream

Implementation of dss-crl-parser which streams the CRL.

dss-crl-parser-x509crl

Implementation of dss-crl-parser which uses the java object X509CRL.

dss-spi

Interfaces, util classes to manipulate ASN1, compute digests,...

dss-document

Common module to sign and validate document. This module doen’t contain any
implementation.

dss-service

Implementations to communicate with online resources (TSP, CRL, OCSP).

dss-token
Token definitions and implementations for MS CAPI, PKCS#11, PKCS#12.

validation-policy
Business of the signature’s validation (ETSI EN 319 102 / TS 119 172-4).

dss-xades

Implementation of the XAdES signature, extension and validation.

dss-cades

Implementation of the CAdES signature, extension and validation.

dss-pades

Common code which is shared between dss-pades-pdfbox and dss-pades-openpdf.

dss-pades-pdfbox

Implementation of the PAJES signature, extension and validation with PDFBox.

dss-pades-openpdf

Implementation of the PAJES signature, extension and validation with OpenPDF (fork of iText).

dss-asic-common

Common code which is shared between dss-asic-xades and dss-asic-cades.

dss-asic-cades

Implementation of the ASiC-S and ASiC-E signature, extension and validation based on CAdES
signatures.

dss-asic-xades

Implementation of the ASiC-S and ASiC-E signature, extension and validation based on XAdES
signatures.
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https://pdfbox.apache.org/
https://github.com/LibrePDF/OpenPDF

dss-tsl-validation

Module which allows loading / parsing / validating of LOTL and TSLs.

WebServices

dss-common-remote-dto

Common classes between all remote services (REST and SOAP).

dss-common-remote-converter
Classes which convert the DTO to DSS Objects.

dss-signature-dto

Data Transfer Objects used for signature creation/extension (REST and SOAP).

dss-signature-remote

Common classes between dss-signature-rest and dss-signature-soap.

dss-signature-rest-client

Client for the REST webservices.

dss-signature-rest

REST webservices to sign (getDataToSign, signDocument methods) and extend a signature.

dss-signature-soap-client

Client for the SOAP webservices.

dss-signature-soap

SOAP webservices to sign (getDataToSign, signDocument methods) and extend a signature.

dss-server-signing-dto

Data Transfer Objects used for the server signing module (REST and SOAP).

dss-server-signing-common

Common classes for server signing.

dss-server-signing-rest

REST webservice for server signing.

dss-server-signing-rest-client

REST client for server signing (sign method).

dss-server-signing-soap

SOAP webservice for server signing.
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dss-server-signing-soap-client

SOAP client for server signing (sign method).

dss-validation-dto

Data Transfer Objects used for signature validation (REST and SOAP).

dss-validation-common

Common classes between dss-validation-rest and dss-validation-soap.

dss-validation-rest-client

Client for the REST signature-validation webservices.

dss-validation-soap-client

Client for the SOAP signature-validation webservices.

dss-validation-rest

REST webservices to validate a signature.

dss-validation-soap

SOAP webservices to validate a signature.

dss-certificate-validation-dto
Data Transfer Objects used for certificate validation (REST and SOAP).

dss-certificate-validation-common

Common classes between dss-certificate-validation-rest and dss-certificate-validation-soap.

dss-certificate-validation-rest-client

Client for the REST certificate-validation webservice.

dss-certificate-validation-soap-client

Client for the SOAP certificate-validation webservice.

dss-certificate-validation-rest

REST webservice to validate a certificate.

dss-certificate-validation-soap

SOAP webservice to validate a certificate.

dss-timestamp-dto

Data Transfer Objects used for timestamp creation.
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dss-timestamp-remote-common

Common classes between dss-timestamp-remote-rest and dss-timestamp-remote-soap.

dss-timestamp-remote-rest-client

Client for the REST timestamp webservice.

dss-timestamp-remote-soap-client

Client for the SOAP timestamp webservice.

dss-timestamp-remote-rest

REST webservice to create a timestamp.

dss-timestamp-remote-soap

SOAP webservice to create a timestamp.

Other modules

dss-test

Mocks and util classes for unit tests.

dss-cookbook

Samples and documentation of DSS used to generate this documentation.

DSS Utils

The module dss-utils offers an interface with utility methods to operate on String, Collection, I/O,...
DSS framework provides two different implementations with the same behaviour :

* dss-utils-apache-commons : this module uses Apache Commons libraries (commons-lang3,
commons-collection4, commons-io and commons-codec).

* dss-utils-google-guava : this module only requires Google Guava (recommended on Android).

If your integration include dss-utils, you will need to select an implementation.

DSS CRL Parser

DSS contains two ways to parse/validate a CRL and to retrieve revocation data. An alternative to the
X509CRL java object was developed to face memory issues in case of large CRLs. The X509CRL
object fully loads the CRL in memory and can cause OutOfMemoryError.

* dss-crl-parser-x509crl : this module uses the X509CRL java object.

¢ dss-crl-parser-streams : this module offers an alternative with a CRL streaming (experimental).

If your integration require dss-crl-parser, you will need to choose your implementation.
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DSS PAdES

Since the version 5.4, DSS allows generation/extension/validation PAdES signatures with two
different frameworks : PDFBox and OpenPDF (fork of iText). The dss-pades module only contains
the common code and requires an underlying implementation :

¢ dss-pades-pdfbox : Supports drawing of custom text, images, as well as text+image, in a
signature field.

* dss-pades-openpdf: Supports drawing of custom text OR images in a signature field.
DSS permits to override the visible signature generation with these interfaces :

* eu.europa.esig.dss.pdf.IPdfObjFactory

* eu.europa.esig.dss.pdf.visible.SignatureDrawerFactory (selects the SignatureDrawer depending
on the SignaturelmageParameters content)

* eu.europa.esig.dss.pdf.visible.SignatureDrawer

A new instance of the IPdfObjFactory can be created with its own SignatureDrawerFactory and
injected in the padesService.setPdfObjFactory(IPdfObjFactory). By default, DSS uses an instance of
ServiceLoaderPdfObjFactory. This instance checks for any registered implementation in the
classpath with the ServiceLoader (potentially a service from dss-pades-pdfbox, dss-pades-openpdf
or your own(s)).

DSS PDFBox

Since the version 5.5, DSS allows switching between two implementations of the framework
PDFBox : default (original) and native.

* Default Drawer : The original drawer implemented on the PDFBox framework, supports
displaying of custom text, images, text+image combination in a signature field. The
implementation does not include the provided custom text to the inner PDF structure, instead of
it, the drawer creates an image representation of the provided text, which is added to the
signature field (i.e. the text is not selectable and not searchable).

» Native Drawer : Since the version 5.5, DSS includes a new implementation of PDFBox Drawer,
that allows a user to add a real custom text, image or combination of text and image to a visible
signature field. The native implementation embeds the provided custom text to the inner PDF
structure, that makes the text selectable and searchable, and also clearer and smoother in
comparison with the original implementation.

By default DSS uses "Default Drawer" as the PDFBox implementation. In order to switch the
implementation, that allowed in runtime, you have to set a new instance for PdfObjFactory as
following:

Runtime PDF Object Factory changing

service.setPdfObjFactory(new PdfBoxNativeObjectFactory());

14



Available demonstrations

With the framework, some demonstrations are provided.

dss-mock-tsa The class which generate false timestamps from a self-signed

certificate.
sscd-mocca-adapter Adapter for the MOCCA connection.

dss-standalone-app Standalone application which allows signing a document with

different formats and tokens (JavaFX).
dss-standalone-app-package  Packaging module for dss-standalone-app.

dss-demo-webapp Demonstration web application which presents a part of the

DSS possibilities.

dss-demo-bundle

A

Signature’s profile simplification

Packaging module for dss-demo-webapp.

The demonstrations use a simulated timestamp service (Mock) so that is not
recommended for a production usage.

The different formats of the digital signature make possible to cover a wide range of real live cases
of use of this technique. Thus we distinguish the following formats: XAdES, CAdES, PAdES and ASIC.
To each one of them a specific standard is dedicated. The wide variety of options, settings and
versions of the standards makes their interoperability very difficult. This is the main reason for
which new standards commonly called "baseline profiles" were published. Their goal is to limit the
number of options and variants thereby making possible a better interoperability between
different actors.

In general can be said that for each format of the digital signature the number of security levels
defined in the new standards has been reduced. Below is a comparative table of old and new levels
for each format of the signature:

Table 3. Signature supported profiles

XAdES CAdES PAdES
STANDARD BASELINE STANDARD BASELINE STANDARD BASELINE
XAdES-BES CAdES-BES PAdES-BES

XAdES-B CAdES-B PAdES-B
XAdES-EPES CAdES-EPES PAdES-EPES
XAdES-T XAdES-T CAdES-T CAdES-T PAdES-T PAdES-T
XAdES-XL XAdES-LT CAdES-XL CAdES-LT PAdES-XL PAdES-LT

15



XAdES-A XAdES-LTA CAdES-A CAdES-LTA PAdES-LTV PAdES-LTA
Note that the new version (v4) of the DSS framework is compatible with the baseline profiles, it is

no longer possible to use the standard profiles for signing purpose. The validation of the signature
still takes into account the old profiles.
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Signature profile guide

Below you can find a table specifying various signature possibilities with available in DSS signature’s profiles/formats. The vertical column specifies
available signature profiles and their extensions. The horizontal row specifies types of documents to be signed with the formats.

Table 4. File formats and Signature types conformance

. ) . . o Parallel
Signature profiles XML PDF Binary Digest Multi files .
signatures
Base64
©) ©) ©) ® @] @)
encoded
Embed XML @ ® ® ® XML only @)
Enveloping
Manifest @ ©) ©) ©) @ @
Canom;ahzatlo o) ® ® ® XML only ©
enveloped
@) ® ® ® ® ®
XAdES transformation
based on XPath @ ® ® ® ® @
Enveloped based
e on © ® ® ® ® ©
Filter2
Canoni;alizatio @ ® ® ® XML only @
Detached @) @) @) @) @) @)
Internally Detached @ ® ® ® XML only @)
Enveloping ©) ©) ©) ® ® ©)
CAdES
Detached @ @) @ @ ® @
PAdES Enveloped ® @) ® ® ® @)
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ASICS
ASICE

CAdES/XAdES
CAdES/XAdES



The XML Signature (XAdES)

The simplest way to address the digital signature passes through the XAdES format. Indeed, it
allows visualization of the signature content with a simple text editor. Thus it becomes much easier
to make the connection between theoretical concepts and their implementation. Before embarking
on the use of the DSS framework, it is advisable to read the following documents:

* XAdES Specifications (cf. [RO1])
After reading these documents, it is clear that:

* To electronically sign a document, a signing certificate (that proves the signer’s identity) and the
access to its associated private key is needed.

* To electronically validate a signed document the signer’s certificate containing the public key is
needed. To give a more colourful example: when a digitally signed document is sent to a given
person or organization in order to be validated, the certificate with the public key used to create
the signature must also be provided.

XAdES Profiles

The new ETSI standard defines four conformance levels to address the growing need to protect the
validity of the signature in time. Henceforth to denote the level of the signature the word "level”
will be used. Follows the list of levels defined in the standard:

* XAdES-BASELINE-B: Basic Electronic Signature The lowest and simplest version just containing
the SignedInfo, SignatureValue, KeyInfo and SignedProperties. This level combines the old -BES
and -EPES levels. This form extends the definition of an electronic signature to conform to the
identified signature policy.

* XAdES-BASELINE-T: Signature with a timestamp A timestamp regarding the time of signing is
added to protect against repudiation.

* XAdES-BASELINE-LT: Signature with Long Term Data Certificates and revocation data are
embedded to allow verification in future even if their original source is not available. This level
is equivalent to the old -XL level.

* XAdES-BASELINE-LTA: Signature with Long Term Data and Archive timestamp By using
periodical timestamping (e.g. each year) compromising is prevented which could be caused by
weakening previous signatures during a long-time storage period. This level is equivalent to the
old -A level.

0 Old levels: -BES, -EPES, -C, -X, -XL, -A are not supported any more when signing.

XAdES-BASELINE-B

To start, let’s take a simple XML document:
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xml_example.xml

<?xml version="1.0"?>
<test>Hello World !</test>

Since this is an XML document, we will use the XAdES signature and more particularly XAdES-
BASELINE-B level, which is the lowest level of protection: just satisfying Directive (cf. [RO6]) legal
requirements for advanced signature. The normal process of signing wants to sign first with the
level -B or level-T, and then later when it becomes necessary to complete the signature with
superior levels. However, the framework allows signing directly with any level. When signing data,
the resulting signature needs to be linked with the data to which it applies. This can be done either
by creating a data set which combines the signature and the data (e.g. by enveloping the data with
the signature or including a signature element in the data set) or placing the signature in a separate
resource and having some external means for associating the signature with the data. So, we need
to define the packaging of the signature, namely ENVELOPED, ENVELOPING, DETACHED or
INTERNALLY-DETACHED. More information about supported reference transformations for each
signature packaging (except 'Detached’), can be found in the section Reference Transformations

ENVELOPED : when the signature applies to data that surround the rest of the document;

ENVELOPING : when the signed data form a sub-element of the signature itself;
o Base64 encoded binaries;
- Embed XML object(s);

- Embed Manifest object(s).

DETACHED : when the signature relates to the external resource(s) separated from it.

INTERNALLY-DETACHED : when the signature and the related signed data are both included in
a parent element (only XML).

For our example, we will use ENVELOPED packaging.
The DSS framework uses 3 atomic steps to sign a document :

1. Compute the digest to be signed;
2. Sign the digest;
3. Sign the document (add the signed digest).

The DSS fully manages the steps 1 and 3. We need to specify how to do the signature operation. DSS
offers some implementations in the dss-token module

To write our Java code, we still need to specify the type of KeyStore to use for signing our document,
more simply, where the private key can be found. In the package "eu.europa.esig.dss.token", we can
choose between different connection tokens :

* Pkesl11SignatureToken : allows communicating with SmartCards with the PKCS#11 interface. It
requires some installed drivers (dll, sso,...) .

* Pkes12SignatureToken : allows signing with a PKC#12 keystore (.p12 file).
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https://www.w3.org/TR/xmldsig-core/#sec-o-Manifest

* MSCAPISignatureToken : handles the signature with MS CAPI (the Microsoft interface to
communicate with SmartCards).

* JKSSignatureToken : allows signing with a Java Key Store (.jks file).

The DSS also provides the support for MOCCA framework to communicate with the
o Smartcard with PC/SC, but it involves the installation of the MOCCA and IAIK
libraries.

To know more about the use of the different signature tokens, please consult "Management of
Signature Tokens" chapter.

In our example the class: "Pkcs12SignatureToken" will be used. A file in PKCS#12 format must be
provided to the constructor of the class. It contains an X.509 private key accompanying the public
key certificate and protected by symmetrical password. The certification chain can also be included
in this file. It is possible to generate dummy certificates and their chains with OpenSSL. Please visit
http://www.openssl.org/ for more details.

This is the complete code that allows you to sign our XML document.
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Create a XAdES signature

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier
CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();

// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

What you may notice is that to sign a document we need to:

* Create an object based on SignatureParameters class. The number of specified parameters
depends on the type of signature. Generally, the number of specified parameters depends on the
profile of signature. This object also defines some default parameters.

* Choose the profile, packaging, signature digest algorithm.

Indicate the private key entry to be used.

Instantiate the adequate signature service.

» Carry out the signature process.

The encryption algorithm is determined by the private key and therefore cannot be compelled by
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the setter of the signature parameters object. It will cause an inconsistency in the signature making
its validation impossible. This setter can be used in a particular context where the signing process is
distributed on different machines and the private key is known only to the signature value creation
process. See clause "Signing process" for more information. In the case where the private key entry
object is not available, it is possible to choose the signing certificate and its certificate chain as in
the following example:

// We set the signing certificate
parameters.setSigningCertificate(certificateToken);
// We set the certificate chain
parameters.setCertificateChain(certificateChain);

Integrating the certificate chain in the signature simplifies the build of a prospective certificate
chain during the validation process.

By default the framework uses the current date time to set the signing date, but in the case where it
is necessary to indicate the different time it is possible to use the setter "setSigningDate(Date)" as in
the example:

// We set the date of the signature.
parameters.blevel().setSigningDate(new Date());

When the specific service is instantiated a certificate verifier must be set. This object is used to
provide four different sources of information:
* the source of trusted certificates (based on the trusted list(s) specific to the context);

* the source of intermediate certificates used to build the certificate chain till the trust anchor.
This source is only needed when these certificates are not included in the signature itself;

* the source of OCSP;

e the source of CRL.

In the current implementation this object is only used when profile -LT or -LTA are created.

Signing process

Once the parameters of the signature were identified the service object itself must be created. The
service used will depend on the type of document to sign. In our case it is an XML file, so we will
instantiate a XAdES service. The process of signing takes place in three stages. The first is the
getDataToSign() method call, passing as a parameter the document to be signed and the previously
selected settings. This step returns the data which is going to be digested and encrypted. In our case
it corresponds to the SignedInfo XMLDSig element.
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// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

The next step is a call to the function sign() which is invoked on the object token representing the
KeyStore and not on the service. This method takes three parameters. The first is the array of bytes
that must be signed. It is obtained by the previous method invocation. The second is the algorithm
used to create the digest. You have the choice between SHA1, SHA256, and SHA512 (this list is not
exhaustive). And the last one is the private key entry.

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

The last step of this process is the integration of the signature value in the signature and linking of
that one to the signed document based on the selected packaging method. This is the method
signDocument() on the service. We must pass to it three parameters: again the document to sign, the
signature parameters and the value of the signature obtained in the previous step.

This separation into three steps allows use cases where different environments have their precise
responsibilities: specifically the distinction between communicating with the token and executing
the business logic.

When the breakdown of this process is not necessary, than a simple call to only one method can be
done as in the following example:

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

Additional attributes

For this type (XAdES-BASELINE-B) of signature it is possible to identify some additional attributes.
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XAdES signature with additional signed attributes
XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// Basic signature configuration
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setSignaturelevel(Signaturelevel.XAdES_BASELINE_B);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA512);
parameters.setSigningCertificate(privateKey.getCertificate());
parameters.setCertificateChain(privateKey.getCertificateChain());

// Confiquration of several signed attributes like ...
BLevelParameters blLevelParameters = parameters.blLevel();

// Contains claimed roles assumed by the signer when creating the signature
bLevelParameters.setClaimedSignerRoles(Arrays.asList("Manager"));

// signer location

SignerLocation signerLocation = new SignerlLocation();
signerLocation.setCountry("BE");

signerLocation.setStateOrProvince("Luxembourg");
signerLocation.setPostalCode("1234");

signerLocation.setlLocality("SimCity");

// Contains the indication of the purported place where the signer claims to have
produced the signature

bLevelParameters.setSignerLocation(signerLocation);

// Identifies the commitment undertaken by the signer in signing (a) signed data
object(s)

// in the context of the selected signature policy

List<String> commitmentTypeIndications = new ArraylList<String>();
commitmentTypeIndications.add(CommitmentType.Proof0fOrigin.getUri());
commitmentTypeIndications.add(CommitmentType.ProofOfApproval.getUri());
bLevelParameters.setCommitmentTypeIndications(commitmentTypeIndications);

CommonCertificateVerifier verifier = new CommonCertificateVerifier();
XAdESService service = new XAdESService(verifier);
service.setTspSource(getOnlineTSPSource());

// Allows setting of content-timestamp (part of the signed attributes)
TimestampToken contentTimestamp = service.getContentTimestamp(toSignDocument,
parameters);
parameters.setContentTimestamps(Arrays.asList(contentTimestamp));

// Signature process with its 3 stateless steps

ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);
SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);



In XAdES format the following types of a Content Timestamp can be used:

» AllDataObjectsTimeStamp - each time-stamp token within this property covers the full set of
references defined in the Signature’s SignedInfo element, excluding references of type
"SignedProperties".

* IndividualDataObjectsTimeStamp - each time-stamp token within this property covers selected
signed data objects.

The code above produces the following signature :

XAdES signature example

<xades:SignedProperties Id="xades-id-ea3e16770317bb1a3e97244292931644">
<xades:SignedSignatureProperties>
<xades:SigningTime>2018-03-20T08:17:35Z</xades:SigningTime>
<xades:SigningCertificateV2>
<xades:Cert>
<xades:CertDigest>
<ds:DigestMethod Algorithm="
http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>2FeANjXz109x2877Sfc1R1RVj1E=</ds:DigestValue>
</xades:CertDigest>

<xades:IssuerSerialV2>MD4wNKQyMDAxGzAZBgNVBAMME1Jvb3RTZWxmU21nbmVkRmFrZTERMASGATUECgwI
RFENTLXR1c3QCBi7/WFNe7Vw==</xades:IssuerSerialV2>
</xades:Cert>
</xades:SigningCertificateV2>
<xades:SignatureProductionPlaceV2>
<xades:City>SimCity</xades:City>
<xades:StateOrProvince>Luxembourg</xades:StateOrProvince>
<xades:PostalCode>1234</xades:PostalCode>
<xades:CountryName>BE</xades:CountryName>
</xades:SignatureProductionPlaceV2>
<xades:SignerRoleV2>
<xades:ClaimedRoles>
<xades:(laimedRole>Manager</xades:ClaimedRole>
</xades:ClaimedRoles>
</xades:SignerRoleV2>
</xades:SignedSignatureProperties>
<xades:SignedDatalbjectProperties>
<xades:DataObjectFormat ObjectReference="#r-id-1">
<xades:MimeType>text/xml</xades:MimeType>
</xades:DatalbjectFormat>
<xades:CommitmentTypeIndication>
<xades:CommitmentTypeld>
<xades:Identifier>
http://uri.etsi.org/01903/v1.2.2#Proof0f0rigin</xades:Identifier>
</xades:CommitmentTypeld>
<xades:Al1SignedDatalbjects />
</xades:CommitmentTypeIndication>
<xades:CommitmentTypeIndication>
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<xades:CommitmentTypeld>
<xades:Identifier>
http://uri.etsi.org/01903/v1.2.2#ProofOfApproval</xades:Identifier>
</xades:CommitmentTypeld>
<xades:Al1SignedDatalbjects />
</xades:CommitmentTypeIndication>
<xades:Al1DataObjectsTimeStamp Id="TS-
678B5861DBA1469B3AA3DD49DD54D7046BADA578C5561F8ABDA935CEA825279E">
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14nt" />
<xades:EncapsulatedTimeStamp>
MIAGCSqGSIb3DQEHAq. ..aAAAAAA=</xades:EncapsulatedTimeStamp>
</xades:Al1DataObjectsTimeStamp>
</xades:SignedDatalbjectProperties>
</xades:SignedProperties>

Handling signature policy

With the new standards the policy handling is linked to -B level. The old -EPES level is not used
anymore by the framework. This does not alter the structure of the old signature but only modifies
how to control the process of its creation.

The DSS framework allows you to reference a signature policy, which is a set of rules for the
creation and validation of an electronic signature. It includes two kinds of text:

* In a human readable form: It can be assessed to meet the requirements of the legal and
contractual context in which it is being applied.

* In a machine processable form: To facilitate its automatic processing using the electronic rules.

If no signature policy is identified then the signature may be assumed to have been generated or
verified without any policy constraints, and hence may be given no specific legal or contractual
significance through the context of a signature policy.

The signer may reference the policy either implicitly or explicitly. An implied policy means the
signer follows the rules of the policy but the signature does not indicate which policy. It is assumed
the choice of policy is clear from the context in which the signature is used and
SignaturePolicyldentifier element will be empty. When the policy is not implied, the signature
contains an ObjectIdentier that uniquely identifies the version of the policy in use. The signature
also contains a hash of the policy document to make sure that the signer and verifier agree on the
contents of the policy document.

This example demonstrates an implicit policy identifier. To implement this alternative you must set
SignaturePolicyld to empty string.
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XAdES with implicit policy

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

BLevelParameters blLevelParameters = parameters.blLevel();

Policy policy = new Policy();
policy.setId("");

bLevelParameters.setSignaturePolicy(policy);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create xadesService for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in

// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

An XML segment will be added to the signature’s qualified and signed properties:

<xades:SignaturePolicyldentifier>
<xades:SignaturePolicyImplied/>
</xades:SignaturePolicyldentifier>

The next example demonstrates an explicit policy identifier. This is obtained by setting -B profile
signature policy and assigning values to the policy parameters. The Signature Policy Identifier is a
URI or OID that uniquely identifies the version of the policy document. The signature will contain
the identifier of the hash algorithm and the hash value of the policy document. The DSS framework
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does not automatically calculate the hash value; it is to the developer to proceed with the
calculation using for example java.security.MessageDigest class (rt.jar). It is important to keep the
policy file intact in order to keep the hash constant. It would be wise to make the policy file read-
only. See also chapter 7 for further information.
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XAdES with explicit policy

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

BLevelParameters blLevelParameters = parameters.blLevel();

// Get and use the explicit policy

String signaturePolicyId = "http://www.example.com/policy.txt";

DigestAlgorithm signaturePolicyHashAlgo = DigestAlgorithm.SHA256;

String signaturePolicyDescription = "Policy text to digest";

byte[] signaturePolicyDescriptionBytes = signaturePolicyDescription.getBytes();
byte[] digestedBytes = DSSUtils.digest(signaturePolicyHashAlqo,
signaturePolicyDescriptionBytes);

Policy policy = new Policy();
policy.setId(signaturePolicyId);
policy.setDigestAlgorithm(signaturePolicyHashAlgo);
policy.setDigestValue(digestedBytes);

bLevelParameters.setSignaturePolicy(policy);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create xadesService for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

The following XML segment will be added to the signature qualified & signed properties
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(<QualifyingProperties><SignedProperties>):

XAdES Signature Policy element

<xades:SignaturePolicyldentifier>
<xades:SignaturePolicyIld>
<xades:SigPolicyld>
<xades:Identifier>http://www.example.com/policy.txt</xades:Identifier>
</xades:SigPolicyld>
<xades:SigPolicyHash>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Uw3PxkrX4SpF@3jDvkSubZqmIUXDxs56FFXeg7MWy@c=</ds:DigestValue>
</xades:SigPolicyHash>
</xades:SignaturePolicyId>
</xades:SignaturePolicyIdentifier>

XAdES-BASELINE-T

XAdES-BASELINE-T is a signature for which there exists a trusted time associated to the signature. It
provides the initial steps towards providing long term validity and more specifically it provides a
protection against repudiation. This extension of the signature can be created as well during the
generation process as validation process. However, the case when these validation data are not
added during the generation process should no longer occur. The XAdES-BASELINE-T trusted time
indications must be created before the signing certificate has been revoked or expired and close to
the time that the XAdES signature was produced. The XAdES-BASELINE-T form must be built on a
XAdES-BASELINE-B form. The DSS framework allows extending the old -BES and -EPES profiles to
the new BASELINE-T profile, indeed there is no difference in the structure of the signature.

To implement this profile of signature you must indicate to the service the TSA source, which
delivers from each Timestamp Request a Timestamp Response (RFC 3161 (cf. [R0O7])) containing
tokens. Below is the source code that creates a XAdES-BASELINE-T signature. For our example, we
will use the Belgian provider and an instance of OnlineTSPSource (see "TSP Sources" chapter for
more details).
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Create a XAdES-Baseline-T with an OnlineTSPSource

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_T);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create XAdES service for signature

XAdESService service = new XAdESService(commonCertificateVerifier);

// Set the Timestamp source

String tspServer = "http://dss.nowina.lu/pki-factory/tsa/good-tsa";
OnlineTSPSource onlineTSPSource = new OnlineTSPSource(tspServer);
onlineTSPSource.setDataloader (new TimestampDataloader()); // uses the specific
content-type

service.setTspSource(onlineTSPSource);

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

If the timestamp source is not set a NullPointerException is thrown.

The SignatureTimeStamp mandated by the XAdES-T form appears as an unsigned property within
the QualifyingProperties:
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XAdES Signature Timestamp

<SignatureTimeStamp Id="time-stamp-28a441da-4030-46ef-80e1-041b66cAcbI6">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<EncapsulatedTimeStamp
Id="time-stamp-token-76234ed8-cc15-46fc-3a%5-9460dd601cad">
MIAGCSqGSIb3DQEHAQCAMIACAQMxCzAIBgUrDgMCag
UAMIAGCyqGSIb3DQEJEAEE0IAkgARMMEOCAQEGBOIS

</EncapsulatedTimeStamp>
</SignatureTimeStamp>

XAdES-BASELINE-LT

This level has to prove that the certification path was valid, at the time of the validation of the
signature, up to a trust point according to the naming constraints and the certificate policy
constraints from the "Signature Validation Policy". It will add to the signature the CertificateValues
and RevocationValues unsigned properties. The CertificateValues element contains the full set of
certificates that have been used to validate the electronic signature, including the signer’s
certificate. However, it is not necessary to include one of those certificates, if it is already present in
the ds:KeyInfo element of the signature. This is like DSS framework behaves. In order to find a list
of all the certificates and the list of all revocation data, an automatic process of signature validation
is executed. To carry out this process an object called CertificateVerifier must be passed to the
service. The implementer must set some of its properties (e.g. a source of trusted certificates). The
code below shows how to use the default parameters with this object. Please refer to "The Signature
Validation" chapter to have the further information. It also includes an example of how to
implement this level of signature:

SignXmlXadesLTTest.java

// Preparing parameters for the XAdES signature

XAdESSignatureParameters parameters = new XAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignatureLevel.XAdES_BASELINE_LT);

// We choose the type of the signature packaging (ENVELOPED, ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier
CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
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CommonsDataloader commonsHttpDataloader = new CommonsDataloader();
0CSPDataloader ocspDataloader = new OCSPDataloader();

KeyStoreCertificateSource keyStoreCertificateSource = new KeyStoreCertificateSource
(new File("src/main/resources/keystore.p12"), "PKCS12",
"dss-password");

LOTLSource lotlSource = new LOTLSource();
lot1Source.setUr1("https://ec.europa.eu/tools/lotl/eu-lotl.xml");
lot1Source.setCertificateSource(keyStoreCertificateSource);
lot1Source.setPivotSupport(true);

TrustedListsCertificateSource tslCertificateSource = new
TrustedListsCertificateSource();

FileCacheDataloader onlineFilelLoader = new FileCacheDataloader(commonsHttpDataloader);

CacheCleaner cacheCleaner = new CacheCleaner();
cacheCleaner.setCleanFileSystem(true);
cacheCleaner.setDSSFilelLoader(onlineFileloader);

TLValidationJob validationJob = new TLValidationJob();
validationJob.setTrustedListCertificateSource(tslCertificateSource);
validationJob.setOnlineDataloader(onlineFilelLoader);
validationJob.setCacheCleaner(cacheCleaner);
validationJob.setListOfTrustedListSources(lot1Source);
validationJob.onlineRefresh();

commonCertificateVerifier.setTrustedCertSource(tslCertificateSource);

OnlineCRLSource onlineCRLSource = new OnlineCRLSource();
onlineCRLSource.setDataloader (commonsHttpDataloader);
commonCertificateVerifier.setCrlSource(onlineCRLSource);

Online0CSPSource onlineOCSPSource = new OnlineOCSPSource();
onlineOCSPSource.setDataloader (ocspDataloader);
commonCertificateVerifier.setOcspSource(onlineOCSPSource);

// For test purpose
// Will request unknown OCSP responder / download untrusted CRL
commonCertificateVerifier.setCheckRevocationForUntrustedChains(true);

// Create XAdES service for signature
XAdESService service = new XAdESService(commonCertificateVerifier);
service.setTspSource(getOnlineTSPSource());

// Get the SignedInfo XML segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm



SignatureValue signatureValue = signingToken.sign(dataToSign, parameters
.getDigestAlgorithm(), privateKey);

// We invoke the service to sign the document with the signature value obtained in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

The following XML segment will be added to the signature qualified and unsigned properties:

Validation data values

<CertificateValues>
<EncapsulatedX509Certificate>
MIIFNTCCBB2gAwIBAQIBATANB...
</EncapsulatedX509Certificate>
<EncapsulatedX509Certificate>
MIIFsjCCBJqgAwIBAgIDAMoBM. . .
</EncapsulatedX509Certificate>
<EncapsulatedX509Certificate>
MIIFRjCCBC6gAwIBAGIBATANB. ..
</EncapsulatedX509Certificate>
</CertificateValues>
<RevocationValues>
<0CSPValues>
<Encapsulated0CSPValue>
MIIGzAoBAKCCBsUwggbBBgkr. . .
</Encapsulated0CSPValue>
</0CSPValues>
</RevocationValues>

o The use of online sources can significantly increase the execution time of the
signing process. For testing purpose you can create your own source of data.

In last example the CommonsHttpDataLoader is used to provide the communication layer for HTTP
protocol. Each source which need to go through the network to retrieve data need to have this
component set.

XAdES-BASELINE-LTA

When the cryptographic data becomes weak and the cryptographic functions become vulnerable
the auditor should take steps to maintain the validity of the signature. The XAdES-BASELINE-A form
uses a simple approach called "archive validation data". It adds additional time-stamps for
archiving signatures in a way that they are still protected, but also to be able to prove that the
signatures were validated at the time when the used cryptographic algorithms were considered
safe. The time-stamping process may be repeated every time the protection used becomes weak.
Each time-stamp needs to be affixed before either the signing key or the algorithms used by the TSA
are no longer secure. XAdES-A form adds the ArchiveTimestamp element within the
UnsignedSignatureProperties and may contain several ArchiveTimestamp elements.
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Below is an example of the implementation of this level of signature (but in practice, we will rather
extend the signature to this level when there is a risk that the cryptographic functions become
vulnerable or when one of certificates arrives to its expiration date):

Signature level setting

// Allows to set a final signature level
parameters.setSignaturelevel(Signaturelevel.XAdES_BASELINE_LTA);

The following XML segment will be added to the signature qualified and unsigned properties:

XAdES Archive Timestamp

<ns4:ArchiveTimeStamp
Id="time-stamp-22b92602-2670-410e-888f-937c5777c685">
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14nf" />
<EncapsulatedTimeStamp
Id="time-stamp-token-0bd5aaf3-3850-4911-a22d-c98dcacabcea">MIAGCSqGSDHAQCAM: --
</EncapsulatedTimeStamp>
</ns4:ArchiveTimeStamp>

Various settings

Versions support
DSS supports the following XAdES formats :

Table 5. Supported XAdES versions

B-level T-level LT-level LTA-level
XAdES 1.1.1 © © © ®
XAdES 1.2.2 © © © ®
XAdES 1.3.2 © @ @ @
XAdES 1.4.1 The format contains qualifying properties for XAdES 1.3.2 LTA level

The XAdES Profile, as well as a customizable prefixes can be set with following methods :
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XAdES formats and prefixes

// Allows setting of a XAdES namespace (changes a XAdES format)
// Default : XAdESNamespaces.XADES_132 (produces XAdES 1.3.2)
parameters.setXadesNamespace(XAdESNamespaces.XADES_132);

// Defines an XmlDSig prefix
// Default : XAdESNamespaces.XMLDSIG
parameters.setXmldsigNamespace(new DSSNamespace(XMLSignature.XMLNS, "myPrefix"));

// Defines a XAdES 1.4.71 format prefix
// Default : XAdESNamespaces.XADES_141
parameters.setXades141Namespace (XAdESNamespaces.XADES_141);

Reference Transformations

In case of 'Enveloping’, 'Enveloped' and 'Internally Detached' signatures, it is possible to apply
custom transformations for signing references in order to compute proper digest result. Example of
a definition reference transformations, you can find below:

Custom transformations definition

// Prepare transformations in the proper order

List<DSSTransform> transforms = new ArraylList<>();

DSSTransform envelopedTransform = new EnvelopedSignatureTransform();
transforms.add(envelopedTransform);

DSSTransform canonicalization = new CanonicalizationTransform(CanonicalizationMethod
.EXCLUSIVE_WITH_COMMENTS);

transforms.add(canonicalization);

// Assign reference to the document

List<DSSReference> references = new ArraylList<>();
DSSReference dssReference = new DSSReference();
dssReference.setContents(toSignDocument);
dssReference.setId("r-" + toSignDocument.getName());
dssReference.setTransforms(transforms);

// set empty URI to cover the whole document
dssReference.setUri("");
dssReference.setDigestMethodAlgorithm(DigestAlgorithm.SHA256);
references.add(dssReference);

// Initialize signature parameters

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPED);
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// set references

parameters.setReferences(references);

Current version of DSS supports the following transformations:
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* Enveloped - removes the current Signature element from the digest calculation of the reference.

A Does not support parallel signatures!

DSSTransform envelopedTransform = new EnvelopedSignatureTransform();

* Canonicalization - any canonicalization algorithm that can be used for 'CanonicalizationMethod'
can be used as a transform:

DSSTransform canonicalization = new CanonicalizationTransform(CanonicalizationMethod
.EXCLUSIVE WITH_COMMENTS);

* Base64 - the transform is used if application needs to sign a RAW data (binaries, images, audio
or other formats). The 'Base64 Transform' is not compatible with following signature
parameters:

o Reference contains more than one transform (must be a sole element of the reference
transforms);

o setEmbedXML(true) - embedded setting cannot be used;

o setManifestSignature(true) - As is apparent from the previous point, Manifest cannot be
used with the Base64 Transform as well since it also must be embedded to the signature.

DSSDocument document = new InMemoryDocument("Hello World!".getBytes(), "Hello.txt",
MimeType.BINARY);

List<DSSTransform> transforms = new ArraylList<>();

DSSTransform base64Transform = new Base64Transform();
transforms.add(base64Transform);

» XPath - allows signing a custom nodes in a signature or embedded document. DSS contains an
additional class XPathEnvelopedSignatureTransform allowing to exclude signatures from the
digested content (used for Enveloped signatures by default). Additional information about the
'XPath Transform' can be found by the link.

List<DSSTransform> transforms = new ArraylList<>();

DSSTransform envelopedTransform = new XPathTransform("not(ancestor-or-
self::ds:Signature)");

transforms.add(envelopedTransform);

* XPath-2-Filter - an alternative to 'XPath Transform'. Additional information about the
'XPath2Filter Transform' can be found by the link. DSS contains an additional class
XPath2FilterEnvelopedSignatureTransform allowing to exclude signatures from the digest
calculation.
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List<DSSTransform> transforms = new ArraylList<>();

DSSTransform envelopedTransform = new XPath2FilterTransform("descendant::ds:Signature
", "subtract");

transforms.add(envelopedTransform);

* XSLT Transform - This transform requires a 'org.w3.dom.Document' as an input, compatible
with the normative XSLT Specification. Must be a sole transform.

0 All transformations, except Base64, can be applied only to XML objects.

Trust anchor inclusion policy

It is possible to indicate to the framework if the certificate related to the trust anchor should be
included to the signature or not. The setter #setTrustAnchorBPPolicy of the BLevelParameters class
should be used for this purpose.

This rule applies as follows: when -B level is constructed the trust anchor is not included, when -LT
level is constructed the trust anchor is included.

o When trust anchor baseline profile policy is defined only the certificates previous
to the trust anchor are included when -B level is constructed.

Multiple signatures

In everyday life, there are many examples where it is necessary to have multiple signatures
covering the same document, such as a contract to purchase a vehicle. Independent signatures are
parallel signatures where the ordering of the signatures is not important. The computation of these
signatures is performed on exactly the same input but using different private keys.

The XML Signature Extension (XAdES)

The -B level contains immutable signed properties. Once this level is created, these properties
cannot be changed.

The levels -T/-LT/-LTA add unsigned properties to the signature. This means that the properties of
these levels could be added afterwards to any AdES signature. This addition helps to make the
signature more resistant to cryptographic attacks on a longer period of time. The extension of the
signature is incremental, i.e. when you want to extend the signature to the level -LT the lower level
(-T) will also be added. The whole extension process is implemented by reusing components from
signature production. To extend a signature we proceed in the same way as in the case of a
signature, except that you have to call the function "extendDocument" instead of the "sign"
function. Note that when the document is signed with several signatures then they are all extended.

XAdES-BASELINE-T

The XAdES-BASELINE-T trusted time indications have to be created before a certificate has been
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revoked or expired and close to the time that the XAdES signature was produced. It provides a
protection against repudiation. The framework adds the timestamp only if there is no timestamp or
there is one but the creation of a new extension of the level-T is deliberate (using another TSA). It is
not possible to extend a signature which already incorporates higher level as -LT or -LTA. In the
theory it would be possible to add another -T level when the signature has already reached level -LT
but the framework prevents this operation. Note that if the signed document contains multiple
signatures, then all the signatures will be extended to level -T. It is also possible to sign a document
directly at level -T.

Here is an example of creating an extension of type T:

Extend a XAdES signature

DSSDocument document = new FileDocument("src/test/resources/signedXmlXadesB.xml");

XAdESSignatureParameters parameters = new XAdESSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_T);

CommonCertificateVerifier certificateVerifier = new CommonCertificateVerifier();
XAdESService xadesService = new XAdESService(certificateVerifier);
xadesService.setTspSource(getOnlineTSPSource());

DSSDocument extendedDocument = xadesService.extendDocument(document, parameters);

Here is the result of adding a new extension of type-T to an already existing -T level signature:

XAdES Unsigned Signature Properties

<UnsignedSignatureProperties>
<SignatureTimeStamp Id="time-stamp-b16a2552-b218-4231-8982-40057525fbb5">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"
/>
<EncapsulatedTimeStamp Id="time-stamp-token-39fbf78c-9cec-4cc1-ac21-
a467d2238405"> MIAGCSqGSIb3DQEHAG. . .
</EncapsulatedTimeStamp>
</SignatureTimeStamp>
<SignatureTimeStamp Id="time-stamp-5ffab0d9-863b-414a-9690-a311d3e1af1d">
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"
/>
<EncapsulatedTimeStamp Id="time-stamp-token-87e8c599-89e5-4fb3-a32a-
e5e2a40073ad"> MIAGCSqGSIb3DQEHAG. . .
</EncapsulatedTimeStamp>
</SignatureTimeStamp>
</UnsignedSignatureProperties>

XAdES-BASELINE-LT and -LTA

For these types of extensions, the procedure to follow is the same as the case of the extension of
type T. Please refer to the chapter XAdES Profiles (XAdES) to know specific parameters for each
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level of signature and which must be positioned.

XAdES and specific schema version

Some signatures may have been created with an older version of XAdES standard using different
schema definition. To take into account the validation of such signatures the class
eu.europa.esig.dss.xades.validation.XPathQueryHolder was created. This class includes all XPath
queries which are used to explore the elements of the signature. It is now easy to extend this class
in order to define specific queries to a given schema. The DSS framework proposes in standard the
class eu.europa.esig.dss.xades.validation.XAdES111XPathQueryHolder that defines the XPath
queries for the version "http://uri.etsi.org/01903/v1.1.1#" of XAdES standard.

When carrying out the validation process of the signature, the choice of query holder to be used is
taken by invoking the method:
eu.europa.esig.dss.xades.validation.XPathQueryHolder#canUseThisXPathQueryHolder

This choice is made based on the namespace. If the namespace is: http://uri.etsi.org/01903/v1.3.2#
then the default query holder is used, if the namespace is http://uri.etsi.org/01903/v1.1.1# the
XAdES111XPathQueryHolder is wused. The element used to choose the namespace is
"QualifyingProperties".

To implement another query holder the class XPathQueryHolder must be extended, new XPath
queries defined and the method canUseThisXPathQueryHolder overridden.

In case there is a need to use only a specific query holder the following steps should be followed:

 Call: eu.europa.esig.dss.xades.validation.XMLDocumentValidator#clearQueryHolders

e Call: eu.europa.esig.dss.xades.validation.XMLDocumentValidator#addXPathQueryHolder and
pass the specific query holder

The signature validation

Generally and following ETSI standard, the validation process of an electronic signature must
provide one of these three following statuses: TOTAL-FAILED, TOTAL-PASSED or INDETERMINATE.
A TOTAL-PASSED response indicates that the signature has passed verification and it complies with
the signature validation policy. A TOTAL_FAILED response indicates that either the signature
format is incorrect or that the digital signature value fails the verification. An INDETERMINATE
validation response indicates that the format and digital signature verifications have not failed but
there is an insufficient information to determine if the electronic signature is valid. For each of the
validation checks, the validation process must provide information justifying the reasons for the
resulting status indication as a result of the check against the applicable constraints. In addition,
the ETSI standard defines a consistent and accurate way for justifying statuses under a set of sub-
indications.

Validation Process

Since version 4.7 of the DSS framework the validation process is based on the latest ETSI standard

41


http://uri.etsi.org/01903/v1.3.2#
http://uri.etsi.org/01903/v1.1.1#

[RO8]. It is driven by the validation policy and allows long term signature validation. It not only
verifies the existence of certain data and their validity, but it also checks the temporal dependences
between these elements. The signature check is done following basic building blocks. On the
simplified diagram below, showing the process of the signature validation, you can follow the
relationships between each building block which represents a logic set of checks used in validation
process.

Signature Format i
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Identification
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Figure 1. Signature Validation Process

Note that the current version of the framework during the validation process does not indicate
what part of a document was signed. However, in a case of XAdES signature XPath transformations
presented in the signature will be applied, in the case of CAdES or PAdES signature the whole
document must be signed.

At the end of the validation process four reports are created. They contain the different detail levels
concerning the validation result. They provide four kinds of visions for the validation process:
macroscopic, microscopic, input data and ETSI Validation report conformant with the standard
[RO8]. For more information about these reports, please refer to "Simple Report" chapter.

Below is the simplest example of the validation of the signature of a document. The first thing to do
is instantiating an object named validator, which orchestrates the verification of the different rules.
To perform this it is necessary to invoke a static method fromDocument() on the abstract class
SignedDocumentValidator. This method returns the object in question whose type is chosen
dynamically based on the type of source document.

The next step is to create an object that will check the status of a certificate using the Trusted List
model (see "Trusted Lists of Certification Service Provider" for more information). In order to
achieve this, an instance of a CertificateVerifier must be created with a defined source of trusted
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certificates. In our example, the trusted source is instantiated with CommonTrustedCertificateSource
class. As well as a trusted source the CertificateVerifier object needs an OCSP and/or CRL source and
a TSL source (which defines how the certificates are retrieved from the Trusted Lists). See chapter
"Management of CRL and OCSP Sources" for more information concerning sources.

Validation of a signature

// First, we need a Certificate verifier
CertificateVerifier cv = new CommonCertificateVerifier();

// We can inject several sources. eg: OCSP, CRL, AIA, trusted lists

// Capability to download resources from AIA
cv.setDataloader(new CommonsDataloader());

// Capability to request OCSP Responders
cv.setOcspSource(new OnlineOCSPSource());

// Capability to download CRL
cv.setCrlSource(new OnlineCRLSource());

// Create an instance of a trusted certificate source

CommonTrustedCertificateSource trustedCertSource = new CommonTrustedCertificateSource
0);

// import the keystore as trusted
trustedCertSource.importAsTrusted(keystoreCertSource);

// We now add trust anchors (trusted list, keystore,...)
cv.setTrustedCertSource(trustedCertSource);

// We also can add missing certificates
cv.setAdjunctCertSource(adjunctCertSource);

// Here is the document to be validated (any kind of signature file)
DSSDocument document = new FileDocument(new File(
"src/test/resources/signedXmlXadesLT.xml"));

// We create an instance of DocumentValidator

// It will automatically select the supported validator from the classpath
SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(document);

// We add the certificate verifier (which allows to verify and trust certificates)
documentValidator.setCertificateVerifier(cv);

// Here, everything is ready. We can execute the validation (for the example, we use
the default and embedded

// validation policy)

Reports reports = documentValidator.validateDocument();

// We have 3 reports
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// The diagnostic data which contains all used and static data
DiagnosticData diagnosticData = reports.getDiagnosticData();

// The detailed report which is the result of the process of the diagnostic data and
the validation policy
DetailedReport detailedReport = reports.getDetailedReport();

// The simple report is a summary of the detailed report (more user-friendly)
SimpleReport simpleReport = reports.getSimpleReport();

o When using the TrustedListsCertificateSource class, for performance reasons,
consider creating a single instance of this class and initialize it only once.

In general, the signature must cover the entire document so that the DSS
framework can validate it. However, for example in the case of a XAdES signature,
some transformations can be applied on the XML document. They can include

o operations such as canonicalization, encoding/decoding, XSLT, XPath, XML schema
validation, or XInclude. XPath transforms permit the signer to derive an XML
document that omits portions of the source document. Consequently those
excluded portions can change without affecting signature validity.

SignedDocumentValidator

For execution of the validation process, DSS uses the 'SignedDocumentValidator' class. The DSS
framework provides five implementations of validator:

* XMLDocumentValidator - validates documents in XML format (XAdES format);

e CMSDocumentValidator - validates documents in CMS format (CAdES format);

e PDFDocumentValidator - validates documents in PDF format (PADES format);

ASiCContainerWithXAdESValidator - validates ASiC with XAdES containers;

ASiCContainerWithCAdESValidator - validates ASiC with CAdES containers;

DetachedTimestampValidator - validates CMS timestamps provided alone.

DSS initializes a relevant validator based on specific characteristics of an input file (e.g. a PDF file
version declaration for a PDF file). It checks the file format and loads the required validator from a
classpath. Below you can find a list of settings that can be used for the configuration of the class.

SignedDocumentValidator usage

// The method allows instantiation of a related validator for a provided document
// independently on its format (the target dss module must be added as dependency)
SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(document);

// Allows specifying a custom certificate verifier (online or offline)
documentValidator.setCertificateVerifier(new CommonCertificateVerifier());
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// Allows defining of a signing certificate in the explicit way, in case if the
certificate

// is not provided in the signature itself (can be used for non-ASiC signatures)
documentValidator.defineSigningCertificate(DSSUtils.loadCertificateFromBase64EncodedSt
ring(

"MIIC9TCCAd2gAwIBAgIBAjANBgkghkiG9w@BAQUFADArMQswCQYDVQQGEwIBQTEMMA0GATUEChMDRFNTMQ4wD
AYDVQQDEwVJIQOEgQTAeFwoxMzEyMDIxNzMzMTBaFw@xNTEyMDIxNzMzMTBaMDAxCzAJBgNVBAYTAkFBMQwwCgY
DVQQKEwWNEUTMxEZzARBgNVBAMTCnVzZXIgQSBSUAEwgZ8wDQYIKoZIhveNAQEBBQADGYPAMIGIA0GBAJUHHAphm
SDdQ1t62tppK+dLTANSE2nAj+HCpasS3oh1BsrhteRsvTAbrDyIzCmTYWu/nVI4ATGvbzBESwWV/Qit1koMLpYFw
32MIBf2DLmECZzGI3vm5hawbu8S9quR1h8Vu7QWd+5KMabZuR+j91Ri1SuoYOxS2ZQxIw1vhvWIhRY jAgMBAAG]g
alwgZ8wCQYDVRATBAIWADAdBgNVHQ4EFgQUIESNTWfwg13c3LQZzqqwibY5WVYwUwYDVROjBEwwSoAUIO1CDsB
SUcEoFZxKaWf1PAL1U+uhL6QtMCsxDDAKBgNVBAoTAORTUZELMAKGATUEBhMCQUExXDjAMBgNVBAMTBVIDQSBBg
gEBMASGATUdDWQEAwIHgDARBgNVHSAECjAIMAYGBFUdIAAWDQYJKoZIhveNAQEFBQADggEBAGnhhnoyVUhDNr/
BSbZ/uWfSuwzFPG+2VIK6WxdIaaXOORFGIdFwG1AwA/Qzpq9snfBxuTkAykxq@uEDhHTj0gXxWRjQ+Dop/Drme
coF/zDvgGusyY1YXaABd/ke3IYt7ns7z3tpiqlz4A7a/UHp1BRXfqjyaZurZuJQRaSdxh6CNhdEU1UBxkbb1Sd
Mju0gjzSDjcDjcegjvDquMKdDetvtu2Qh4ConBBo3fUImwiFRWnbudS5H2HE181kC7gY/QIuNr7UST1PNyUgcG
2931cMtemj7UTBHZ2V/jPf7ZXqwfnVSaYkNvM3weAI6R3PIOSTjdxN6a9qjtIx1d40YEdw="));

// Sets the detached contents that were used for the detached signature creation
documentValidator.setDetachedContents(Arrays.asList(new InMemoryDocument("Hello
world!".getBytes())));

// Allows defining a custom Process Executor
// By default used {@code new DefaultSignatureProcessExecutor()}
documentValidator.setProcessExecutor(new DefaultSignatureProcessExecutor());

// Sets custom Signature Policy Provider
documentValidator.setSignaturePolicyProvider(new SignaturePolicyProvider());

// Sets an expected signature validation level

// The recommended level is ARCHIVAL DATA (maximal level of the validation)
// Default : ValidationLevel.ARCHIVAL DATA
documentValidator.setValidationLevel(ValidationLevel.ARCHIVAL DATA);

// Sets if the ETSI validation report must be created

// If true, it will become accessible through the method below
// Default : true
documentValidator.setEnableEtsiValidationReport(true);

// Executes the validation process and produces validation reports:

// Simple report, Detailed report, Diagnostic data and ETSI Validation Report (if
enabled)

Reports reports = documentValidator.validateDocument();

// Returns ETSI Validation Report (if enabled, NULL otherwise)
ValidationReportType etsiValidationReport = reports.getEtsiValidationReportlaxb();
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Validation Result Materials

The result of the validation process consists of three elements:

the Simple Report,

the Detailed Report,

* the Diagnostic Data and

the ETSI Validation Report.

All these reports are encoded using XML, which allows the implementer to easily manipulate and
extract information for further analysis. For each report, XML Schema and JaxB model are
available as maven dependencies.

DSS also provides XSLT to able to generate PDF or HTML reports (simple and detailed reports).

You will find below a detailed description of each of these elements.

Simple Report

This is a sample of the simple validation report:
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Simple Report

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<SimpleReport xmlns="http://dss.esig.europa.eu/validation/simple-report">
<ValidationPolicy>
<PolicyName>QES AdESQC TL based</PolicyName>
<PolicyDescription>Validate electronic signatures and indicates whether they
are Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a
Qualified electronic Signature (QES). A1l certificates and their
related chains supporting the signatures are validated against the EU Member State
Trusted Lists (this includes
signer's certificate and certificates used to validate certificate
validity status services - CRLs, OCSP, and time-stamps).
</PolicyDescription>
</ValidationPolicy>
<ValidationTime>2020-01-21T06:07:03</ValidationTime>
<DocumentName>EmptyPage-signed-pades-baseline-b.pdf</DocumentName>
<ValidSignaturesCount>1</ValidSignaturesCount>
<SignaturesCount>1</SignaturesCount>
<Signature SignatureFormat="PAdES-BASELINE-B" Id="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3AQA3426CA6B1">
<CertificateChain>
<Certificate>
<id>C-
4FAB29027727E58E4518EDOBOAES54DA55FA5B3D9197EAD16B20028D227D1A9F</1d>
<qualifiedName>Pierrick Vandenbroucke (Signature)</qualifiedName>
</Certificate>
<Certificate>
<id>C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA</ 1d>
<qualifiedName>Citizen CA</qualifiedName>
</Certificate>
<Certificate>
<id>C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAD</1d>
<qualifiedName>Belgium Root CA4</qualifiedName>
</Certificate>
</CertificateChain>
<Indication>TOTAL PASSED</Indication>
<Warnings>The organization name is missing in the trusted
certificate!</Warnings>
<SigningTime>2019-08-27T14:06:11</SigningTime>
<BestSignatureTime>2020-01-21T06:07:03</BestSignatureTime>
<SignedBy>Pierrick Vandenbroucke (Signature)</SignedBy>
<Signaturelevel description="Qualified Electronic Signature">
QESig</Signaturelevel>
<SignatureScope name="Full PDF" scope="FULL">Full document</SignatureScope>
</Signature>
</SimpleReport>
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The result of the validation process is based on very complex rules. The purpose of this report is to
make as simple as possible the information while keeping the most important elements. Thus the
end user can, at a glance, have a synthetic view of the validation. To build this report the
framework uses some simple rules and the detailed report as input.

Detailed Report

This is a sample of the detailed validation report. Its structure is based on the ETSI standard [R08]
and is built around Basic Building Blocks, Basic Validation Data, Timestamp Validation Data, AAES-T
Validation Data and Long Term Validation Data. Some segments were deleted to make reading
easier. They are marked by three dots:

Detailed Report

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DetailedReport xmlns="http://dss.esig.europa.eu/validation/detailed-report">
<Signature Id="S-3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3A0A3426CA6B1

>
<ValidationProcessBasicSignature Title="Validation Process for Basic
Signatures">
<Constraint Id="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3AQA3426CA6B1">
<Name NameId="ADEST ROBVPIIC">Is the result of the Basic Validation
Process conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<ProofOfExistence>
<Time>2020-01-21706:07:03</Time>
</ProofOfExistence>
</ValidationProcessBasicSignature>
<ValidationProcessLongTermData Title="Validation Process for Signatures with
Time and Signatures with Long-Term Validation Data">

<Constraint>
<Name NameId="LTV_ABSV">Is the result of the Basic Validation Process
acceptable?</Name>
<Status>0K</Status>
</Constraint>

<Constraint Id="R-
5E2868FFIEE4FC069B79171D768BOA90AB137847ADD4F5344EB5F153BB1F19C9">
<Name NameId="ADEST RORPIIC">Is the result of the revocation data
validation process acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_IRDC">Is the revocation data consistent?</Name>
<Status>0K</Status>
<AdditionalInfo>Revocation R-
5E2868FFIEE4FCA69B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9 thisUpdate 2020-01-21
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06:07 is in the certificate validity range : 2017-01-25 22:12 - 2027-01-21
23:59</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_IARDPFC">Is an acceptable revocation data
present for the certificate?</Name>
<Status>0K</Status>
<AdditionalInfo>Certificate Id = C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D9197E0D16B20028D227D1A9F</Additionallnfo>
</Constraint>
<Constraint Id="R-
4B614C6CFBBCF6BTFIEIC74EQ7464CE6483EA3TEAC3D58A7D4C56D540EDF4QFB" >
<Name NameId="ADEST_RORPIIC">Is the result of the revocation data
validation process acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_IRDC">Is the revocation data consistent?</Name>
<Status>0K</Status>
<AdditionalInfo>Revocation R-
4B614C6CFB8CF6BT1FIEIC74E07464CE6483EA3TEAC3D58A7DAC56D540EDF40FB thisUpdate 2020-01-01
11:00 is in the certificate validity range : 2015-11-25 10:00 - 2027-07-25
10:00</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_IARDPFC">Is an acceptable revocation data
present for the certificate?</Name>
<Status>0K</Status>
<AdditionalInfo>Certificate Id = C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBATEF123E73EB4DA</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_SAV_ISVA">Is the signature acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<ProofOfExistence>
<Time>2020-01-21T06:07:03</Time>
</ProofOfExistence>
</ValidationProcessLongTermData>
<ValidationProcessArchivalData Title="Validation Process for Signatures with
Archival Data">
<Constraint>
<Name NameId="ARCH_LTVV">Is the result of the LTV validation process
acceptable?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
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</Conclusion>
<ProofOfExistence>
<Time>2020-01-21T706:07:03</Time>
</ProofOfExistence>
</ValidationProcessArchivalData>
<ValidationSignatureQualification Id="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3A0A3426CA6B1"
SignatureQualification="QESig" Title="Signature Qualification">
<Constraint>
<Name NameId="QUAL_IS_ADES">Is the signature/seal an acceptable AdES
digital signature (ETSI EN 319 102-1)7</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_CERT_TRUSTED_LIST_REACHED">Has a trusted list been
reached for the certificate chain?</Name>
<Status>0K</Status>
</Constraint>
<Constraint Id="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B" >
<Name NameId="QUAL_TRUSTED_LIST_ACCEPT">Is the trusted list
acceptable?</Name>
<Status>0K</Status>
<AdditionalInfo>Trusted List : https://ec.europa.eu/tools/lotl/eu-
lotl.xml</AdditionalInfo>
</Constraint>
<Constraint Id="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7B4CBE7FB4750BD477BF9">
<Name NameId="QUAL_TRUSTED_LIST_ACCEPT">Is the trusted list
acceptable?</Name>
<Status>0K</Status>
<AdditionalInfo>Trusted List : https://tsl.belgium.be/tsl-
be.xml</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="QUAL_QC_AT_ST">Is the certificate qualified at (best)
signing time?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_FOR_SIGN_AT_ST">Is the certificate for eSig at
(best) signing time?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_QC_AT_CC">Is the certificate qualified at issuance
time?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_QSCD_AT_ST">Does the private key reside in a QSCD
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at (best) signing time?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<ValidationCertificateQualification Id="C-
4FAB29027727E58E4518EDOBOAES54DA55F05B3D9197E0D16B20028D227D1A9F" DateTime="2017-01-
25722:12:12" ValidationTime="CERTIFICATE_ISSUANCE_TIME" CertificateQualification="QC
for eSig with QSCD" Title="Certificate Qualification at certificate issuance time">
<Constraint>
<Name NameId="QUAL_HAS_CAQC">Is the certificate related to a
CA/QC?</Name>
<Status>0K</Status>
</Constraint>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationCertificateQualification>
<ValidationCertificateQualification Id="C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D9197E0D16B20028D227D1A9F" DateTime="2020-01-
21706:07:03" ValidationTime="BEST_SIGNATURE_TIME" CertificateQualification="QC for
eSig with QSCD" Title="Certificate Qualification at best signature time">
<Constraint>
<Name NameId="QUAL_HAS CAQC">Is the certificate related to a
CA/QC?</Name>
<Status>0K</Status>
</Constraint>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationCertificateQualification>
</ValidationSignatureQualification>
</Signature>
<BasicBuildingBlocks Id="R-
4B614C6CFBBCF6B1FIEIC74EQ7464CE6483EA3TEAC3D58A7DAC56D540EDFAQFB" Type="REVOCATION">
<ISC Title="Identification of the Signing Certificate">

</ISC>
<XCV Title="X509 Certificate Validation">

</XCV>
<CV Title="Cryptographic Verification">

</CV>
<SAV ValidationTime="2020-01-21T706:07:03" Title="Signature Acceptance

Validation">

</SAV>
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<CertificateChain>
<ChainItem Id="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9CAR" >
<Source>TRUSTED_LIST</Source>
</ChainItem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="R-
5E2868FFIEE4FCA69B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9" Type="REVOCATION">
<ISC Title="Identification of the Signing Certificate">

</ISC>

<XCV Title="X509 Certificate Validation">
</XCV>

<CV Title="Cryptographic Verification">
</CV>

<SAV ValidationTime="2020-01-21T706:07:03" Title="Signature Acceptance
Validation">

</SAV>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<BasicBuildingBlocks Id="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3A0A3426CA6B1" Type="SIGNATURE">
<FC Title="Format Checking">
<Constraint>
<Name NameId="BBB_FC_IEFF">Does the signature format correspond to an
expected format?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_FC_ISD">Is the signature identification not
ambiquous?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_FC_IOSIP">Is only one SignerInfo present?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</FC>
<ISC Title="Identification of the Signing Certificate">



<Constraint>
<Name NameId="BBB ICS ISCI">Is there an identified candidate for the
signing certificate?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_ICS_ISASCP">Is the signed attribute: signing-
certificate present?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_ICS_ISACDP">Is the signed attribute: cert-digest of
the certificate present?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_ICS_ICDVV">Does the certificate digest value match a
digest value found in the certificate reference(s)?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_ICS_AIDNASNE">Are the issuer distinguished name and
the serial number equal?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D09197E0D16B20028D227D1A9F ">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" >
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9CAR" >
<Source>TRUSTED_LIST</Source>
</ChainIltem>
</CertificateChain>
</ISC>
<VCI Title="Validation Context Initialization">
<Constraint>
<Name NameId="BBB_VCI_ISPK">Is the signature policy known?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
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</VCI>
<XCV Title="X509 Certificate Validation">
<Constraint>
<Name NameId="BBB XCV _CCCBB">Can the certificate chain be built till a
trust anchor?</Name>
<Status>0K</Status>
</Constraint>
<Constraint Id="C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D09197E0D16B20028D227D1A9F ">
<Name NameId="BBB_XCV_SUB">Is the certificate validation
conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Constraint Id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA">
<Name NameId="BBB_XCV _SUB">Is the certificate validation
conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Constraint Id="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9CAR" >
<Name NameId="BBB_XCV_SUB">Is the certificate validation
conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D9197E0D16B20028D227D1A9F" TrustAnchor="false"
Title="Certificate">
<Constraint>
<Name NameId="QUAL_UNIQUE_CERT">Is the certificate unique?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_PSEUDO_USE">Is a pseudonym used?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_XCV_ISNSSC">Is certificate not self-
signed?</Name>
<Status>0K</Status>
</Constraint>

<Constraint>
<Name NameId="BBB_XCV_ICTIVRSC">Is the current time in the
validity range of the signers certificate?</Name>
<Status>0K</Status>
<AdditionallInfo>Certificate validity : 2017-01-25 22:12 to 2027-
01-21 23:59</AdditionalInfo>
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</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<RAC Id="R-
5E2868FFIEE4FCA69B79171D768BOA90AB137847ADDAF5344EB5F153BB1F19C9" Title="Revocation
Acceptance Validation">
<Constraint>
<Name NameId="BBB_XCV_IRDC">Is the revocation data
consistent?</Name>
<Status>0K</Status>
<AdditionalInfo>Revocation R-
5E2868FFIEE4FCA69B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9 thisUpdate 2020-01-21
06:07 is in the certificate validity range : 2017-01-25 22:12 - 2027-01-21
23:59</AdditionalInfo>
</Constraint>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<RevocationProductionDate>2020-01-
21706:07:03</RevocationProductionDate>
</RAC>
<RFC Id="R-
5E2868FFIEE4FCA69B79171D768BOA90AB137847ADDAF5344EB5F153BB1F19C9" Title="Revocation
Freshness Checker">
<Constraint>
<Name NameId="BBB_XCV_IARDPFC">Is an acceptable revocation
data present for the certificate?</Name>
<Status>0K</Status>
</Constraint>

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</RFC>
</SubXCV>
<SubXCV Id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" TrustAnchor="false"
Title="Certificate">

<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
<SubXCV Id="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR" TrustAnchor="true"
Title="Certificate">
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
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</SubXCV>

</XCV>
<CV Title="Cryptographic Verification">
<Constraint>
<Name NameId="BBB_CV_IRDOF">Has the reference data object been
found?</Name>
<Status>0K</Status>
<AdditionalInfo>Reference : MESSAGE DIGEST</AdditionalInfo>
</Constraint>
<Constraint>

<Name NameId="BBB_CV_IRDOI">Is the reference data object
intact?</Name>
<Status>0K</Status>
<AdditionalInfo>Reference : MESSAGE_DIGEST</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_CV_ISI">Is the signature intact?</Name>
<Status>0K</Status>
<AdditionalInfo>Id = S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3AQA3426CA6B1</Additionallnfo>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2020-01-21706:07:03" Title="Signature Acceptance
Validation">
<Constraint>
<Name NameId="BBB_SAV_ISSV">Is the structure of the signature
valid?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_SAV_ISQPSTP">Is the signed qualifying property:
signing-time present?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="BBB_SAV_ISQPMDOSPP">Is the signed qualifying property:
message-digest or SignedProperties present?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="ASCCM">Are signature cryptographic constraints
met?</Name>
<Status>0K</Status>
<AdditionalInfo>Validation time : 2020-01-21 06:07 for token with ID :
[S-3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3A0A3426CA6B1]</Additionallnfo>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
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</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256</Algorithm>
<KeylLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31T723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<CertificateChain>
<ChainItem Id="C-
4FAB29027727E58E4518EDOB6AES54DA55FA5B3D9197EQD16B20028D227D1A9F ">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA">
<Source>SIGNATURE</Source>
</ChainItem>
<ChainItem Id="C-
C3FBF37259AF0Q954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAD" >
<Source>TRUSTED_LIST</Source>
</ChainIltem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<TLAnalysis CountryCode="EU" URL="https://ec.europa.eu/tools/lotl/eu-lotl.xml" Id
="LOTL-EC2AE37FE9A43B48B1CFE2A57EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B" Title="List
Of Trusted Lists EU">
<Constraint>
<Name NameId="QUAL_TL_FRESH">Is the trusted list fresh?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_EXP">Is the trusted list not expired?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_VERSION">Does the trusted list have the expected
version?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_WS">Is the trusted list well signed?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</TLAnalysis>

57



<TLAnalysis CountryCode="BE" URL="https://tsl.belgium.be/tsl-be.xml" Id="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7B4CBE7FB4750BD477BF9" Title="Trusted List
BE">
<Constraint>
<Name NameId="QUAL_TL_FRESH">Is the trusted list fresh?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_EXP">Is the trusted list not expired?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_VERSION">Does the trusted list have the expected
version?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_WS">Is the trusted list well signed?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</TLAnalysis>
</DetailedReport>

For example the Basic Building Blocks are divided into seven elements:

* FC- Format Checking

ISC - Identification of the Signing Certificate

VCI - Validation Context Initialization

¢ RFC - Revocation Freshness Checker

XCV - X.509 certificate validation

CV - Cryptographic Verification

SAV - Signature Acceptance Validation
The following additional elements also can be executed in case of validation in the past :

PCV - Past Certificate Validation

VTS - Validation Time Sliding process

* POE extraction - Proof Of Existence extraction

PSV - Past Signature Validation

Past certificate/signature validation is used when basic validation of a certificate/signature fails at
the current time with an INDETERMINATE status such that the provided proofs of existence may
help to go to a determined status. The process shall initialize the best-signature-time either to a time
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indication for a related POE provided, or the current time when this parameter has not been used
by the algorithm.

* Best-signature-time is an internal variable for the algorithm denoting the earliest time when it
can be trusted by the SVA (either because proven by some POE present in the signature or
passed by the DA and for this reason assumed to be trusted) that a signature has existed. [R08]

Each block contains a number of rules that are executed sequentially. The rules are driven by the
constraints defined in the validation policy. The result of each rule is OK or NOT OK. The process is
stopped when the first rule fails. Each block also contains a conclusion. If all rules are met then the
conclusion node indicates PASSED. Otherwise FAILED or INDETERMINATE indication is returned
depending on the ETSI standard definition.

Diagnostic Data

This is a data set constructed from the information contained in the signature itself, but also from
information retrieved dynamically as revocation data and information extrapolated as the
mathematical validity of a signature. All this information is independent of the applied validation
policy. Two different validation policies applied to the same diagnostic data can lead to different
results.

This is an example of the diagnostic data for a XAdES signature. Certain fields and certain values
were trimmed or deleted to make reading easier:

Diagnostic Data

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DiagnosticData xmlns="http://dss.esig.europa.eu/validation/diagnostic">
<DocumentName>EmptyPage-signed-pades-baseline-b.pdf</DocumentName>
<ValidationDate>2020-01-21T06:07:03</ValidationDate>
<Signatures>
<Signature Id="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3AQA3426CA6B1">
<SignatureFilename>EmptyPage-signed-pades-baseline-
b.pdf</SignatureFilename>
<ClaimedSigningTime>2019-08-27T14:06:11</ClaimedSigningTime>
<SignatureFormat>PAdES-BASELINE-B</SignatureFormat>
<StructuralValidation>
<Valid>true</Valid>
</StructuralValidation>
<DigestMatchers>
<DigestMatcher type="MESSAGE_DIGEST">
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
SGEPVF0j/zskv8+nlzixt+PbLxWE9SS67rkpd@VoWid=</DigestValue>
<DataFound>true</DataFound>
<Datalntact>true</Datalntact>
</DigestMatcher>
</DigestMatchers>
<BasicSignature>
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<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
4FAB29027727E58E4518EDABOAES54D@55FA5B3D9197EAD16B20028D227D1A9F ">
<AttributePresent>true</AttributePresent>
<DigestValuePresent>true</DigestValuePresent>
<DigestValueMatch>true</DigestValueMatch>
<IssuerSerialMatch>true</IssuerSerialMatch>
</SigningCertificate>
<CertificateChain>
<ChainItem Certificate="C-
4FAB29027727E58E4518EDOBOAES54DA55FA5B3D9197EAD16B20028D227D1A9F" />
<ChainItem Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<ChainItem Certificate="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
</CertificateChain>
<ContentType>1.2.840.113549.1.7.1</ContentType>
<CommitmentTypeIndication/>
<Policy>
<Id>IMPLICIT_POLICY</Id>
<ZeroHash>false</ZeroHash>
<Asn1Processable>false</Asn1Processable>
<Identified>false</Identified>
<Status>false</Status>
<DigestAlgorithmsEqual>false</DigestAlgorithmsEqual>
</Policy>
<PDFRevision>
<SignatureFieldName>Signature1</SignatureFieldName>
<SignerInformationStore>
<SignerInfo Processed="true">
<Issuer>C=BE,CN=Citizen CA,SERIALNUMBER=201631</Issuer>
<SerialNumber>
21267647932559346000444903846468827673</SerialNumber>
</SignerInfo>
</SignerInformationStore>
<PDFSignatureDictionary>
<SignerName>Pierrick Vandenbroucke (Signature)
70a3cb70f0f4d6513fb12¢f0691965¢58c7e7679</SignerName>
<Type>Sig</Type>
<Filter>Adobe.PPKLite</Filter>
<SubFilter>ETSI.CAdES.detached</SubFilter>
<SignatureByteRange>0 5340 43230 342</SignatureByteRange>
</PDFSignatureDictionary>
</PDFRevision>
<SignerDocumentRepresentations HashOnly="false" DocHashOnly="false"/>



<FoundCertificates>
<RelatedCertificate Certificate="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9CAR" >
<0rigin>KEY_INFO</Origin>
</RelatedCertificate>
<RelatedCertificate Certificate="C-
AFAB29027727E58E4518EDOB6AES54D055F05B3D09197E0D16B20028D227D1A9F ">
<0rigin>KEY_INFO</Origin>
<CertificateRef>
<0rigin>SIGNING_CERTIFICATE</Origin>

<IssuerSerial>MEswN6QTMDMxCzAJBgNVBAYTAkJFMRMwEQYDVQQDEwpDaXRpemVuIENBMQ8wDQYDVQQFEWYy
MDE2MzECEBAAAAAAAJKLPMkehMMbuhk=</IssuerSerial>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
TospAncn5Y5FGO@LauVUAFXwiWz2R1+DRayACjSI9Gp8=</DigestValue>
</DigestAlgoAndValue>
</CertificateRef>
</RelatedCertificate>
<RelatedCertificate Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA">
<0rigin>KEY_INFO</Origin>
</RelatedCertificate>
</FoundCertificates>
<FoundRevocations/>
<FoundTimestamps/>
<SignatureScopes>
<SignatureScope SignerData="D-
BD598965790CA5673910D64EFEDA798485364C66B6FAE7C49D23E1FF8BAFBBES">
<Scope>FULL</Scope>
<Name>Full PDF</Name>
<Description>Full document</Description>
</SignatureScope>
</SignatureScopes>
<SignatureDigestReference>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
uZKN338SfkpJkk+eM3bEDx3UgdcPW410711EALTjb9M=</DigestValue>
</SignatureDigestReference>

<SignatureValue>m2sMUIIfYKHDVr1IMTyVufWIcwuxwhWjGvkF/xa/rOAKieZCe4LZPad/uwzgwM4QAbPstd
y4gHSQzCFOR6/fT9hv639kQS3TyZedw1raMeDjImQOwKOIML10IXEI7jSF7xP6n62s@WQAhTI1ARNOY1G5vppz
iVKb1vPED27HPBB4Y1jn8j6bhse+EJ0bwxANTgwufbxZBvjHYgz/U/9EHafaloGPcoIBrXvoUdzVX76sVE3n1Dv
X4psEU4eq7palZA7AWGSfWk8/k98pPqFcP2VYJaAju9GI+uZNMfRgPdOVGPxTjUBYiEyr3satod+cMQGiAzie8
@nGovQrfn7ebcA==</SignatureValue>
</Signature>
</Signatures>
<UsedCertificates>
<Certificate Id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBATEF123E73EB4DA">
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<SubjectDistinguishedName Format="CANONICAL"
>2.5.4.5=#1306323031363331,cn=citizen ca,c=be</SubjectDistinguishedName>
<SubjectDistinguishedName Format="RF(C2253"
>2.5.4.5=#1306323031363331,CN=Citizen CA,C=BE</SubjectDistinguishedName>
<IssuerDistinguishedName Format="CANONICAL">cn=belgium root
cad,c=be</IssuerDistinguishedName>
<IssuerDistinguishedName Format="RF(C2253">CN=Belgium Root
CA4,C=BE</IssuerDistinguishedName>
<SerialNumber>31132611405554350463745259366034815060</SerialNumber>
<CommonName>Citizen CA</CommonName>
<CountryName>BE</CountryName>
<AuthorityInformationAccessUrls/>
<CRLDistributionPoints>
<crlUrl>http://crl.eid.belgium.be/belgium4.cri</criUrl>
</CRLDistributionPoints>
<0CSPAccessUrls/>
<Sources>
<Source>SIGNATURE</Source>
</Sources>
<NotAfter>2027-07-25T710:00:00</NotAfter>
<NotBefore>2015-11-25T10:00:00</NotBefore>
<PublicKeySize>4096</PublicKeySize>
<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>keyCertSign</KeyUsage>
<KeyUsage>cr1Sign</KeyUsage>
</KeyUsageBits>
<ExtendedKeyUsages/>
<IdPkix0cspNoCheck>false</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<Signaturelntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
<CertificateChain>
<ChainItem Certificate="C-
C3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9ICAR" />
</CertificateChain>
<Trusted>false</Trusted>
<SelfSigned>false</SelfSigned>
<CertificatePolicies>
<certificatePolicy cpsUrl="http://repository.eid.belgium.be"
>2.16.56.12.1.1.2</certificatePolicy>
</CertificatePolicies>
<QCStatementIds/>
<QCTypes/>



<TrustedServiceProviders>
<TrustedServiceProvider TL="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9" LOTL="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B">
<TSPNames>
<TSPName lang="en">Certipost n.v./s.a.</TSPName>
</TSPNames>
<TSPRegistrationIdentifiers>
<TSPRegistrationIdentifier>VATBE-
0475396406</TSPRegistrationIdentifier>
</TSPRegistrationldentifiers>
<TrustedServices>
<TrustedService ServiceDigitalldentifier="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR">
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
(=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSvc/Svctype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/granted</Status>
<StartDate>2016-06-30T722:00:00</StartDate>
<AdditionalServiceInfoUris>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfolri>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SvcInfoExt/ForeSigna

tures</AdditionalServiceInfoUri>
</AdditionalServiceInfoUris>
</TrustedService>
<TrustedService ServiceDigitalldentifier="C-
C3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9CAR" >
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
C=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/undersupervision</Status>
<StartDate>2013-06-26T12:00:00</StartDate>
<EndDate>2016-06-30T722:00:00</EndDate>
<AdditionalServiceInfoUris>

<AdditionalServicelnfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfolri>
</AdditionalServiceInfolUris>
</TrustedService>
</TrustedServices>
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</TrustedServiceProvider>
</TrustedServiceProviders>
<Revocations>
<CertificateRevocation Revocation="R-
4B614C6CFBBCF6BTFIEIC74EQ7464CE6483EA3TEAC3D58A7DAC56D540EDF40FB" >
<Status>true</Status>
</CertificateRevocation>
</Revocations>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
KTOLobMeXYKo4/rhJwmTL/3aREI+D3M/sB7xI+c+tNo=</DigestValue>
</DigestAlgoAndValue>
</Certificate>
<Certificate Id="C-
4FAB29027727E58E4518EDOB6AE554D055F05B3D9197E0D16B20028D227D1A9F " >
<SubjectDistinguishedName Format="CANONICAL"
>2.5.4.5=#130b3837303132373330373338,2.5.4.42=4#130d506965727269636b205061636f,2.5.4.4=
#130d56616e64656€62726f75636b65, cn=pierrick vandenbroucke
(signature),c=be</SubjectDistinguishedName>
<SubjectDistinguishedName Format="RF(2253"
>2.5.4.5=#130b3837303132373330373338,2.5.4.42=#130d506965727269636b205061636f,2.5.4.4=
#130d56616e64656e62726T75636b65,CN=Pierrick Vandenbroucke
(Signature),C=BE</SubjectDistinguishedName>
<IssuerDistinguishedName Format="CANONICAL"
>2.5.4.5=#1306323031363331,cn=citizen ca,c=be</IssuerDistinguishedName>
<IssuerDistinguishedName Format="RF(C2253"
>2.5.4.5=#1306323031363331,CN=Citizen CA,C=BE</IssuerDistinguishedName>
<SerialNumber>21267647932559346000444903846468827673</SerialNumber>
<CommonName>Pierrick Vandenbroucke (Signature)</CommonName>
<CountryName>BE</CountryName>
<GivenName>Pierrick Paco</GivenName>
<Surname>Vandenbroucke</Surname>
<AuthorityInformationAccessUrls>
<aialrl>http://certs.eid.belgium.be/belgiumrs4.crt</aialrl>
</AuthorityInformationAccessUrls>
<CRLDistributionPoints>
<crlUrl>http://crl.eid.belgium.be/eidc201631.crl</crlUrl>
</CRLDistributionPoints>
<0CSPAccessUrls>
<ocspServerUrl>http://ocsp.eid.belgium.be/2</ocspServerUrl>
</0CSPAccessUrls>
<Sources>
<Source>SIGNATURE</Source>
</Sources>
<NotAfter>2027-01-21T723:59:59</NotAfter>
<NotBefore>2017-01-25722:12:12</NotBefore>
<PublicKeySize>2048</PublicKeySize>
<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>nonRepudiation</KeyUsage>



</KeyUsageBits>
<ExtendedKeyUsages/>
<IdPkix0cspNoCheck>false</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeylLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<Signaturelntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<CertificateChain>
<ChainItem Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4ADA" />
<Chainltem Certificate="C-
C3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
</CertificateChain>
<Trusted>false</Trusted>
<SelfSigned>false</SelfSigned>
<CertificatePolicies>
<certificatePolicy cpsUrl="http://repository.eid.belgium.be"
>2.16.56.12.1.1.2.1</certificatePolicy>
</CertificatePolicies>
<QCStatementIds>
<qcStatementOid Description="qc-compliance">
0.4.0.1862.1.1</qcStatement0id>
<qcStatementOid Description="qc-sscd">0.4.0.1862.1.4</qcStatement0id>
</QCStatementIds>
<QCTypes/>
<TrustedServiceProviders>
<TrustedServiceProvider TL="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9" LOTL="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B">
<TSPNames>
<TSPName lang="en">Certipost n.v./s.a.</TSPName>
</TSPNames>
<TSPRegistrationIdentifiers>
<TSPRegistrationIdentifier>VATBE-
0475396406</TSPRegistrationldentifier>
</TSPRegistrationldentifiers>
<TrustedServices>
<TrustedService ServiceDigitalldentifier="C-
(3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR" >
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
(=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>
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<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/granted</Status>
<StartDate>2016-06-30T22:00:00</StartDate>
<CapturedQualifiers>

<Qualifier>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/QCQSCDStatusAsInCert</Qu
alifier>

</CapturedQualifiers>

<AdditionalServiceInfoUris>

<AdditionalServicelnfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfoUri>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SvcInfoExt/ForeSigna
tures</AdditionalServiceInfolUri>
</AdditionalServicelnfolUris>
</TrustedService>
</TrustedServices>
</TrustedServiceProvider>
</TrustedServiceProviders>
<Revocations>
<CertificateRevocation Revocation="R-
5E2868FF9EE4FC069B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9">
<Status>true</Status>
</CertificateRevocation>
</Revocations>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
T6spAncn5Y5FGOOLauVUAFXwWz2R1+DRayACjSI9Gp8=</DigestValue>
</DigestAlgoAndValue>
</Certificate>
<Certificate Id="C-
702DD5C1AQ93CFOA9ID71FADDIBFIA7C5857D89FB73B716E867228B3C2BEBIOSF ">
<SubjectDistinguishedName Format="CANONICAL">cn=belgium root
ca4,c=be</SubjectDistinguishedName>
<SubjectDistinguishedName Format="RF(2253">CN=Belgium Root
CA4,C=BE</SubjectDistinguishedName>
<IssuerDistinguishedName Format="CANONICAL">cn=belgium root
cad,c=be</IssuerDistinguishedName>
<IssuerDistinguishedName Format="RF(2253">CN=Belgium Root
CA4,C=BE</IssuerDistinguishedName>
<SerialNumber>5706940941790920504</SerialNumber>
<CommonName>Belgium Root CA4</CommonName>
<CountryName>BE</CountryName>
<AuthorityInformationAccessUrls/>
<CRLDistributionPoints/>
<0CSPAccessUrls/>
<Sources>
<Source>SIGNATURE</Source>
<Source>TRUSTED_LIST</Source>



</Sources>
<NotAfter>2032-10-22T712:00:00</NotAfter>
<NotBefore>2013-06-26T12:00:00</NotBefore>
<PublicKeySize>4096</PublicKeySize>
<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>keyCertSign</KeyUsage>
<KeyUsage>cr1Sign</KeyUsage>
</KeyUsageBits>
<ExtendedKeyUsages/>
<IdPkix0cspNoCheck>false</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<Trusted>true</Trusted>
<SelfSigned>true</SelfSigned>
<CertificatePolicies>
<certificatePolicy cpsUrl="http://repository.eid.belgium.be"
>2.16.56.12.1.1</certificatePolicy>
</CertificatePolicies>
<QCStatementIds/>
<QCTypes/>
<TrustedServiceProviders>
<TrustedServiceProvider TL="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9" LOTL="LOTL-
EC2AE37FE9A43B48B1CFE2A57EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B">
<TSPNames>
<TSPName lang="en">Certipost n.v./s.a.</TSPName>
</TSPNames>
<TSPRegistrationIdentifiers>
<TSPRegistrationIdentifier>VATBE-
0475396406</TSPRegistrationldentifier>
</TSPRegistrationIdentifiers>
<TrustedServices>
<TrustedService ServiceDigitalldentifier="C-
702DD5C1AQ93CFOA9ID71FADDIBFIA7C5857D89FB73B716E867228B3C2BEBI6GSF ">
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
(=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/TrustedlList/Svestatus/granted</Status>
<StartDate>2016-06-30T22:00:00</StartDate>
<AdditionalServiceInfoUris>
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<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfolri>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SvcInfoExt/ForeSigna
tures</AdditionalServiceInfoUri>
</AdditionalServiceInfolUris>
</TrustedService>
<TrustedService ServiceDigitalldentifier="C-
702DD5C1AQ93CFOA9ID71FADDIBFIA7C5857D89FB73B716E867228B3C2BEBIOSF ">
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
C=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/undersupervision</Status>
<StartDate>2013-06-26T12:00:00</StartDate>
<EndDate>2016-06-30T722:00:00</EndDate>
<AdditionalServiceInfoUris>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfolri>
</AdditionalServicelnfolris>
</TrustedService>
</TrustedServices>
</TrustedServiceProvider>
</TrustedServiceProviders>
<Revocations/>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
c(3VwaCTzwqdcfrdm/mnxYV9iftztxboZyKLPCvrlo8=</DigestValue>
</DigestAlgoAndValue>
</Certificate>
<Certificate Id="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CAD4AD3891688C1E478FF">
<SubjectDistinguishedName Format="CANONICAL">c=be,cn=belgium ocsp
responder</SubjectDistinguishedName>
<SubjectDistinguishedName Format="RF(C2253">C=BE,CN=Belgium OCSP
Responder</SubjectDistinguishedName>
<IssuerDistinguishedName Format="CANONICAL"
>2.5.4.5=#1306323031363331,cn=citizen ca,c=be</IssuerDistinguishedName>
<IssuerDistinguishedName Format="RF(2253"
>2.5.4.5=#1306323031363331,CN=Citizen CA,C=BE</IssuerDistinguishedName>
<SerialNumber>4835703278460092155009866</SerialNumber>
<CommonName>Belgium OCSP Responder</CommonName>
<CountryName>BE</CountryName>
<AuthorityInformationAccessUrls/>
<CRLDistributionPoints/>



<0CSPAccessUrls/>
<Sources>
<Source>0CSP_RESPONSE</Source>
</Sources>
<NotAfter>2021-01-29T11:00:00</NotAfter>
<NotBefore>2019-12-10T11:00:00</NotBefore>
<PublicKeySize>2048</PublicKeySize>
<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>digitalSignature</KeyUsage>
</KeyUsageBits>
<ExtendedKeyUsages>
<extendedKeyUsagesOid Description="ocspSigning">
1.3.6.1.5.5.7.3.9</extendedKeyUsages0id>
</ExtendedKeyUsages>
<IdPkix0cspNoCheck>true</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<CertificateChain>
<ChainItem Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<ChainItem Certificate="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
</CertificateChain>
<Trusted>false</Trusted>
<SelfSigned>false</SelfSigned>
<CertificatePolicies/>
<QCStatementIds/>
<QCTypes/>
<TrustedServiceProviders>
<TrustedServiceProvider TL="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9" LOTL="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B">
<TSPNames>
<TSPName lang="en">Certipost n.v./s.a.</TSPName>
</TSPNames>
<TSPRegistrationIdentifiers>
<TSPRegistrationIdentifier>VATBE-
0475396406</TSPRegistrationldentifier>
</TSPRegistrationIdentifiers>
<TrustedServices>
<TrustedService ServiceDigitalldentifier="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQ9ICAR" >
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<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
C=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSvc/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/TrustedlList/Svestatus/granted</Status>
<StartDate>2016-06-30T722:00:00</StartDate>
<AdditionalServiceInfoUris>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfoUri>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SvcInfoExt/ForeSigna
tures</AdditionalServiceInfolri>
</AdditionalServiceInfoUris>
</TrustedService>
</TrustedServices>
</TrustedServiceProvider>
</TrustedServiceProviders>
<Revocations/>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
szbKofPEkw50+cgDwSh30ASZHukgbA1K@4kWiMHkeP8=</DigestValue>
</DigestAlgoAndValue>
</Certificate>
<Certificate Id="C-
C3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR" >
<SubjectDistinguishedName Format="CANONICAL">cn=belgium root
cad,c=be</SubjectDistinguishedName>
<SubjectDistinguishedName Format="RF(C2253">CN=Belgium Root
CA4,C=BE</SubjectDistinguishedName>
<IssuerDistinguishedName Format="CANONICAL">cn=belgium root
ca4,c=be</IssuerDistinguishedName>
<IssuerDistinguishedName Format="RF(2253">CN=Belgium Root
CA4,C=BE</IssuerDistinguishedName>
<SerialNumber>5706940941790920504</SerialNumber>
<CommonName>Belgium Root CA4</CommonName>
<CountryName>BE</CountryName>
<AuthorityInformationAccessUrls/>
<CRLDistributionPoints/>
<0CSPAccessUrls/>
<Sources>
<Source>SIGNATURE</Source>
<Source>TRUSTED_LIST</Source>
</Sources>
<NotAfter>2028-01-28T12:00:00</NotAfter>
<NotBefore>2013-06-26T12:00:00</NotBefore>
<PublicKeySize>4096</PublicKeySize>



<PublicKeyEncryptionAlgo>RSA</PublicKeyEncryptionAlgo>
<KeyUsageBits>
<KeyUsage>keyCertSign</KeyUsage>
<KeyUsage>cr1Sign</KeyUsage>
</KeyUsageBits>
<ExtendedKeyUsages/>
<IdPkix0cspNoCheck>false</IdPkix0cspNoCheck>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeyLengthUsedToSignThisToken>

<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>

<Signaturelntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<CertificateChain/>
<Trusted>true</Trusted>
<SelfSigned>true</SelfSigned>
<CertificatePolicies>
<certificatePolicy cpsUrl="http://repository.eid.belgium.be"
>2.16.56.12.1.1</certificatePolicy>
</CertificatePolicies>
<QCStatementIds/>
<QCTypes/>
<TrustedServiceProviders>
<TrustedServiceProvider TL="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9" LOTL="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B">
<TSPNames>
<TSPName lang="en">Certipost n.v./s.a.</TSPName>
</TSPNames>
<TSPRegistrationIdentifiers>
<TSPRegistrationIdentifier>VATBE-
0475396406</TSPRegistrationIdentifier>
</TSPRegistrationldentifiers>
<TrustedServices>
<TrustedService ServiceDigitalldentifier="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR">
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
(=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/granted</Status>
<StartDate>2016-06-30T22:00:00</StartDate>
<AdditionalServiceInfoUris>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/Trustedlist/SveInfoExt/RootCA-
QC</AdditionalServiceInfoUri>

71



<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SvcInfoExt/ForeSigna
tures</AdditionalServiceInfolUri>
</AdditionalServicelnfolUris>
</TrustedService>
<TrustedService ServiceDigitalldentifier="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR" >
<ServiceNames>
<ServiceName lang="en">CN=Belgium Root CA4,
(=BE</ServiceName>
</ServiceNames>
<ServiceType>
http://uri.etsi.org/TrstSve/Svetype/CA/QC</ServiceType>

<Status>http://uri.etsi.org/TrstSve/Trustedlist/Svestatus/undersupervision</Status>
<StartDate>2013-06-26T12:00:00</StartDate>
<EndDate>2016-06-30T722:00:00</EndDate>
<AdditionalServiceInfoUris>

<AdditionalServiceInfoUri>http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-
QC</AdditionalServiceInfoUri>
</AdditionalServiceInfoUris>
</TrustedService>
</TrustedServices>
</TrustedServiceProvider>
</TrustedServiceProviders>
<Revocations/>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
w/vzclmvCVTubkKC3RxyJqV0cVD3wposSVujTb/gnKA=</DigestValue>
</DigestAlgoAndValue>
</Certificate>
</UsedCertificates>
<UsedRevocations>
<Revocation Id="R-
4B614C6CFBBCF6BT1FIE9C74E07464CE6483EA31EAC3D58A7DAC56D540EDFAQFB" >
<0rigin>EXTERNAL</Origin>
<Type>CRL</Type>
<SourceAddress>http://crl.eid.belgium.be/belgiumd.crl</SourceAddress>
<ProductionDate>2020-01-01T11:00:00</ProductionDate>
<ThisUpdate>2020-01-01T11:00:00</ThisUpdate>
<NextUpdate>2020-07-31T11:00:00</NextUpdate>
<CertHashExtensionPresent>false</CertHashExtensionPresent>
<CertHashExtensionMatch>false</CertHashExtensionMatch>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>4096</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<SignatureIntact>true</Signaturelntact>



<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
(3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
<CertificateChain>
<ChainItem Certificate="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
</CertificateChain>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
S2FMbPuM9rH56cd0BOZM5kg+ox4MPVin1MVtVA7fQPs=</DigestValue>
</DigestAlgoAndValue>
</Revocation>
<Revocation Id="R-
5E2868FF9EE4FC069B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9" >
<0rigin>EXTERNAL</Origin>
<Type>0CSP</Type>
<SourceAddress>http://ocsp.eid.belgium.be/2</SourceAddress>
<ProductionDate>2020-01-21T06:07:03</ProductionDate>
<ThisUpdate>2020-01-21T06:07:03</ThisUpdate>
<NextUpdate>2020-01-21T06:08:03</NextUpdate>
<CertHashExtensionPresent>false</CertHashExtensionPresent>
<CertHashExtensionMatch>false</CertHashExtensionMatch>
<BasicSignature>
<EncryptionAlgoUsedToSignThisToken>
RSA</EncryptionAlgoUsedToSignThisToken>
<KeyLengthUsedToSignThisToken>2048</KeyLengthUsedToSignThisToken>
<DigestAlgoUsedToSignThisToken>SHA256</DigestAlgoUsedToSignThisToken>
<Signaturelntact>true</Signaturelntact>
<SignatureValid>true</SignatureValid>
</BasicSignature>
<SigningCertificate Certificate="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CADAAD3891688C1E478FF" />
<CertificateChain>
<ChainItem Certificate="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CAD4AD3891688C1E478FF" />
<ChainItem Certificate="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<ChainItem Certificate="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
</CertificateChain>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
Xiho/57k/AabeRcddosKkKsTeEet1PUBTrXxU7sfGeck=</DigestValue>
</DigestAlgoAndValue>
</Revocation>
</UsedRevocations>
<UsedTimestamps/>
<0OrphanTokens/>
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<0OriginalDocuments>
<SignerData Id="D-
BD598965790CA5673910D64EFEDA798485364C66B6F4E7C49D23E1FF8BAFBBES" >
<ReferencedName>Full PDF</ReferencedName>
<DigestAlgoAndValue>
<DigestMethod>SHA256</DigestMethod>
<DigestValue>
XC6PrKORnL59gX5UJCibBUw/kPLQNtqQx8TH+vd1PXw=</DigestValue>
</DigestAlgoAndValue>
</SignerData>
</0riginalDocuments>
<TrustedLists>
<TrustedList Id="TL-
61C0487109BE27255C19CFF26D8F56BEA621E7F381A7BACBE7FB4750BD477BF9">
<CountryCode>BE</CountryCode>
<Url>https://tsl.belgium.be/ts1-be.xml</Ur1>
<SequenceNumber>45</SequenceNumber>
<Version>5</Version>
<LastlLoading>2020-01-21T06:03:59</LastLoading>
<IssueDate>2019-12-17T00:00:00</IssueDate>
<NextUpdate>2020-06-16T00:00:00</NextUpdate>
<WellSigned>true</WellSigned>
</TrustedList>
<TrustedList Id="LOTL-
EC2AE37FE9A43B48B1CFE2A57EBEE2BD6373EDFF36537EB1BC905747ACBFAC3B" LOTL="true">
<CountryCode>EU</CountryCode>
<Url>https://ec.europa.eu/tools/lotl/eu-lotl.xml</Ur1l>
<SequenceNumber>255</SequenceNumber>
<Version>5</Version>
<Lastloading>2020-01-21T06:03:59</LastLoading>
<IssueDate>2020-01-07T710:00:00</IssueDate>
<NextUpdate>2020-07-07T00:00:00</NextUpdate>
<WellSigned>true</WellSigned>
</TrustedList>
</TrustedLists>
</DiagnosticData>

ETSI Validation Report

The ETSI Validation Report represents an implementation of TS 119 102-2 (cf. [R12]). The report
contains a standardized result of an ASiIC digital signature validation. It includes the original
validation input data, the applied validation policy, as well as the validation result of one or more
signature(s) and its(their) constraints.

This is an example of the ETSI validation report:

ETSI Validation Report (TS 119 102-2)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:ValidationReport xmlns="http://www.w3.0rg/2000/09/xmldsig#" xmlns:ns2=

74



"http://uri.etsi.org/19102/v1.2.1#" xmlns:ns4="http://uri.etsi.org/02231/v24"
xmlns:ns3="http://uri.etsi.orqg/01903/v1.3.2#">
<ns2:SignatureValidationReport>
<ns2:Signatureldentifier id="S-
3723FC8ECE93FD281E21E7239EFAFARE286306CB5F57F777F5E3AQA3426CA6B1">
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>
SGEPVFOj/zskv8+nlzixt+PbLxWE9SS67rkpd@V5Wid=</DigestValue>
</ns2:DigestAlgAndValue>

<SignatureValue>m2sMUIIfYKHDVr1IMTyVufWIcwuxwhWjGvkF/xa/rOAKieZCe4LZPad/uwzgwM4QAbPstd
y4gHSQzCFOR6/fT9hv639kQS3TyZedw1raMeDjImQOwWKOTIMLT0IXEI7jSF7xP6n62s0wQARTITARNOY1G5vppz
iVKb1vPED27HPBB4Y1jn8j6hse+EJ0bwxANTgwufbxZBvjHYgz/U/9EHafaloGPcolBrXvoUdzVX76sVE3n1Dv
X4psEU4eq7palZA7AWGSfWk8/k98pPqFcP2VYJaAju9GI+uZNMfRgPdOVGPxTjUBYiEyr3satod+cMQGiAzie8
@ndovQrfn7ebcA==</SignatureValue>
<ns2:HashOnly>false</ns2:HashOnly>
<ns2:DocHashOnly>false</ns2:DocHashOnly>
</ns2:Signatureldentifier>
<ns2:ValidationConstraintsEvaluationReport>
<ns2:ValidationConstraint>
<ns2:ValidationConstraintIdentifier>
urn:cef:dss:bbb:formatChecking</ns2:ValidationConstraintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>urn:etsi:019102:constraintStatus:applied</ns2:Status>
</ns2:ConstraintStatus>
<ns2:ValidationStatus>
<ns2:MainIndication>
urn:etsi:019102:mainindication:passed</ns2:MainIndication>
</ns2:ValidationStatus>
</ns2:ValidationConstraint>

<ns2:ValidationConstraint>

<ns2:ValidationConstraintIdentifier>urn:cef:dss:bbb:validationTimeS1liding</ns2:Validat
ionConstraintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>urn:etsi:019102:constraintStatus:disabled</ns2:Status>
</ns2:ConstraintStatus>
</ns2:ValidationConstraint>
</ns2:ValidationConstraintsEvaluationReport>
<ns2:ValidationTimeInfo>
<ns2:ValidationTime>2020-01-21T706:07:03Z</ns2:ValidationTime>
<ns2:BestSignatureTime>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:BestSignatureTime>
</ns2:ValidationTimeInfo>
<ns2:SignersDocument>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
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<DigestValue>
XC6PrKORnL59gX5UJ1CibBUW/kPLQNtqQx81H+vd1PXw=</DigestValue>
</ns2:DigestAlgAndValue>
<ns2:SignersDocumentRef VOReference="D-
BD598965790CA5673910D64EFEDA798485364C66B6F4E7C49D23E1FF8BAFBBES" />
</ns2:SignersDocument>
<ns2:SignatureAttributes>
<ns2:SigningTime Signed="true">
<ns2:Time>2019-08-27T14:06:112</ns2:Time>
</ns2:SigningTime>
<ns2:SigningCertificate Signed="true">
<ns2:AttributeObject VOReference="C-
4FAB29027727E58E4518EDOBOAES54D055F05B3D9197EAD16B20028D227D1A9F" />
<ns2:CertID>

<ns2:X509IssuerSerial>MEswN6QTMDMxCzAJBgNVBAYTAkJFMRMwEQYDVQQDEwpDaXRpemVuIENBMQ8wDQYD
VQQFEwYyMDE2MzECEBAAAAAAAJKLPMkehMM6uhk=</ns2:X509IssuerSerial>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/
<DigestValue>
T6spAncn5Y5FGO@LauVUAFXwWz2R1+DRayACjSI9Gp8=</DigestValue>
</ns2:CertID>
</ns2:SigningCertificate>
<ns2:DatalbjectFormat Signed="true">
<ns2:ContentType>1.2.840.113549.1.7.1</ns2:ContentType>
</ns2:Datal0bjectFormat>
<ns2:MessageDigest Signed="true">
<ns2:Digest>SGEPVFOj/zskv8+nlzixt+PbLxWE9ISS67rkpd@V5Wi4=</ns2:Digest>
</ns2:MessageDigest>
<ns2:Name>
<ns2:NameElement>Pierrick Vandenbroucke (Signature)
7033cb70f0f4d6513fb12¢f0691965¢58c7e7679</ns2:NameElement>
</ns2:Name>
<ns2:SubFilter>
<ns2:SubFilterElement>ETSI.CAdES.detached</ns2:SubFilterElement>
</ns2:SubFilter>
<ns2:ByteRange>0 5340 43230 342</ns2:ByteRange>
<ns2:Filter>
<ns2:Filter>Adobe.PPKLite</ns2:Filter>
</ns2:Filter>
</ns2:SignatureAttributes>
<ns2:SignerInformation Pseudonym="false">
<ns2:SignerCertificate VOReference="C-
4FAB29027727E58E4518EDOBOAES54D055FA5B3D9197EAD16B20028D227D1A9F" />
<ns2:Signer>Pierrick Vandenbroucke (Signature)</ns2:Signer>
</ns2:SignerInformation>
<ns2:SignatureQuality>
<ns2:SignatureQualityInformation>
urn:cef:dss:signatureQualification:QESig</ns2:SignatureQualityInformation>
</ns2:SignatureQuality>
<ns2:SignatureValidationProcess>



<ns2:SignatureValidationProcessID>
urn:etsi:019102:validationprocess:LTA</ns2:SignatureValidationProcessID>
</ns2:SignatureValidationProcess>
<ns2:SignatureValidationStatus>
<ns2:MainIndication>urn:etsi:019102:mainindication:total-
passed</ns2:MainIndication>
<ns2:AssociatedValidationReportData>
<ns2:TrustAnchor VOReference="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
<ns2:CertificateChain>
<ns2:SigningCertificate VOReference="C-
4FAB29027727E58E4518EDOBOAES54DA55FA5B3D9197EAD16B20028D227D1A9F" />
<ns2:IntermediateCertificate VOReference="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<ns2:TrustAnchor VOReference="C-
(3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
</ns2:CertificateChain>
<ns2:CryptoInformation>
<ns2:ValidationObjectId VOReference="S-
3723FC8ECE93FD281E21E7239EFAFAQE286306CB5F57F777F5E3A0A3426CA6B1" />
<ns2:Algorithm>http://www.w3.0rqg/2001/04/xmldsig-more#irsa-
sha256</ns2:Algorithm>
<ns2:SecureAlgorithm>true</ns2:SecureAlgorithm>
<ns2:NotAfter>2022-12-31723:00:00Z</ns2:NotAfter>
</ns2:CryptoInformation>
</ns2:AssociatedValidationReportData>
</ns2:SignatureValidationStatus>
</ns2:SignatureValidationReport>
<ns2:SignatureValidationObjects>
<ns2:ValidationObject id="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA">
<ns2:0bjectType>
urn:etsi:019102:validationObject:certificate</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
/>
<DigestValue>
KTOLobMeXYKo4/rhJwmTL/3aREI+D3M/sB7xI+c+tNo=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
<ns2:ValidationObject id="C-
4FAB29027727E58E4518EDOBOAES54D@55FA5B3D9197EAD16B20028D227D1A9F ">
<ns2:0bjectType>
urn:etsi:019102:validationObject:certificate</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
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<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/>
<DigestValue>
TospAncn5Y5FGO@LauVUAFXwiWz2R1+DRayACjSI9Gp8=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
<ns2:ValidationObject id="C-
702DD5C1AQ93CFOAID71FADDIBFIA7C5857D89FB73B716E867228B3C2BEBIOSF ">
<ns2:0bjectType>
urn:etsi:019102:validationObject:certificate</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/>
<DigestValue>
cC3VwaCTzwqdcfrdm/mnxYV9iftztxboZyKLPCvrlo8=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
<ns2:ValidationObject id="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CAD4AD3891688C1E478FF">
<ns2:0bjectType>
urn:etsi:019102:validationObject:certificate</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
/>
<DigestValue>
szbKofPEkw50+cgDwSh30ASZHukgbA1K@4kWiMHkeP8=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
<ns2:ValidationObject id="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEA9CAR">
<ns2:0bjectType>
urn:etsi:019102:validationObject:certificate</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>



<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/>
<DigestValue>
w/vzclmvCVTubkKC3RxyJqV0cVD3wposSVujTb/gnKA=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
<ns2:ValidationObject id="R-
4B614C6CFBBCF6B1FIEIC74EQ7464CE6483EA3TEAC3D58A7DAC56D540EDF4QFB" >
<ns2:0bjectType>urn:etsi:019102:validationObject:CRL</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/
<DigestValue>
S2FMbPuM9rH56cd0BOZM5kg+ox4MPVin1MVtVA7fQPs=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:032</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
<ns2:ValidationReport>
<ns2:ValidationConstraintsEvaluationReport>
<ns2:ValidationConstraint>

<ns2:ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking</ns2:ValidationCons
traintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>
urn:etsi:019102:constraintStatus:disabled</ns2:Status>
</ns2:ConstraintStatus>
</ns2:ValidationConstraint>

<ns2:ValidationConstraint>

<ns2:ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation</ns2:Val
idationConstraintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>
urn:etsi:019102:constraintStatus:applied</ns2:Status>
</ns2:ConstraintStatus>
<ns2:ValidationStatus>
<ns2:MainIndication>
urn:etsi:019102:mainindication:passed</ns2:MainIndication>
</ns2:ValidationStatus>
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</ns2:ValidationConstraint>
</ns2:ValidationConstraintsEvaluationReport>
<ns2:SignerInformation>
<ns2:SignerCertificate VOReference="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
<ns2:Signer>Belgium Root CA4</ns2:Signer>
</ns2:SignerInformation>
<ns2:SignatureValidationStatus>
<ns2:MainIndication>
urn:etsi:019102:mainindication:passed</ns2:MainIndication>
<ns2:AssociatedValidationReportData>
<ns2:TrustAnchor VOReference="C-
(3FBF37259AF0954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEQICAR" />
<ns2:CertificateChain>
<ns2:SigningCertificate VOReference="C-
(3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
<ns2:TrustAnchor VOReference="C-
C3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
</ns2:CertificateChain>
<ns2:CryptoInformation>
<ns2:ValidationObjectId VOReference="R-
4B614C6CFBBCF6B1FIEIC74EQ7464CE6483EA3TEAC3D58A7DAC56D540EDF40FB" />
<ns2:Algorithm>http://www.w3.0rqg/2001/04/xmldsig-more#irsa-
sha256</ns2:Algorithm>
<ns2:SecureAlgorithm>true</ns2:SecureAlgorithm>
<ns2:NotAfter>2025-12-31723:00:00Z</ns2:NotAfter>
</ns2:CryptoInformation>
</ns2:AssociatedValidationReportData>
</ns2:SignatureValidationStatus>
</ns2:ValidationReport>
</ns2:ValidationObject>
<ns2:ValidationObject id="R-
5E2868FF9EE4FC069B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9">
<ns2:0bjectType>
urn:etsi:019102:validationObject:0CSPResponse</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
"/>
<DigestValue>
Xiho/57k/AabeRcddosKkKsTeEet1PUBTrXxU7sfGck=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
<ns2:ValidationReport>
<ns2:ValidationConstraintsEvaluationReport>
<ns2:ValidationConstraint>
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<ns2:ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking</ns2:ValidationCons
traintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>
urn:etsi:019102:constraintStatus:disabled</ns2:Status>
</ns2:ConstraintStatus>
</ns2:ValidationConstraint>

<ns2:ValidationConstraint>

<ns2:ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation</ns2:Val
idationConstraintIdentifier>
<ns2:ConstraintStatus>
<ns2:Status>
urn:etsi:019102:constraintStatus:applied</ns2:Status>
</ns2:ConstraintStatus>
<ns2:ValidationStatus>
<ns2:MainIndication>
urn:etsi:019102:mainindication:passed</ns2:MainIndication>
</ns2:ValidationStatus>
</ns2:ValidationConstraint>
</ns2:ValidationConstraintsEvaluationReport>
<ns2:SignerInformation>
<ns2:SignerCertificate VOReference="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CAD4AD3891688CT1E4A78FF" />
<ns2:Signer>Belgium OCSP Responder</ns2:Signer>
</ns2:SignerInformation>
<ns2:SignatureValidationStatus>
<ns2:MainIndication>
urn:etsi:019102:mainindication:passed</ns2:MainIndication>
<ns2:AssociatedValidationReportData>
<ns2:TrustAnchor VOReference="C-
(3FBF37259AFQ954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
<ns2:CertificateChain>
<ns2:SigningCertificate VOReference="C-
B336CAATF3C4930E4EF9C803C12877A004991EE9206CADAAD3891688C1E478FF" />
<ns2:IntermediateCertificate VOReference="C-
293DOBA3A31E5D82A8E3FAE12709932FFDDA44423EQF733FBOTEF123E73EB4DA" />
<ns2:TrustAnchor VOReference="C-
(3FBF37259AF@954EEEA4282DD1C7226A54E7150F7C29A2C495BA34DBFEAICAR" />
</ns2:CertificateChain>
<ns2:CryptoInformation>
<ns2:ValidationObjectId VOReference="R-
5E2868FFIEE4FCA69B79171D768B0A90AB137847ADDAF5344EB5F153BB1F19C9" />
<ns2:Algorithm>http://www.w3.0rqg/2001/04/xmldsig-more#irsa-
sha256</ns2:Algorithm>
<ns2:SecureAlgorithm>true</ns2:SecureAlgorithm>
<ns2:NotAfter>2022-12-31723:00:00Z</ns2:NotAfter>
</ns2:CryptoInformation>
</ns2:AssociatedValidationReportData>
</ns2:SignatureValidationStatus>
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</ns2:ValidationReport>
</ns2:ValidationObject>
<ns2:ValidationObject id="D-
BD598965790CA5673910D64EFEDA798485364C66B6F4E7C49D23E1FF8BAFBBES">
<ns2:0bjectType>
urn:etsi:019102:validationObject:signedData</ns2:0bjectType>
<ns2:ValidationObjectRepresentation>
<ns2:DigestAlgAndValue>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256
“/>
<DigestValue>
XC6PrKORnL59gX5UJCibBUw/kPLQNtqQx8TH+vd1PXw=</DigestValue>
</ns2:DigestAlgAndValue>
</ns2:ValidationObjectRepresentation>
<ns2:POE>
<ns2:POETime>2020-01-21T06:07:03Z</ns2:POETime>
<ns2:TypeOfProof>urn:etsi:019102:poetype:validation</ns2:TypeOfProof>
</ns2:POE>
</ns2:ValidationObject>
</ns2:SignatureValidationObjects>
</ns2:ValidationReport>

Customised Validation Policy

The validation process may be driven by a set of constraints that are contained in the XML file
constraint.xml.

constraint.xml (default policy is provided in validation-policy module)

<ConstraintsParameters Name="QES AdESQC TL based" xmlns=
"http://dss.esig.europa.eu/validation/policy">
<Description>Validate electronic signatures and indicates whether they are
Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a
Qualified electronic Signature (QES). A1l certificates and their related
chains supporting the signatures are validated against the EU Member State Trusted
Lists (this includes
signer's certificate and certificates used to validate certificate validity
status services - CRLs, OCSP, and time-stamps).
</Description>
<ContainerConstraints>
<AcceptableContainerTypes Level="FAIL">
<Id>ASiC-S</Id>
<Id>ASiC-E</Id>
</AcceptableContainerTypes>

<!-- <ZipCommentPresent Level="WARN" /> -->

<I-- <AcceptableZipComment Level="WARN"> -->

<!-- <Id>mimetype=application/vnd.etsi.asic-s+zip</Id> -->
<I-- <Id>mimetype=application/vnd.etsi.asic-e+zip</Id> -->
<I-- </AcceptableZipComment> -->
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<!--
<l--
<o

<MimeTypeFilePresent Level="FAIL" />
<AcceptableMimeTypeFileContent Level="WARN">
<Id>application/vnd.etsi.asic-s+zip</Id>
<Id>application/vnd.etsi.asic-e+zip</Id>
</AcceptableMimeTypeFileContent>
<ManifestFilePresent Level="FAIL" />
<AllFilesSigned Level="WARN" />
</ContainerConstraints>
<SignatureConstraints>
<StructuralValidation Level="WARN" />
<AcceptablePolicies Level="FAIL">
<Id>ANY_POLICY</Id>
<Id>NO_POLICY</Id>
</AcceptablePolicies>
<PolicyAvailable Level="FAIL" />
<PolicyHashMatch Level="FAIL" />
<AcceptableFormats Level="FAIL">
<Id>*</1d>
</AcceptableFormats>
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<ManifestEntryObjectExistence Level="WARN" />
<SignaturelIntact Level="FAIL" />
<SignatureDuplicated Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SignerInformationStore Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<AuthorityInfoAccessPresent Level="WARN" />
<RevocationInfoAccessPresent Level="WARN" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<KeyUsage Level="WARN">
<Id>nonRepudiation</Id>
</KeyUsage>
<SerialNumberPresent Level="WARN" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<Qualification Level="WARN" /> -->
<SupportedByQSCD Level="WARN" /> -->
<IssuedToNaturalPerson Level="INFORM" /> -->
<IssuedTolLegalPerson Level="INFORM" /> -->
<UsePseudonym Level="INFORM" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
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<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
<SignedAttributes>
<SigningCertificatePresent Level="FAIL" />
<CertDigestPresent Level="FAIL" />
<CertDigestMatch Level="FAIL" />
<IssuerSerialMatch Level="WARN" />
<SigningTime Level="FAIL" />
<MessageDigestOrSignedPropertiesPresent Level="FAIL" />
<ContentType Level="FAIL" value="1.2.840.113549.1.7.1" />
<ContentHints Level="FAIL" value="*" />
<CommitmentTypeIndication Level="FAIL">
<I1d>1.2.840.113549.1.9.16.6.1</Id>
<1d>1.2.840.113549.1.9.16.6.4</1Id>
<1d>1.2.840.113549.1.9.16.6.5</Id>
<1d>1.2.840.113549.1.9.16.6.6</Id>
</CommitmentTypeIndication>
<SignerLocation Level="FAIL" />
<ContentTimeStamp Level="FAIL" /> -->
</SignedAttributes>
<UnsignedAttributes>
<CounterSignature Level="IGNORE" /> check presence -->
</UnsignedAttributes>
</SignatureConstraints>
<CounterSignatureConstraints>
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<Signaturelntact Level="FAIL" />
<SignatureDuplicated Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<AuthorityInfoAccessPresent Level="WARN" />
<RevocationInfoAccessPresent Level="WARN" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<KeyUsage Level="WARN">
<Id>nonRepudiation</Id>



<!--

</KeyUsage>
<SerialNumberPresent Level="WARN" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<UsePseudonym Level="INFORM" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
<SignedAttributes>
<SigningCertificatePresent Level="FAIL" />
<CertDigestPresent Level="FAIL" />
<CertDigestMatch Level="FAIL" />
<IssuerSerialMatch Level="WARN" />
<SigningTime Level="FAIL" />
<MessageDigestOrSignedPropertiesPresent Level="FAIL" />
<ContentType Level="FAIL" value="1.2.840.113549.1.7.1" />
<ContentHints Level="FAIL" value="*" />
<CommitmentTypeIndication Level="FAIL">
<I1d>1.2.840.113549.1.9.16.6.1</Id>
<1d>1.2.840.113549.1.9.16.6.4</1d>
<1d>1.2.840.113549.1.9.16.6.5</1d>
<Id>1.2.840.113549.1.9.16.6.6</Id>
</CommitmentTypelndication>
<SignerLocation Level="FAIL" />
<ContentTimeStamp Level="FAIL" /> -->
</SignedAttributes>
</CounterSignatureConstraints>
<Timestamp>
<TimestampDelay Level="IGNORE" Unit="DAYS" Value="0" />
<RevocationTimeAgainstBestSignatureTime Level="FAIL" />
<BestSignatureTimeBeforeIssuanceDateOfSigningCertificate Level="FAIL" />
<Coherence Level="WARN" />
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<SignaturelIntact Level="FAIL" />
<ProspectiveCertificateChain Level="FAIL" />
<SigningCertificate>
<Recognition Level="FAIL" />
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<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<ExtendedKeyUsage Level="WARN">
<Id>timeStamping</Id>
</ExtendedKeyUsage>
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<NotSelfSigned Level="WARN" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="WARN" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
</Timestamp>
<Revocation>
<RevocationFreshness Level="IGNORE" Unit="DAYS" Value="0" />
<BasicSignatureConstraints>
<ReferenceDataExistence Level="FAIL" />
<ReferenceDatalntact Level="FAIL" />
<SignatureIntact Level="FAIL" />
<ProspectiveCertificateChain Level="WARN" />
<SigningCertificate>
<Recognition Level="FAIL" />
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="FAIL" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />
<NotOnHold Level="FAIL" />
<Cryptographic />
</SigningCertificate>
<CACertificate>
<Signature Level="FAIL" />
<NotExpired Level="FAIL" />
<RevocationDataAvailable Level="WARN" />
<RevocationDataNextUpdatePresent Level="WARN" />
<RevocationDataFreshness Level="FAIL" />
<NotRevoked Level="FAIL" />



<NotOnHold Level="FAIL" />
<Cryptographic />
</CACertificate>
<Cryptographic />
</BasicSignatureConstraints>
</Revocation>
<Cryptographic Level="FAIL">
<AcceptableEncryptionAlgo>
<Algo>RSA</Algo>
<Algo>DSA</Algo>
<Algo>ECDSA</Algo>
<Algo>PLAIN-ECDSA</Algo>
</AcceptableEncryptionAlgo>
<MiniPublicKeySize>
<Algo Size="160">DSA</Algo>
<Algo Size="1024">RSA</Algo>
<Algo Size="160">ECDSA</Algo>
<Algo Size="160">PLAIN-ECDSA</Algo>
</MiniPublicKeySize>
<AcceptableDigestAlgo>
<Algo>MD2</Algo>
<Algo>MD5</Algo>
<Algo>SHA1</Algo>
<Algo>SHA224</Alqgo>
<Algo>SHA256</A1go>
<Algo>SHA384</Algo>
<Algo>SHA512</Algo>
<Algo>SHA3-224</A1go>
<Algo>SHA3-256</Algo>
<Algo>SHA3-384</Algo>
<Algo>SHA3-512</A1go>
<Algo>RIPEMD160</Algo>
<Algo>WHIRLPOOL</Algo>
</AcceptableDigestAlgo>
<AlgoExpirationDate Format="yyyy">
<!-- Digest algorithms -->
<Algo Date="2005">MD2</Algo> <!-- The same as for MD5 -->
<Algo Date="2005">MD5</Algo> <!-- ETSI TS 102 176-1 (Historical) V2.1.1

<Algo Date="2009">SHA1</Algo> <!-- ETSI TS 102 176-1 (Historical) V2.0.0

<Algo Date="2023">SHA224</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA256</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA384</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA512</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA3-224</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA3-256</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2026">SHA3-384</Algo> <!-- ETSI 119 312 V1.3.1 -->

<Algo Date="2026">SHA3-512</Algo> <!-- ETSI 119 312 V1.3.1 -->
<Algo Date="2011">RIPEMD160</Algo> <!-- ETSI TS 102 176-1 (Historical)
V2.0.0 -->
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<Algo Date="2015">WHIRLPOOL</Algo> <!-- ETSI 119 312 V1.1.1 -->
<!-- end Digest algorithms -->
<!-- Encryption algorithms -->
Size="160">DSA</Algo> <!-- ETSI TS 102 176-1

<Algo

(Historical) V2.1.

<Algo

(Historical) V2.1.

<Alqgo
<Algo
<Alqgo

(Historical) V2.0.

<Algo
<Alqgo
<Algo
<Alqgo

(Historical) V2.1.

<Alqgo
(Historical) V2.1
<Algo
<Alqgo
<Algo
<Alqgo
<Algo

(Historical) V2.1.

<Alqgo

(Historical) V2.1.

<Alqgo
-->

<Alqgo
-->

<Algo
-->

<Algo
-->

Date="2013"
T-->

Date="2013"
1-->

Date="2023"
Date="2026"
Date="2009"
0 -->

Date="2016"
Date="2023"
Date="2026"
Date="2013"
T-->

Date="2013"

g -->

Date="2016"
Date="2026"
Date="2026"
Date="2026"
Date="2013"
1-->

Date="2013"
T-->

Date="2016"

Date="2026"

Date="2026"

Date="2026"

Size="192">DSA</Algo> <!-- ETSI TS 102 176-1

Size="224">DSA</Algo> <!-- ETSI 119 312 V1.3.1 -->
Size="256">DSA</Algo> <!-- ETSI 119 312 V1.3.1 -->
Size="1024">RSA</Algo> <!-- ETSI TS 102 176-1

Size="1536">RSA</Algo> <!-- ETSI 119 312 V1.1.1 -->
Size="1900">RSA</Algo> <!-- ETSI 119 312 V1.3.1 -->
Size="3000">RSA</Algo> <!-- ETSI 119 312 V1.3.1 -->

Size="160">ECDSA</Algo>
Size="192">ECDSA</Algo>

Size="224">ECDSA</Algo>
Size="256">ECDSA</Algo>
Size="384">ECDSA</Algo>
Size="512">ECDSA</Algo>

<!-- ETSI TS 102 176-1

<!-- ETSI TS 102 176-1

<!-- ETSI 119 312 V1.1.1 -->
<!-- ETSI 119 312 V1.3.1 -->
<!-- ETSI 119 312 V1.3.1 -->
<!-- ETST 119 312 V1.3.1 -->

Size="160">PLAIN-ECDSA</Algo> <!-- ETSI TS 102 176-1

Size="192">PLAIN-ECDSA</Algo>
Size="224">PLAIN-ECDSA</Algo>
Size="256">PLAIN-ECDSA</Algo>
Size="384">PLAIN-ECDSA</Algo>

Size="512">PLAIN-ECDSA</Algo>

<!-- end Encryption algorithms -->

</AlgoExpirationDate>

</Cryptographic>

<Model Value="SHELL" />

<!-- eIDAS REGL 910/EU/2014 -->

<eIDAS>

<!-- ETSI TS 102 176-1

<!-- ETSI 119 312 V1.1.1

<!-- ETSI 119 312 V1.3.1

<!-- ETSI 119 312 V1.3.1

<!-- ETSI 119 312 V1.3.1

<TLFreshness Level="WARN" Unit="HOURS" Value="6" />
<TLNotExpired Level="WARN" />
<TLWellSigned Level="FAIL" />
<TLVersion Level="FAIL" value="5" />
<TLConsistency Level="FAIL" />

</eIDAS>

</ConstraintsParameters>



CAdES signature (CMS)

To familiarize yourself with this type of signature it is advisable to read the following document:
* CAdES Specifications (cf. [RO2])

To implement this form of signature you can use the XAdES examples. You only need to instantiate
the CAdES object service and change the SignatureLevel parameter value. Below is an example of
the CAdES-Baseline-B signature:

Signing a file with CAdES

// Preparing parameters for the CAdES signature

CAdESSignatureParameters parameters = new CAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.CAdES_BASELINE_B);

// We choose the type of the signature packaging (ENVELOPING, DETACHED).
parameters.setSignaturePackaging(SignaturePackaging.ENVELOPING);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create CAdES xadesService for signature

CAdESService service = new CAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in

// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);
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PAdES signature (PDF)

The standard ISO 32000-1 (cf. [RO5]) allows defining a file format for portable electronic documents.
It is based on PDF 1.7 of Adobe Systems. Concerning the digital signature it supports three
operations:

* Adding a digital signature to a document,

» Providing a placeholder field for signatures,

* Checking signatures for validity.

PAdES defines eight different profiles to be used with advanced electronic signature in the meaning
of European Union Directive 1999/93/EC (cf. [RO6]):

* PAdES Basic - PDF signature as specified in ISO 32000-1 (cf. [RO5]). The profile is specified in
ETSI EN 319 142 (cf. [RO3]).

* PAJES-BES Profile - based upon CAdES-BES as specified in ETSI EN 319 122 (cf. [R02]) with the
option of a signature time-stamp (CAdES-T).

* PAJES-EPES profile - based upon CAdES-EPES as specified in ETSI EN 319 122 (cf. [R02]). This
profile is the same as the PAdES - BES with the addition of a signature policy identifier and
optionally a commitment type indication.

* PAAES-LTV Profile - This profile supports the long term validation of PDF Signatures and can be
used in conjunction with the above-mentioned profiles.

* Four other PAdES profiles for XML Content.

To familiarize yourself with this type of signature it is advisable to read the documents referenced
above.

Below is an example of code to perform a PAAES-BASELINE-B type signature:

90



Signing a PDF file with PAdES

// Preparing parameters for the PAdES signature

PAdESSignatureParameters parameters = new PAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.PAdES_BASELINE_B);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create PAdESService for signature

PAdESService service = new PAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

In order too add a timestamp to the signature (PAJES-T or LTA), a TSP source must be provided to
the service.

To create PAJES-BASELINE-B level with additional options: signature policy identifier and
optionally a commitment type indication, please observe the following example in code 5.

All these parameters are optional.
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Defining a Signature Policy

// Instantiate a Policy object

Policy signaturePolicy = new Policy();

// The string representation of the O0ID of the signature policy to use when signing.
signaturePolicy.setId("1.2.3.4.5.6");

// Defines a description for a signature policy
signaturePolicy.setDescription("Perfect Signature Policy");

// The hash function used to compute the value of the SignaturePolicyHashValue entry.
// Entries must be represented the same way as in table 257 of ISO 32000-1 (cf.
<<R05>>).

signaturePolicy.setDigestAlgorithm(DigestAlgorithm.SHAT);

// The value of the hash of the signature policy, computed the same way as

// in clause 5.2.9 of CAdES (ETSI EN 319 122 (cf. <<R02>>)).
signaturePolicy.setDigestValue(new byte[] { 'd', 'i', 'g', 'e', 's', 't', 'v', 'a',
1, "u', ‘e’ });

// Defines a URI where the policy can be accessed from
signaturePolicy.setSpuri("http://spuri.test");

// Defines a policy qualifier
signaturePolicy.setQualifier("OIDASURN");
parameters.blLevel().setSignaturePolicy(signaturePolicy);

The extension of a signature of the level PAAES-BASELINE-B up to PAAES-BASELINE-LTA profile will
add the following features:

» Addition of validation data to an existing PDF document which may be used to validate earlier
signatures within the document (including PDF signatures and time-stamp signatures).

* Addition of a document time-stamp which protects the existing document and any validation
data.

* Further validation data and document time-stamp may be added to a document over time to
maintain its authenticity and integrity.

PAdES Visible Signature

The framework also allows creation of PDF files with visible signature as specified in ETSI EN 319
142 (cf. [RO3]). In the SignatureParameters object, there’s a special attribute named
SignatureImageParameters. This parameter allows you customize the visual signature (with text, with
image or with image and text). Below there is an example of code to perform a PADES-BASELINE-B
type signature with a visible signature:
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Add a visible signature to a PDF document

// Preparing parameters for the PAdES signature
PAdESSignatureParameters parameters = new PAdESSignatureParameters();
// We choose the level of the signature (-B, -T, -LT, -LTA).
parameters.setSignaturelLevel(SignaturelLevel.PAdES_BASELINE_B);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Initialize visual signature and configure

SignatureImageParameters imageParameters = new SignatureImageParameters();
// set an image

imageParameters.setImage(new InMemoryDocument(getClass().getResourceAsStream(
"/signature-pen.png")));

// the origin is the left and top corner of the page
imageParameters.setxAxis(200);

imageParameters.setyAxis(400);

imageParameters.setWidth(300);

imageParameters.setHeight(200);
parameters.setImageParameters(imageParameters);

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create PAdESService for signature

PAdESService service = new PAdESService(commonCertificateVerifier);
service.setPdfObjFactory(new PdfBoxNativeObjectFactory());

// Get the SignedInfo segment that need to be signed.

ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in
// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

Additionally, DSS also allows you to insert a visible signature to an existing field :

Add a visible signature to an existing field

parameters.setSignatureFieldId("field-id");
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In case of placing an image or text to an existing field, the visible signature will fill out the whole
available area of the field.

Visible signature parameters (image and text)

This chapter introduces existing parameters for creation of visible signatures with DSS. DSS has
three implementations for visible signature drawing:

* OpenPDF (iText) - supports separate image and text drawing;

* PDFBox Default - supports separate image and text drawing, as well as a joint drawing of
image and text together. Transforms text to an image;

* PDFBox Native - supports separate image and text drawing, as well as a joint drawing of image
and text together. Prints text in a native way, that increases quality of the produced signature.

Positioning

DSS provides a set of functions allowing to place the signature field on a specific place in the PDF
page:

Visible signature positioning

// Object containing a list of visible signature parameters
SignatureImageParameters signatureImageParameters = new SignatureImageParameters();

// Allows defining of a specific page in a PDF document where the signature must be
placed.

// The counting of pages starts from 1 (the first page)

// (the default value = 1).

signatureImageParameters.setPage(1);

// Absolute positioning functions, allowing to specify a margin between
// the left page side and the top page side respectively, and

// a signature field (if no rotation and alignment is applied).
signatureImageParameters.setxAxis(10);
signatureImageParameters.setyAxis(10);

// Allows alignment of a signature field horizontally to a page. Allows the following
values:

/* _NONE_ (_DEFAULT value._ None alignment is applied, coordinates are counted from
the left page side);

_LEFT_ (the signature is aligned to the left side, coordinated are counted from the
left page side);

_CENTER_ (the signature 1is aligned to the center of the page, coordinates are
counted automatically);

_RIGHT_ (the signature is aligned to the right side, coordinated are counted from
the right page side). */
signatureImageParameters.setAlignmentHorizontal(VisualSignatureAlignmentHorizontal.CEN
TER);

// Allows alignment of a signature field vertically to a page. Allows the following
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values:
/* _NONE_ (_DEFAULT value._ None alignment is applied, coordinated are counted from
the top side of a page);

_TOP_ (the signature is aligned to a top side, coordinated are counted from the top
page side);

_MIDDLE_ (the signature aligned to a middle of a page, coordinated are counted
automatically);

_BOTTOM_ (the signature is aligned to a bottom side, coordinated are counted from
the bottom page side). */
signatureImageParameters.setAlignmentVertical(VisualSignatureAlignmentVertical.TOP);

// Rotates the signature field and changes the coordinates' origin respectively to its
values as following:
/* _NONE_ (_DEFAULT value._ No rotation is applied. The origin of coordinates begins
from the top left corner of a page);

_AUTOMATIC_ (Rotates a signature field respectively to the page's rotation. Rotates
the signature field on the same value as a defined in a PDF page);

_ROTATE_90_ (Rotates a signature field for a 90&#176; clockwise. Coordinates'
origin begins from top right page corner);

_ROTATE_180_ (Rotates a signature field for a 180&#176; clockwise. Coordinates'
origin begins from the bottom right page corner);

_ROTATE_270_ (Rotates a signature field for a 270&#176; clockwise. Coordinates'
origin begins from the bottom left page corner). */
signatureImageParameters.setRotation(VisualSignatureRotation.AUTOMATIC);

padesSignatureParameters.setImageParameters(signatureImageParameters);

Dimensions

DSS framework provides a set of functions to manage the signature field size :

Visible signature dimensions

// Object containing a list of visible signature parameters
SignatureImageParameters signatureImageParameters = new SignatureImageParameters();

// Allows defining of a specific page in a PDF document where the signature must be
placed.

// The counting of pages starts from 1 (the first page)

// (the default value = 1).

signatureImageParameters.setPage(1);

// Absolute positioning functions, allowing to specify a margin between
// the left page side and the top page side respectively, and

// a signature field (if no rotation and alignment is applied).
signatureImageParameters.setxAxis(10);
signatureImageParameters.setyAxis(10);

// Allows alignment of a signature field horizontally to a page. Allows the following

values:
/* _NONE_ (_DEFAULT value._ None alignment is applied, coordinates are counted from
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the left page side);

_LEFT_ (the signature is aligned to the left side, coordinated are counted from the
left page side);

_CENTER_ (the signature is aligned to the center of the page, coordinates are
counted automatically);

_RIGHT_ (the signature is aligned to the right side, coordinated are counted from
the right page side). */
signatureImageParameters.setAlignmentHorizontal(VisualSignatureAlignmentHorizontal.CEN
TER);

// Allows alignment of a signature field vertically to a page. Allows the following
values:
/* _NONE_ (_DEFAULT value._ None alignment is applied, coordinated are counted from
the top side of a page);

_TOP_ (the signature is aligned to a top side, coordinated are counted from the top
page side);

_MIDDLE_ (the signature aligned to a middle of a page, coordinated are counted
automatically);

_BOTTOM_ (the signature is aligned to a bottom side, coordinated are counted from
the bottom page side). */
signatureImageParameters.setAlignmentVertical(VisualSignatureAlignmentVertical.TOP);

// Rotates the signature field and changes the coordinates' origin respectively to its
values as following:
/* _NONE_ (_DEFAULT value._ No rotation is applied. The origin of coordinates begins
from the top left corner of a page);

_AUTOMATIC_ (Rotates a signature field respectively to the page's rotation. Rotates
the signature field on the same value as a defined in a PDF page);

_ROTATE_90_ (Rotates a signature field for a 90&#176; clockwise. Coordinates'
origin begins from top right page corner);

_ROTATE_180_ (Rotates a signature field for a 180&#176; clockwise. Coordinates'
origin begins from the bottom right page corner);

_ROTATE_270_ (Rotates a signature field for a 270&#176; clockwise. Coordinates'
origin begins from the bottom left page corner). */
signatureImageParameters.setRotation(VisualSignatureRotation.AUTOMATIC);

padesSignatureParameters.setImageParameters(signatureImageParameters);

Text Parameters

The available implementations allow placing of a visible text to a signature field :
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List of available visible text parameters

// Instantiates a SignaturelmageTextParameters object
SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
// Allows you to set a DSSFont object that defines the text style (see more
information in the section "Fonts usage")

textParameters.setFont(font);

// Defines the text content

textParameters.setText("My visual signature \n #1");

// Specifies the text size value (the default font size is 12pt)
textParameters.setSize(14);

// Defines the color of the characters
textParameters.setTextColor(Color.BLUE);

// Defines the background color for the area filled out by the text
textParameters.setBackgroundColor(Color.YELLOW);

// Defines a padding between the text and a border of its bounding area
textParameters.setPadding(20);

// Set textParameters to a SignatureImageParameters object
imageParameters.setTextParameters(textParameters);

Text and image combination

DSS provides a set of functions to align a text respectively to an image. The parameters must be
applied to a 'SignatureImageTextParameters' object :

Combination of text and image parameters

// Specifies a text position relatively to an image (Note: applicable only for joint
image+text visible signatures).

// Thus with _SignerPosition.LEFT_ value, the text will be placed on the left side,
// and image will be aligned to the right side inside the signature field
textParameters.setSignerTextPosition(SignerTextPosition.LEFT);

// Specifies a horizontal alignment of a text with respect to its area
textParameters.setSignerTextHorizontalAlignment(SignerTextHorizontalAlignment.RIGHT);
// Specifies a vertical alignment of a text block with respect to a signature field
area

textParameters.setSignerTextVerticalAlignment(SignerTextVerticalAlignment.TOP);

The result of applying the foregoing transformations is provided on the image below:
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My visual signature
#1

Fonts usage

Since version 5.5, DSS supports two types of fonts. The custom font must be added as an instance of
DSSFont interface to a SignaturelmageTextParameters object. DSSFont interface has two
implementations:

» DSSFileFont for using of physical fonts, which must be embedded to the produced PDF
document. To create an instance of the class, you must pass to a DSSFileFont constructor an
object of DSSDocument type or InputStream of the font file;

» DSSJavaFont for using of logical fonts (default Java fonts). The logical Java fonts allow you to
significantly reduce the document size, because these fonts cannot be embedded to the final
PDF document. Be aware, because of the fact, using of logical fonts does not allow producing
PDF documents satisfying the PDF/A standard. To create an instance of this class, you should
pass as an input a java.awt.Font object or target font parameters (name, style, size).

You can create a custom font as following (for a physical font):

Add a custom font as a file

// Initialize text to generate for visual signature
DSSFileFont font = new DSSFileFont(getClass().getResourceAsStream(
"/fonts/OpenSansRegular.ttf"));

or for a logical font:

Java font usage

SignatureImageTextParameters textParameters = new SignatureImageTextParameters();
DSSJavaFont font = new DSSJavaFont(new Font(Font.SERIF, Font.PLAIN, 16));
textParameters.setFont(font);

textParameters.setTextColor(Color.BLUE);

textParameters.setText("My visual signature");
imageParameters.setTextParameters(textParameters);

By default, DSS uses a Google font : 'PT Serif Regular' (its physical implementation).
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o 'Native PDFBox Drawer' implementation supports only one of the following fonts:
SERIF, SANS-SERIF, MONOSPACED, DIALOG and DIALOG_INPUT.

ASiC signature (containers)

When creating a digital signature, the user must choose between different packaging elements,
namely enveloping, enveloped or detached. This choice is not obvious, because in one case the
signature will alter the signed document and in the other case it is possible to lose the association
between the signed document and its signature. That’s where the standard ETSI EN 319 162 (cf.
[RO4]) offers a standardized use of container forms to establish a common way for associating data
objects with advanced signatures or time-stamp tokens.

A number of application environments use ZIP based container formats to package sets of files
together with meta-information. ASiC technical specification is designed to operate with a range of
such ZIP based application environments. Rather than enforcing a single packaging structure, ASiC
describes how these package formats can be used to associate advanced electronic signatures with
any data objects.

The standard defines two types of containers; the first (ASiC-S) allows you to associate one or more
signatures with a single data element. In this case the structure of the signature can be based (in a
general way) on a single CAdES signature or on multiple XAdES signatures or finally on a single
TST; the second is an extended container (ASiC-E) that includes multiple data objects. Each data
object may be signed by one or more signatures which structure is similar to ASiC-S. This second
type of container is compatible with OCF, UCF and ODF formats.

For the moment the DSS framework has some restrictions on the containers you can generate,
depending on the input file. If the input file is already an ASiC container, the output container must
be the same type of container based on the same type of signature. If the input is any other file, the
output does not have any restriction.

Table 6. ASiC containers

Input Output

ASiC-S CAdES ASiC-S CAdES

ASiC-S XAdES ASiC-S XAdES

ASiC-E CAdES ASiC-E CAdES

ASiC-E XAdES ASiC-E XAdES

Binary ASiC-S CAdES, ASiC-S XAdES, ASiC-E CAdES, ASiC-
E XAdES

This is an example of the source code for signing a document using ASiCS-S based on XAdES-B:
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Sign a file within an ASiC-S container

// Preparing parameters for the AsicS signature

ASiCWithXAdESSignatureParameters parameters = new ASiCWithXAdESSignatureParameters();
// We choose the level of the signature (-B, -T, -LT, LTA).
parameters.setSignaturelLevel(SignaturelLevel.XAdES_BASELINE_B);

// We choose the container type (ASiC-S or ASiC-E)
parameters.aSiC().setContainerType(ASiCContainerType.ASiC_S);

// We set the digest algorithm to use with the signature algorithm. You must use the
// same parameter when you invoke the method sign on the token. The default value is
// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create ASiC service for signature

ASiCWithXAdESService service = new ASiCWithXAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(toSignDocument, parameters);

// This function obtains the signature value for signed information using the
// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature value obtained
in

// the previous step.

DSSDocument signedDocument = service.signDocument(toSignDocument, parameters,
signatureValue);

This is another example of the source code for signing multiple documents using ASiCS-E based on
CAdES:
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Sign multiple files within an ASiC-E container

// Preparing the documents to be embedded in the container and signed
List<DSSDocument> documentsToBeSigned = new ArraylList<>();
documentsToBeSigned.add(new FileDocument("src/main/resources/hello-world.pdf"));
documentsToBeSigned.add(new FileDocument("src/main/resources/xml_example.xml"));

// Preparing parameters for the ASiC-E signature
ASiCWithCAdESSignatureParameters parameters = new ASiCWithCAdESSignatureParameters();

// We choose the level of the signature (-B, -T, -LT or -LTA).
parameters.setSignaturelLevel(SignaturelLevel.CAdES_BASELINE_B);
// We choose the container type (ASiC-S pr ASiC-E)

parameters.aSiC().setContainerType(ASiCContainerType.ASiC_E);

// We set the digest algorithm to use with the signature algorithm. You
// must use the

// same parameter when you invoke the method sign on the token. The

// default value is

// SHA256

parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// We set the signing certificate
parameters.setSigningCertificate(privateKey.getCertificate());

// We set the certificate chain
parameters.setCertificateChain(privateKey.getCertificateChain());

// Create common certificate verifier

CommonCertificateVerifier commonCertificateVerifier = new CommonCertificateVerifier();
// Create ASiC service for signature

ASiCWithCAdESService service = new ASiCWithCAdESService(commonCertificateVerifier);

// Get the SignedInfo segment that need to be signed.
ToBeSigned dataToSign = service.getDataToSign(documentsToBeSigned, parameters);

// This function obtains the signature value for signed information

// using the

// private key and specified algorithm

DigestAlgorithm digestAlgorithm = parameters.getDigestAlgorithm();
SignatureValue signatureValue = signingToken.sign(dataToSign, digestAlgorithm,
privateKey);

// We invoke the xadesService to sign the document with the signature

// value obtained in

// the previous step.

DSSDocument signedDocument = service.signDocument(documentsToBeSigned, parameters,
signatureValue);

Please note that you need to pass only few parameters to the service. Other parameters, although
are positioned, will be overwritten by the internal implementation of the service. Therefore, the
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obtained signature is always based on CAdES and of DETACHED packaging.

It is also possible with the framework DSS to make an extension of an ASiC container to the level
XAdES-BASELINE-T or -LT.

Timestamps

Timestamp creation

Since DSS 5.6 the framework allows an independent document timestamping (without a signature).
The following Document Signature Services support the timestamping :
* PAdESService - adds a timestamp to a PDF document;

o ASiCWithCAdESService - creates a timestamped ASiC container with provided documents.

PDF timestamping

// Loads a document to be timestamped
DSSDocument documentToTimestamp = new FileDocument(new File("src/main/resources/hello-
world.pdf"));

// Configure a PAdES service for PDF timestamping
PAdESService service = new PAdESService(getCompleteCertificateVerifier());
service.setTspSource(getGoodTsa());

// Execute the timestamp method
DSSDocument timestampedDoc = service.timestamp(documentToTimestamp, new
PAdESTimestampParameters());

Timestamp validation

As well as a single timestamp creation, DSS provides a validation service for timestamped
documents. The timestamp validation process represents "5.4 Time-stamp validation building
block" (cf. [RO8]). The validation process is identical to The signature validation process. An
appropriate validator will be selected automatically. In total, DSS supports timestamp-alone
validation for the following file formats:

* Detached CMS timestamp (DetachedTimestampValidator) - a detached signed content must be
provided (or its digest);

* PDF document (PDFDocumentValidator);
* ASiC CAdES container with a timestamp (ASiCEWithCAdESTimestampValidator).

The validation process can be run with the following inputs :
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Timestamped document validation

// Load a document validator. The appropriate validator class will be determined
automatically.

SignedDocumentValidator validator = SignedDocumentValidator.fromDocument
(timestampedDoc);

// Confiqure the validator. Provide a certificate verifier.
validator.setCertificateVerifier(getCompleteCertificateVerifier());

// Validate the document

Reports reports = validator.validateDocument();

The produced reports use the same structure as for The signature validation.

Timestamp qualification

DSS is also able to determine a qualification level of a timestamp, if a relative information about
TrustServiceProviders is provided to a certificate verifier (loaded automatically to a trusted
certificate source with TLValidationJob) (cf. [R13]).

Three qualification levels are supported by DSS and can be obtained :

* QTSA (issued from a granted trust service with TSA/QTST type at the timestamp production time);
* TSA any other from a known trust anchor;

* N/A for others.
An example of a produced Detailed Report you can see below:

Timestamp Detailed Report

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DetailedReport xmlns="http://dss.esig.europa.eu/validation/detailed-report">
<Timestamp Id="T-1F9F5B92B9DF5678CD57A7B47FEEADDE365017BD67E5E7468A5ADF14F6CCI01F
">
<ValidationProcessTimestamp Type="CONTENT_TIMESTAMP" ProductionTime="2018-05-
23T13:18:29" Title="Validation Process for Timestamps">
<Constraint Id="T-
1F9F5B92BIDF5678CD57A7B47FEEADDE365017BD67E5E7468A5ADF14F6CCI01F">
<Name NameId="ADEST_ROTVPIIC">Is the result of the timestamps
validation process conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationProcessTimestamp>
<ValidationTimestampQualification TimestampQualification="QTSA" Title=
"Timestamp Qualification">
<Constraint>
<Name NameId="QUAL_CERT_TRUSTED_LIST_REACHED">Has a trusted list been
reached for the certificate chain?</Name>
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<Status>0K</Status>
</Constraint>
<Constraint Id="LOTL-
EC2AE37FE9A43B48B1CFE2AS7EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B" >
<Name NameId="QUAL_TRUSTED_LIST_ACCEPT">Is the trusted list
acceptable?</Name>
<Status>0K</Status>
<AdditionalInfo>Trusted List : https://ec.europa.eu/tools/lotl/eu-
lotl.xml</AdditionalInfo>
</Constraint>
<Constraint Id="TL-
B66584674C05B72F6BBO9FF13C632EB1BA72A0DDODCFIA6822EF73374F6DFC48">
<Name NameId="QUAL_TRUSTED_LIST ACCEPT">Is the trusted list
acceptable?</Name>
<Status>0K</Status>
<AdditionalInfo>Trusted List : https://www.nrca-ds.de/st/TSL-
XML.xml</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="QUAL_HAS_QTST">Is the certificate related to a
TSA/QTST?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_HAS_GRANTED">Is the certificate related to a trust
service with a granted status?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_HAS_GRANTED AT">Is the certificate related to a
trust service with a granted status at the production time?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</ValidationTimestampQualification>
</Timestamp>
<BasicBuildingBlocks Id="T-
1F9F5B92B9DF5678CD57A7B47FEEADDE365017BD67E5E7468A5ADF14F6CCI01F" Type="TIMESTAMP">
<ISC Title="Identification of the Signing Certificate">
<Constraint>
<Name NameId="BBB ICS ISCI">Is there an identified candidate for the
signing certificate?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CertificateChain>
<ChainItem Id="C-
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9ACF4D4E37AD647B1310D55800234BBF17FFFEQT1CAF7E63ED7223B770CBOD2E9" >
<Source>TRUSTED_LIST</Source>
</ChainIltem>
<ChainItem Id="C-
5F522A439611DEC501F0468FF6A455D23DFBDOSEEB33964A0C5EDE95593E1FA8" >
<Source>TIMESTAMP</Source>
</ChainItem>
<ChainItem Id="C-
4D24807B9CAD5110F40ED79D934346D7C9B0290431DCIB11A40BBB86FCF2AEF6">
<Source>TIMESTAMP</Source>
</ChainItem>
</CertificateChain>
</ISC>
<XCV Title="X509 Certificate Validation">
<Constraint>
<Name NameId="BBB _XCV _CCCBB">Can the certificate chain be built till a
trust anchor?</Name>
<Status>0K</Status>
</Constraint>
<Constraint Id="C-
9ACF4D4E37AD647B1310D55800234BBF17FFFEQ1CAF7E63ED7223B770CBAD2E9" >
<Name NameId="BBB_XCV_SUB">Is the certificate validation
conclusive?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<SubXCV Id="C-
9ACF4D4E37AD647B1310D55800234BBF17FFFEQ1CAF7E63ED7223B770CBAD2E9" TrustAnchor="true"
Title="Certificate">
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</SubXCV>
</XCV>
<CV Title="Cryptographic Verification">
<Constraint>
<Name NameId="BBB_CV_IRDOF">Has the reference data object been
found?</Name>
<Status>0K</Status>
<AdditionalInfo>Reference : MESSAGE_IMPRINT</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_CV_IRDOI">Is the reference data object
intact?</Name>
<Status>0K</Status>
<AdditionalInfo>Reference : MESSAGE_IMPRINT</AdditionalInfo>
</Constraint>
<Constraint>
<Name NameId="BBB_CV_ISIT">Is timestampss signature intact?</Name>
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<Status>0K</Status>
<AdditionalInfo>Id = T-
TF9F5B92B9DF5678CD57A7B47FEEADDE365017BD67E5E7468A5ADF14F6CC901F</AdditionalInfo>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</CV>
<SAV ValidationTime="2020-01-23T713:09:12" Title="Signature Acceptance
Validation">
<Constraint>
<Name NameId="ATCCM">Are timestamp cryptographic constraints
met?</Name>
<Status>0K</Status>
<AdditionalInfo>Validation time : 2020-01-23 13:09 for token with ID :
[T-1F9F5B92BIDF5678CD57A7B47FEEADDE365017BD67E5E7468A5ADF14F6CCI01F ]1</Additionallnfo>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
<CryptographicInfo>
<Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha256-rsa-
MGF1</Algorithm>
<KeylLength>2048</KeyLength>
<Secure>true</Secure>
<NotAfter>2022-12-31T723:00:00</NotAfter>
</CryptographicInfo>
</SAV>
<CertificateChain>
<ChainItem Id="C-
9ACF4D4E37AD647B1310D55800234BBF17FFFEQ1CAF7E63ED7223B770CBAD2E9" >
<Source>TRUSTED_LIST</Source>
</ChainItem>
<ChainItem Id="C-
5F522A439611DEC501F0468FF6A455D23DFBDOSEEB33964A0C5EDE95593E1FA8" >
<Source>TIMESTAMP</Source>
</ChainItem>
<ChainItem Id="C-
4D24807B9CAD5110F40ED79D934346D7C9B0290431DC9B11A40BBB86FCF2AEF6" >
<Source>TIMESTAMP</Source>
</ChainItem>
</CertificateChain>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</BasicBuildingBlocks>
<TLAnalysis CountryCode="EU" URL="https://ec.europa.eu/tools/lotl/eu-lotl.xml" Id
="LOTL-EC2AE37FE9A43B48B1CFE2A57EBEE2BD6373EDFF36537EB1BC905747ACBF4C3B" Title="List
Of Trusted Lists EU">
<Constraint>
<Name NameId="QUAL_TL_FRESH">Is the trusted list fresh?</Name>
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<Status>WARNING</Status>
<Warning NameId="QUAL_TL_FRESH_ANS">The trusted list is not considered as
fresh!</Warning>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_EXP">Is the trusted list not expired?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_VERSION">Does the trusted list have the expected
version?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_WS">Is the trusted list well signed?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
<Warnings NameId="QUAL_TL_FRESH_ANS">The trusted list is not considered as
fresh!</Warnings>
</Conclusion>
</TLAnalysis>
<TLAnalysis CountryCode="DE" URL="https://www.nrca-ds.de/st/TSL-XML.xml" Id="TL-
B66584674C05B72F6BBO9FF13C632EB1BA72A0DDODCFIA6822EF73374F6DFC48" Title="Trusted List
DE">
<Constraint>
<Name NameId="QUAL_TL_FRESH">Is the trusted list fresh?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_EXP">Is the trusted list not expired?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_VERSION">Does the trusted list have the expected
version?</Name>
<Status>0K</Status>
</Constraint>
<Constraint>
<Name NameId="QUAL_TL_WS">Is the trusted list well signed?</Name>
<Status>0K</Status>
</Constraint>
<Conclusion>
<Indication>PASSED</Indication>
</Conclusion>
</TLAnalysis>
</DetailedReport>
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Available implementations of DSSDocument

DSS allows creation of different kinds of DSSDocument :

* InMemoryDocument : fully loads in memory. This type of DSSDocument can be instantiated with an
array of bytes, an InputStream,...

* FileDocument : refers an existing File

* DigestDocument : only contains pre-computed digest values for a given document. That allows a
user to avoid sending the full document (detached signatures).

DigestDocument

// Firstly, we load a basic DSSDocument (FileDocument or InMemoryDocument)
DSSDocument fileDocument = new FileDocument("src/main/resources/xml_example.xml");

// After that, we create a DigestDocument

DigestDocument digestDocument = new DigestDocument(DigestAlgorithm.SHAT, fileDocument
.getDigest(DigestAlgorithm.SHAT));

digestDocument.setName(fileDocument.getName());

// We can add an additional needed digest value(s). Eg : for a SHA-256 based signature
digestDocument.addDigest(DigestAlgorithm.SHA256, fileDocument.getDigest
(DigestAlgorithm.SHA256));

Management of signature tokens

The DSS framework is able to create signatures from PKCS#11, PKCS#12 and MS CAPI. Java 6 is
inherently capable of communicating with these kinds of KeyStores. To be independent of the
signing media, DSS framework uses an interface named SignatureTokenConnection to manage
different implementations of the signing process. The base implementation is able to sign a stream
of the data in one step. That means that all the data to be signed needs to be sent to the SSCD. This is
the case for MS CAPI. As to the PKCS#11 and PKCS#12, which give to the developer a finer control in
the signature operation, the DSS framework implements the AsyncSignatureTokenConnection
abstract class that permits to execute the digest operation and signature operation in two different
threads or even two different hardwares.

This design permits also other card providers/adopters to create own implementations. For
example, this can be used for a direct connection to the Smartcard through Java 6 PC/SC.

PKCS#11

PKCS#11 is widely used to access smart cards and HSMs. Most commercial software uses PKCS#11
to access the signature key of the CA or to enrol user certificates. In the DSS framework, this
standard is encapsulated in the class Pkcs11SignatureToken.
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Pkcs11SignatureToken usage

try (Pkcs11SignatureToken token = new Pkcs11SignatureToken("C:\\Windows\\System32
\\beidpkes11.d11")) {

List<DSSPrivateKeyEntry> keys = token.getKeys();

for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());
SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,
keys.get(0));
System.out.println("Signature value : "
)));
}

+ Utils.toBase64(signatureValue.getValue(

PKCS#12

This standard defines a file format commonly used to store the private key and corresponding
public key certificate protecting them by password.

In order to use this format with the DSS framework you have to go through the class
Pkcs12SignatureToken.

Pkcs12SignatureToken usage

try (Pkes12SignatureToken token = new Pkcs12SignatureToken(
"src/main/resources/user_a_rsa.p12", new PasswordProtection("password".toCharArray())

) A

List<DSSPrivateKeyEntry> keys = token.getKeys();

for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());

SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,
keys.get(0));

System.out.println("Signature value : "

)));
}

+ Utils.toBase64(signatureValue.getValue(

MS CAPI

If the middleware for communicating with an SSDC provides a CSP based on MS CAPI specification,
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then to sign the documents you can use MSCAPISignatureToken class.

MSCAPISignatureToken usage
try (MSCAPISignatureToken token = new MSCAPISignatureToken()) {

List<DSSPrivateKeyEntry> keys = token.getKeys();

for (DSSPrivateKeyEntry entry : keys) {
System.out.println(entry.getCertificate().getCertificate());

}

ToBeSigned toBeSigned = new ToBeSigned("Hello world".getBytes());
SignatureValue signatureValue = token.sign(toBeSigned, DigestAlgorithm.SHA256,
keys.get(0));
System.out.println("Signature value : "
)));
¥

+ Utils.toBase64(signatureValue.getValue(

Other Implementations

As you can see, it is easy to add another implementation of the SignatureTokenConnection, thus
enabling the framework to use other API than the provided three (PKCS#11, PKCS#12 and MS CAPI).
For example, it is likely that in the future PC/SC will be the preferred way of accessing a Smartcard.
Although PKCS#11 is currently the most used API, DSS framework is extensible and can use PC/SC.
For our design example we propose to use PC/SC to communicate with the Smartcard.

Management of certificates sources

The validation of a certificate requires the access to some other certificates from multiple sources
like trusted lists, trust store, the signature itself: certificates can be contained inside or any other
source. Within the framework, an X509 certificate is modelled through the class:

* eu.europa.esig.dss.x509.CertificateToken

This encapsulation helps make certificate handling more suited to the needs of the validation in the
context of trust. Each certificate is unambiguously identified by its issuer DN and serial number.
The framework associates a unique internal identifier to each certificate but this identifier is not
calculated on the data contained in the certificate and therefore varies from one application to
another. However, it is independent of its source. It allows comparison of certificates issued by
different sources. Certificate tokens are grouped into pools. A certificate token can be declared in
several pools. The class that models a pool is called:

* eu.europa.esig.dss.x509.CertificatePool
This class allows keeping only one occurrence of the certificate in the given context (i.e. validation).

The CertificateSource interface provides abstraction for accessing a certificate, regardless of the
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source. However, each source has its own type:
* eu.europa.esig.dss.x509.CertificateSourceType

This information is used, for example, to distinguish between the certificate from a trusted source
and the others. A source has one and only one type, but a certificate token can be found in multiple
sources. The DSS framework supplies some standard implementations, but also gives the possibility
to implement owner solutions. Among the standard solutions you can find:

* eu.europa.esig.dss.x509.CommonCertificateSource

This is the superclass of almost of the certificate sources. It implements the common method
CommoncCertificateSource#get returns the list of CertificateToken(s) corresponding to the given
subject distinguished name. Note that the content of the encapsulated certificates pool can be
different from the content of the source. Only CertificateToken(s) present in the source are taken
into account. It exposes also the method CommonCertificateSource#addCertificate which gives the
possibility to add manually any X509Certificate as a part of this source and as a part of the
encapsulated pool. If the certificate is already present in the pool its source type is associated to the
token.

* eu.europa.esig.dss.x509.SignatureCertificateSource

Some certificate sources are based on data encapsulated within a signature. That means that the set
of certificates is available and the software only needs to find the certificate using its subject name.
This class also contains a list of methods allowing to obtain specialized list of certificates contained
in the source by their original location.

* eu.europa.esig.dss.tsl.TrustedListsCertificateSource

Certificates coming from the list of Trusted Lists. This class gives the mechanism to define the set of
trusted certificates (trust anchors). They are used in the validation process to decide if the
prospective certificate chain has a trust anchor. See chapter TLValidationJob to get more
information about trusted lists loading (e.g. EU Trusted List).

Management of CRL and OCSP sources

A CRL is a time-stamped list identifying revoked certificates. It is signed by a Certificate Authority
(CA) and made freely available in a public repository. Each revoked certificate is identified in a CRL
by its certificate serial number.

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the
revocation status of an unique X.509 digital certificate.

For every certificate, the validity has to be checked via CRL or OCSP responses. The information
may originate from different CRLSources or OCSPSources: For easing the usage of such sources, DSS
implements a CRLSource and OCSPSource interfaces (which inherit from RevocationSource), which
offer a generic, uniform way of accessing CRL and OCSP sources. Furthermore, a caching
mechanism can be easily attached to those sources, optimizing the access time to revocation
information by reducing network connections to online servers.
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The interface CRLSource defines the method which returns CRLToken for the given
certificate/issuer certificate couple:

CRLSource usage

CRLToken crlToken = crlSource.getRevocationToken(certificateToken,
issuerCertificateToken);

The interface OCSPSource defines the method which returns OCSPToken for the given
certificate/issuer certificate couple:

OCSPSource usage

0CSPToken ocspToken = ocspSource.getRevocationToken(certificateToken,
issuerCertificateToken);

We use these classes during the certificate validation process through "validationContext" object
(based on ValidationContext class) which is a "cache" for one validation request that contains every
object retrieved so far. This object in turn instantiates a "verifier" based on
CSPAndCRLCertificateVerifier class whose role is to fetch revocation data by querying an OCSP
server first and then a CRL server if no OCSP response could be retrieved. In general, we can
distinguish three main sources:

e Offline sources;

e Online sources;

¢ Sources with the cache mechanism.

Repository Revocation Source

The above-mentioned class allows caching of CRL and OCSP responses to a user-chosen source. By
default DSS provides a JDBC based implementation for this class, but other implementations also
can be created. The class contains a complete set of functions to save revocation data to a database,
extract, update and remove it.

Furthermore, the Repository Revocation Source allows the implementer to define a backup
revocation source, for the case if the database does not contains the certificate’s revocation data
yet.

List of cached Revocation sources implemented in DSS:

¢ JdbcRevocationSource
o JdbcCacheCRLSource
o JdbcCacheOCSPSource

The classes allow the following configuration :
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JdbcCacheCRLSource usage

// Creates an instance of JdbcCacheCRLSource
JdbcCacheCRLSource cacheCRLSource = new JdbcCacheCRLSource();

// Set dataSource for the repository
cacheCRLSource.setDataSource(dataSource);

// Allows definition of an alternative dataloadet to be used to access a revocation
// from online sources if a requested revocation is not present in the repository or
has been expired (see below).

cacheCRLSource.setProxySource(onlineCRLSource);

// All setters accept values in seconds
Long oneWeek = (long) (60 * 60 * 24 * 7); // seconds * minutes * hours * days

// If "nextUpdate" field is not defined for a revocation token, the value of
"defaultNextUpdateDelay"

// will be used in order to determine when a new revocation data should be requested.
// If the current time is not beyond the "thisUpdate" time + "defaultNextUpdateDelay",
// then a revocation data will be retrieved from the repository source, otherwise a
new revocation data

// will be requested from a proxiedSource.

// Default : null (a new revocation data will be requested of "nestUpdate" field is
not defined).

cacheCRLSource.setDefaultNextUpdateDelay(oneWeek);

// Defines a custom maximum possible nextUpdate delay. Allows limiting of a time
interval

// from "thisUpdate" to "nextUpdate" defined in a revocation data.

// Default : null (not specified, the "nextUpdate" value provided in a revocation is
used).

cacheCRLSource.setMaxNextUpdateDelay(oneWeek); // force refresh every week (eg : ARL)

// Defines if a revocation should be removed on its expiration.
// Default : true (removes revocation from a repository if expired).

cacheCRLSource.setRemoveExpired(true);

// Creates an SQL table
cacheCRLSource.initTable();

// Extract CRL for a certificate
RevocationToken crlRevocationToken = cacheCRLSource.getRevocationToken
(certificateToken, issuerCertificateToken);

And an example for JdbcCacheOCSPSource :
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JdbcCacheOCSPSource usage

JdbcCache0CSPSource cache0OCSPSource = new JdbcCacheOCSPSource();
cacheQCSPSource.setDataSource(dataSource);
cache0CSPSource.setProxySource(online0CSPSource);

Long threeMinutes = (long) (60 * 3);
cache0CSPSource.setDefaultNextUpdateDelay(threeMinutes); // default nextUpdateDelay
(if not defined in the revocation data)

cacheQCSPSource.initTable();

RevocationToken ocspRevocationToken = cacheOCSPSource.getRevocationToken
(certificateToken, certificateToken);

Be aware that you have to initialize a table before start of working with the cached revocation
repository.

Other implementations of CRL and OCSP Sources

Such sources find the status of a certificate either from a list stored locally or using the information
contained in the advanced signature or online way. Here is the list of sources already implemented
in the DSS framework:

¢ CRL sources

o OfflineCRLSource : This class that implements in a generic way the findCrl method that
operates on the different CRLs implemented in children classes.

» ListCRLSource : This source maintains a list of CRLToken.

= SignatureCRLSource : The advanced signature contains a list of CRL that was needed to
validate the signature. This class is a basic skeleton that is able to retrieve the needed
CRL from a list. The child needs to retrieve the list of wrapped CRLs.

= CAdESCRLSource : Retrieves information from a CAdES signature.
= PAJESCRLSource : Retrieves information from a PAdES signature.
= XAdESCRLSource : Retrieves information from a XAdES signature.

= ExternalResourcesCRLSource : A class that can instantiate a list of certificate revocation
lists from a directory where should be the individual lists (each individual list file
must end with the extension ".crl").

o OnlineCRLSource : Retrieves CRL files from online sources.

o JdbcCacheCr1Source : Implementation of the JdbcRevocationSource. This implementation
allows storage of valid CRL entries to a defined DataSource' and retrieve them locally.

¢ OCSP sources

o 0ffline0CSPSource : An abstract class that helps to implement OCSPSource with an already
loaded list of OCSPToken. It implements in a generic way the getOCSPResponse method that
operates on the different OCSP implementations in children classes.

= ListOCSPSource : Implements an OCSPSource from a list of OCSPToken.

= SignatureOCSPSource : The advanced signature contains a list of OCSPResp that was
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needed to validate the signature. This class is a basic skeleton that is able to retrieve the
needed OCSPResp from a list. The children need to retrieve the list of wrapped
OCSPResp.

= CAdESOCSPSource : Retrieves information from a CAdES signature.
= PAJESOCSPSource : Retrieves information from a PAdES signature.
= XAdESOCSPSource : Retrieves information from a XAdES signature.

= ExternalResourcesOCSPSource : A class that can instantiate a list of OCSPToken from a
directory where should be the individual DER Encoded X509 certificates files (each
individual file must end with the extension ".der").

> OnlineOCSPSource : Retrieves OCSP responses from online source.

o JdbcCacheOcspSource : Implementation of the JdbcRevocationSource. This implementation
allows storage of valid OCSP entries to a defined DataSource and retrieve them locally.

Online CRL Source

This is a representation of an Online CRL repository. This implementation will contact using HTTP
protocol the CRL Responder to download the CRLs from the given URI. Note that certificate"s
Authority Information Access (AIA) extension is used to find issuer’s resources location like CRL file
and/or Online Certificate Status Protocol (OCSP). The URIs of CRL server will be extracted from this
property (OID value: 1.3.6.1.5.5.7.48.1.3).

It allows the following configuration :

OnlineCRLSource usage

// Instantiates a new OnlineCRLSource
OnlineCRLSource onlineCRLSource = new OnlineCRLSource();

// Allows setting an implementation of ‘Dataloader‘ interface,
// processing a querying of a remote revocation server.

// ‘CommonsDataloader' instance is used by default.
onlineCRLSource.setDataloader (new CommonsDataloader());

// Aets a preferred protocol that will be used for obtaining a CRL.

// E.g. for a list of urls with protocols HTTP, LDAP and FTP, with a defined preferred
protocol as FTP,

// the FTP url will be called first, and in case of an unsuccessful result other url
calls will follow.

// Default : null (urls will be called in a provided order).
onlineCRLSource.setPreferredProtocol(Protocol.FTP);

Online OCSP Source

This is a representation of an Online OCSP repository. This implementation will contact using HTTP
protocol the OCSP Responder to retrieve the OCSP response. Note that certificate’s Authority
Information Access (AIA) extension is used to find issuer’s resources location like CRT file and/or
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Online Certificate Status Protocol (OCSP). The URIs of OCSP server will be extracted from this
property (OID value: 1.3.6.1.5.5.7.48.1).

It allows the following configuration :

OnlineOCSPSource usage

// Instantiates a new OnlineOCSPSource object
Online0CSPSource online0CSPSource = new OnlineOCSPSource();

// Allows setting an implementation of ‘Dataloader‘ interface,
// processing a querying of a remote revocation server.

// ‘CommonsDataloader' instance is used by default.
online0CSPSource.setDataloader(new OCSPDataloader());

// Defines an arbitrary integer used in OCSP source querying in order to prevent a
replay attack.

// Default : null (not used by default).

online0CSPSource.setNonceSource(new SecureRandomNonceSource());

// Defines a DigestAlgorithm being used to generate a CertificateID in order to
complete an OCSP request.

// OCSP servers supporting multiple hash functions may produce a revocation response
// with a digest algorithm depending on the provided CertificateID's algorithm.

// Default : SHA1 (as a mandatory requirement to be implemented by OCSP servers. See
RFC 5019).

online0CSPSource.setCertIDDigestAlgorithm(DigestAlgorithm.SHAT);

CertificateVerifier configuration

The CertificateVerifier and its implementation CommoncCertificateVerifier determines how DSS
accesses the external resources and how it should react in some occasions. This configuration is
used in both extension and validation mode.

CertificateVerifier usage
CertificateVerifier cv = new CommonCertificateVerifier();

// This data loader is used to collect certificates from external resources
// (AIA)
cv.setDataloader(dataloader);

// This certificate source is used to provide missing intermediate certificates
// (not trusted certificates)
cv.setAdjunctCertSource(adjunctCertSource);

// This certificate source is used to provide trusted certificates (the trust

// anchors where the certificate chain building should stop)
cv.setTrustedCertSource(trustedCertSource);
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// The CRL Source to be used for external accesses (can be configured with a

// cache,...)

cv.setCrlSource(crlSource);

// The OCSP Source to be used for external accesses (can be configured with a
// cache,...)

cv.setOcspSource(ocspSource);

// Sets the default digest algorithm that will be used for digest calculation
// of tokens used during the validation process.

// The values will be used in validation reports.

// Default : DigestAlgorithm.SHA256
cv.setDefaultDigestAlgorithm(DigestAlgorithm.SHA512);

// Define the behavior to be followed by DSS in case of revocation checking for
// certificates issued from an unsure source (DSS v5.4+)

// Default : revocation check is disabled for unsure sources (security reasons)
cv.setCheckRevocationForUntrustedChains(false);

// DSS v5.4+ : The 3 below configurations concern the extension mode (LT/LTA
// extension)

// DSS throws an exception by default in case of missing revocation data

// Default : true

cv.setExceptionOnMissingRevocationData(true);

// DSS throws an exception if a TSU certificate chain is not covered with a

// revocation data (timestamp generation time > CRL/OCSP production time).

// Default : false

cv.setExceptionOnUncoveredPOE(true);

// DSS interrupts by default the extension process if a revoked certificate is
// present

// Default : true

cv.setExceptionOnRevokedCertificate(true);

// DSS stops the extension process if an invalid timestamp is met

// Default : true

cv.setExceptionOnInvalidTimestamp(true);

// DSS v5.5+ : throw an exception in case if there is no valid revocation data
// with thisUpdate time after the best signature time

// Example: if a signature was extended to T level then the obtained revocation
// must have thisUpdate time after production time of the signature timestamp.
// Default : false

cv.setExceptionOnNoRevocationAfterBestSignatureTime(true);

// DSS v5.4+ : defines if binary of certificates used during validation must be
included

// to produced validation reports. If false only digests will be included.
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// Default : false
cv.setIncludeCertificateRevocationValues(true);

// DSS v5.4+ : defines if binary of revocation data used during validation must be
included

// to produced validation reports. If false only digests will be included.

// Default : false

cv.setIncludeCertificateRevocationValues(true);

// DSS v5.4+ : defines if binary of timestamps present into the signature must be
included

// to produced validation reports. If false only digests will be included.

// Default : false

cv.setIncludeTimestampTokenValues(true);

Trust Anchor(s) configuration

Trust anchors represent an important part in the signature creation / validation. That defines
which are the trusted entities, which signatures can be trusted,... Do I trust certificates/signatures
from another company / country/ ... ?

Since the version 5.6, DSS allows to configure one or more trusted certificate source(s). These
sources can be configured from a TrustStore (kind of keystore which only contains certificates), a
trusted list and/or a list of trusted lists.

Multiple trusted certificate sources usage

CertificateVerifier cv = new CommonCertificateVerifier();
cv.setTrustedCertSources(trustStoreSource(), trustedlListSource());

Trust store initialization

If you have a collection of certificates to trust, the easier way to provide them to DSS it to use a
KeyStore / TrustStore.
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Trust anchor initialization from a Trust Store

public CertificateSource trustStoreSource() throws IOException {
KeyStoreCertificateSource keystore = new KeyStoreCertificateSource(new File(
"src/main/resources/keystore.p12"), "PKCS12", getPassword());

CommonTrustedCertificateSource trustedCertificateSource = new
CommonTrustedCertificateSource();
trustedCertificateSource.importAsTrusted(keystore);

// Optionally, certificates can also be directly added
trustedCertificateSource.addCertificate(DSSUtils
.loadCertificateFromBase64EncodedString(

"MIIC9TCCAd2gAwIBAgIBAjANBgkghkiGIw@BAQUFADArMQswCQYDVQQGEwIBQTEMMAoGATUEChMDRFNTMQ4wD
AYDVQQDEwVIQOEgQTAeFw@xMzEyMDIxNzMzMTBaFw@xNTEyMDIxNzMzMTBaMDAxCzAJIBgNVBAYTAkFBMQuwCgY
DVQQKEwNEU1MxEzARBgNVBAMTCnVzZXIgQSBSU@EwgZ8wDQYJKoZIhveNAQEBBQADGYPAMIGIA0GBAJUHHAphm
SDdQ1t62tppK+dLTANSE2nAj+HCpasS3oh1BsrhteRsvTAbrDyIzCmTYWu/nVIATGvbzBESWV/Qit1koMLpYFw
32MIBf2DLmECZzGI3vm5hawbu859quRT1h8Vu7QWd+5KMabZuR+j91R1SuoY@xS2ZQxIJw1vhvWIhRYjAgMBAAG]g
alwgZ8wCQYDVRATBAIWADAdBgNVHQ4EFgQUIESNTWFfwg13c3LQZzqqwibY5WVYwUwYDVRAjBEwwSoAUIO1CDsB
SUcEoFZxKaWf1PALT1U+uhL6QtMCsxDDAKBgNVBAoTAORTUZELMAKGATUEBRMCQUEXDjAMBgNVBAMTBYIDQSBBg
gEBMASGATUdDWQEAwIHgDARBgNVHSAECjAIMAYGBFUdIAAwWDQYJKoZIhveNAQEFBQADggEBAGnhhnoyVUhDNr/
BSbZ/uWfSuwzFPG+2VIK6WxdIaaXOORFGIdFwG1AwA/Qzpq9snfBxuTkAykxq@uEDhHTj@gXxWRjQ+Dop/Drme
coF/zDvgGusyY1YXaABd/kec3IYt7ns7z3tpiqlz4A7a/UHp1BRXfqjyaZurZuJQRaSdxh6CNhdEU1UBxkbb1Sd
Mju0gjzSDjcDjceqjvDquMKdDetvtu2Qh4ConBBo3 fUImwiFRWnbudS5H2HET81kC7gY/QIuNr7UST1PNyUgcG
2931cMtemj7UTBHZ2V/jPf7ZXqwfnVSaYkNvM3weAI6R3PIOSTjdxN6a9qjtIx1d40YEdw="));

return trustedCertificateSource;

To generate the trust store, there’s an utility class CreateKeyStoreApp in the dss-cookbook module.

Trusted List Certificate Source

In several countries, a list of Trust Service Providers (TSP) is published. This list is usually published
in a machine processable format (XML) and sometimes in a human-readable format (PDF). A
standard (ETSI TS 119 612) exists with the specifications for the XML format.

DSS contains all needed resources to download, parse, validate and interpret the trusted list
contents. Since DSS 5.6, that’s possible to configure one or more independent trusted list(s) (aka not
linked to a list of trusted lists) and/or one or more list of trusted lists.

If you want to collect your trusted certificates from trusted list(s), the TrustedListsCertificateSource
is required. The trusted list(s) loading can require some times (connection time-out, xml parsing,
xml validation,...). This process is wusually executed in background. An instance of
TrustedListsCertificateSource needs to be created. That will be synchronized with the
TLValidation]ob.
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Trusted List Certificate Source

public CertificateSource trustedlListSource() {
return new TrustedlListsCertificateSource();

}

TLValidationjob

The TLValidationJob allows to download, parse, validate the Trusted List(s) and Lists Of Trusted
Lists (LOTL). Once the task is done, its result is stored in the TrustedListsCertificateSource. The job
uses 3 different caches (download, parsing and validation) and a state-machine to be efficient.

Trusted lists are stored on the file system. That offers the possibility to run in offline mode with the
stored trusted lists. Trusted Lists can be loaded from the file system and/or from Internet.

In the next sections the different configurations will be covered.

TLSource and LOTLSource

Several TLSources and several LOTLSources can be injected in a TLValidationJob. The only
constraint is the uniqueness of the Trusted List URLs.

Multiple TLSources and multiple LOTLSources configuration

TLValidationJob validationJob = new TLValidationJob();

// Specify where is the TL/LOTL is hosted and which are the signing certificate(s) for
these TL/LOTL.

validationJob.setTrustedListSources(boliviaTLSource(), costaRicaTLSource());
validationJob.setListOfTrustedListSources(europeanLOTLSource(),
unitedStatesLOTLSource());

Trusted List Source (TLSource)

A TLSource allows to quickly setup a trusted list configuration. The URL and the signing certificates
for this TL are mandatory. Optionally, predicates / filters can be configured to retrieve only a part of
the trust service providers or trust services.
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TLSource configuration
TLSource t1Source = new TLSource();

// Mandatory : The url where the TL needs to be downloaded
t1Source.setUr1("http://www.ssi.gouv.fr/eidas/TL-FR.xml");

// A certificate source which contains the signing certificate(s) for the
// current trusted list
t1Source.setCertificateSource(getSigningCertificatesForFrenchTL());

// Optional : predicate to filter trust services which are/were granted or
// equivalent (pre/post eIDAS).

// Input : implementation of TrustServicePredicate interface.

// Default : none (select all)

t1Source.setTrustServicePredicate(new GrantedTrustService());

// Optional : predicate to filter the trust service providers

// Input : implementation of TrustServiceProviderPredicate interface.

// Default : none (select all)

t1Source.setTrustServiceProviderPredicate(new CryptologOnlyTrustServiceProvider());

//instance of CertificateSource where all trusted certificates and their properties
(service type,...) are stored.
t1ValidationJob.setTrustedlListSources(t1Source);

List Of Trusted Lists Source (LOTLSource)

A similar configuration is possible for Lists Of Trusted Lists (LOTL). That requires an URL and the
possible LOTL signers. Some other parameters are possible. By default, all listed trusted lists are
loaded.

LOTLSource configuration
LOTLSource lotlSource = new LOTLSource();

// Mandatory : The url where the LOTL needs to be downloaded
lot1Source.setUr1("https://ec.europa.eu/tools/lotl/eu-lotl.xml");

// A certificate source which contains the signing certificate(s) for the
// current list of trusted lists
lot1Source.setCertificateSource(getSigningCertificatesForEuropeanLOTL());

// true or false for the pivot support. Default = false

// More information :

// https://ec.europa.eu/tools/lotl/pivot-lotl-explanation.html
lot1Source.setPivotSupport(true);

// Optional : the predicate which allows to find the LOTL definition in the LOTL
// Input : implementation of Predicate<OtherTSLPointerType> interface (e.qg.
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OtherTSLPointerPredicate)

// Default : European configuration

lot1Source.setlot1Predicate(new EULOTLOtherTSLPointer().and(new XMLOtherTSLPointer())
Ik

// Optional : the predicate which allows to find and/or filter the TL

// definitions in the LOTL

// Input : implementation of Predicate<OtherTSLPointerType> interface (e.g.
OtherTSLPointerPredicate)

// Default : all found trusted lists in the European LOTL
lot1Source.setT1Predicate(new EUTLOtherTSLPointer().and(new XMLOtherTSLPointer()));

// Optional : a predicate which allows to find back the signing certificates for
// the current LOTL
// Input : implementation of LOTLSigningCertificatesAnnouncementSchemeInformationURI
interface.
// Default : not defined
//
// O0fficiallournalSchemeInformationURI allows to specify the Official Journal
// URL where are published the signing certificates
lot1Source.setSigningCertificatesAnnouncementPredicate(

new OfficialJournalSchemeInformationURI("https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.C_.2019.276.01.0001.071.ENG"));

// Optional : predicate to filter trust services which are/were granted or

// equivalent (pre/post eIDAS). This parameter is applied on the related trusted
// lists

// Input : implementation of TrustServicePredicate interface.

// Default : none (select all)

lot1Source.setTrustServicePredicate(new GrantedTrustService());

// Optional : predicate to filter the trust service providers. This parameter is

// applied on the related trusted lists

// Input : implementation of TrustServiceProviderPredicate interface.

// Default : none (select all)

lot1Source.setTrustServiceProviderPredicate(new CryptologOnlyTrustServiceProvider());

t1ValidationJob.setListOfTrustedListSources(lot1Source);

DSSFileLoader

The FileCacheDataLoader is used to download the trusted list contents on the file-system. Two
different configurations are needed. Both of them share the same folder :

* offline refresh : disabled download from Internet and unlimited cache expiration

* online refresh : enabled download from Internet and limited cache expiration
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Offline and Online refresh configuration

public DSSFilelLoader offlineLoader() {
FileCacheDataloader offlineFileLoader = new FileCacheDataloader();
offlineFilelLoader.setCacheExpirationTime(Long.MAX_VALUE);
offlineFileloader.setDataloader(new IgnoreDataloader()); // do not download from
Internet
offlineFilelLoader.setFileCacheDirectory(t1CacheDirectory());
return offlineFilelLoader;

}

public DSSFilelLoader onlinelLoader() {
FileCacheDatalLoader offlineFilelLoader = new FileCacheDataloader();
offlineFilelLoader.setCacheExpirationTime(0);
offlineFilelLoader.setDataloader(dataloader()); // instance of Dataloader which can
access to Internet (proxy,...)
offlineFileLoader.setFileCacheDirectory(t1lCacheDirectory());
return offlineFilelLoader;

The SynchronizationStrategy

The SynchronizationStrategy defines which are the trusted lists or list of trusted lists to be
synchronized. By default, DSS synchronizes all of them. DSS don’t reject any expired / invalid /...
trusted lists. The content is trusted and a warning is added in a signature / certificate validation.

The strategy is configurable via the interface SynchronizationStrategy :
Example of a custom SynchronizationStrategy
public SynchronizationStrategy allValidTrustedlListsStrategy() {
return new SynchronizationStrategy() {

public boolean canBeSynchronized(TLInfo trustedList) {
return trustedlList.getValidationCacheInfo().isValid();

}

public boolean canBeSynchronized(LOTLInfo 1istOfTrustedlList) {
return listOfTrustedList.qgetValidationCacheInfo().isValid();

}
+;

DSS provides two implementations : ExpirationAndSignatureCheckStrategy and AcceptAllStrategy
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(default).

The CacheCleaner

The CacheCleaner specifies how DSS clear the cache in case of expired URL,... 2 options are
available : memory and file-system.

CacheCleaner Configuration

public CacheCleaner cache(Cleaner() {
CacheCleaner cacheCleaner = new CacheCleaner();

cacheCleaner.setCleanMemory(true); // free the space in memory

cacheCleaner.setCleanFileSystem(true); // remove the stored file(s) on the file-
system

// if the file-system cleaner is enabled, inject the configured loader from the
// online or offline refresh data loader.
cacheCleaner.setDSSFilelLoader (offlinelLoader());

return cacheCleaner;

Alerting from TL Loading

Since the version 5.6 of DSS, that’s possible to launch alerts in some situations (eg : invalid TL
signature, LOTL location change,...). Alert works with two concepts : detection and alert handler.
After the download/parsing/validation and before the synchronization, the results are tested to
detect events and launch alert(s).

Examples of Alerting

TLValidationJob job = new TLValidationJob();
/] ...

// Add a log message in case of invalid signatures
TLAlert t1BrokenSignatureAlert = new TLAlert(new TLSignatureErrorDetection(), new
LogTLSignatureErrorAlertHandler());

// Send an email in case of new Official Journal detected
AlertHandler<LOTLInfo> mailSender = new AlertHandler<LOTLInfo>() {

@0verride
public void alert(LOTLInfo currentInfo) {
String new0JUrl = currentInfo.getParsingCacheInfo()
.getSigningCertificateAnnouncementUrl();
// code to send an email
SampleUtils.sendEmail(new0lUrl);
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// The europeanLOTLSource is configured with an

// OfficiallournalSchemeInformationURI

LOTLAlert officiallournalDesynchronizationAlert = new LOTLAlert(new
0JUr1ChangeDetection(europeanLOTLSource()), mailSender);

// Update a database in case of LOTL location change
AlertHandler<LOTLInfo> databaseUpgrader = new AlertHandler<LOTLInfo>() {

@0verride
public void alert(LOTLInfo currentInfo) {
String newLOTLUr1 = null;

String currentLOTLUr1l = currentInfo.getUrl();
List<PivotInfo> pivots = currentInfo.getPivotInfos();
for (PivotInfo pivot : pivots) {
if (lUtils.areStringsEqual(currentLOTLUr1l, pivot.getLOTLLocation())) {
newlLOTLUr1 = pivot.getLOTLLocation();
break;

}

// code to update a database
SampleUtils.updateDatabase(newLOTLUr1);

Iy
LOTLAlert lotlLocationChangeAlert = new LOTLAlert(new LOTLLocationChangeDetection
(europeanLOTLSource()), databaseUpgrader);

// add all alerts on the job
job.setAlerts(Arrays.asList(t1BrokenSignatureAlert,
officialJournalDesynchronizationAlert, lotlLocationChangeAlert));

Executor Service

An Executor Service parameter allows you to customize a way of the program execution on your
Java machine, by configuring a number of possible threads to be running, await time and so on.

Executor Service
// Allows configuration of the execution process

// Default : Executors.newCachedThreadPool() is used
t1ValidationJob.setExecutorService(Executors.newSingleThreadExecutor());

125



Complete configuration for the European LOTL

Below, you can find a complete configuration for the European List Of Trusted Lists. The URLs need
to be externalized.

European LOTL Configuration

// Should be externalized

private static final String LOTL_URL = "https://ec.europa.eu/tools/lotl/eu-lotl.xml";
private static final String 0J_URL = "https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.C_.2019.276.01.0001.01.ENG";

public TLValidationJob job() {
TLValidationJob job = new TLValidationJob();
job.setOfflineDataloader(offlinelLoader());
job.setOnlineDataloader(onlinelLoader());
job.setTrustedListCertificateSource(trustedCertificateSource());
job.setSynchronizationStrategy(new AcceptAllStrategy());
job.setCacheCleaner(cacheCleaner());

LOTLSource europeanLOTL = europeanLOTL();
job.setListOfTrustedListSources(europeanLOTL);

job.setAlerts(Arrays.asList(t1SigningAlert(), tlExpirationDetection(), ojUrlAlert
(europeanlLOTL),
lot1LocationAlert(europeanLOTL)));

return job;

}

public TrustedListsCertificateSource trustedCertificateSource() {
return new TrustedlListsCertificateSource();

}

public LOTLSource europeanLOTL() {
LOTLSource lotlSource = new LOTLSource();
lot1Source.setUr1(LOTL _URL);
lot1Source.setCertificateSource(officiallournalContentKeyStore());
lot1Source.setSigningCertificatesAnnouncementPredicate(new
OfficialJournalSchemeInformationURI(0J_URL));
lot1Source.setPivotSupport(true);
return lot1lSource;

}

public CertificateSource officiallournalContentKeyStore() {
try {
return new KeyStoreCertificateSource(new File("
src/main/resources/keystore.p12"), "PKCS12", "dss-password");
} catch (IOException e) {
throw new DSSException("Unable to load the keystore", e);

}
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}

public DSSFilelLoader offlineLoader() {
FileCacheDataloader offlineFileLoader = new FileCacheDataloader();
offlineFilelLoader.setCacheExpirationTime(Long.MAX_VALUE);
offlineFileloader.setDataloader(new IgnoreDataloader());
offlineFilelLoader.setFileCacheDirectory(tlCacheDirectory());
return offlineFilelLoader;

}

public DSSFilelLoader onlineLoader() {
FileCacheDataloader offlineFileLoader = new FileCacheDataloader();
offlineFilelLoader.setCacheExpirationTime(0);
offlineFileLoader.setDataloader (dataloader());
offlineFilelLoader.setFileCacheDirectory(t1CacheDirectory());
return offlineFilelLoader;

}

public File tl1CacheDirectory() {
File rootFolder = new File(System.getProperty("java.io.tmpdir"));
File tslCache = new File(rootFolder, "dss-tsl-loader");
if (tslCache.mkdirs()) {
LOG.info("TL Cache folder : {}", tslCache.getAbsolutePath());
}

return tslCache;

}

public CommonsDataloader dataloader() {
return new CommonsDataloader();

}

public CacheCleaner cacheCleaner() {
CacheCleaner cacheCleaner = new CacheCleaner();
cacheCleaner.setCleanMemory(true);
cacheCleaner.setCleanFileSystem(true);
cacheCleaner.setDSSFilelLoader (offlinelLoader());
return cacheCleaner;

}

// Optionally : alerting.
// Recommended detections : 0JUr1ChangeDetection + LOTLLocationChangeDetection

public TLAlert t1SigningAlert() {
TLSignatureErrorDetection signingDetection = new TLSignatureErrorDetection();
LogTLSignatureErrorAlertHandler handler = new LogTLSignatureErrorAlertHandler();
return new TLAlert(signingDetection, handler);

}

public TLAlert tlExpirationDetection() {
TLExpirationDetection expirationDetection = new TLExpirationDetection();
LogTLExpirationAlertHandler handler = new LogTLExpirationAlertHandler();
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return new TLAlert(expirationDetection, handler);

}

public LOTLAlert ojUr1Alert(LOTLSource source) {
0JUr1ChangeDetection ojUrlDetection = new 0JUrlChangeDetection(source);
Log0JUr1ChangeAlertHandler handler = new Log0JUr1ChangeAlertHandler();
return new LOTLAlert(ojUrlDetection, handler);

}

public LOTLAlert lotllLocationAlert(LOTLSource source) {

LOTLLocationChangeDetection lotlLocationDetection = new
LOTLLocationChangeDetection(source);

LogLOTLLocationChangeAlertHandler handler = new LogLOTLLocationChangeAlertHandler

0);
return new LOTLAlert(lotlLocationDetection, handler);

}

The TL / LOTL refresh
The TL / LOTL loading in DSS works as below :
* Download / parse / validate all LOTLSources from the configuration with/without pivot support

(multi-threaded)

* Analyze introduced changes and expire cache entries (new TL URLs, new signing certificates for
aTL,...)

* Create TLSources from the retrieved LOTLs

» Combine these TLSources with independent TLSources (from the configuration)
* Download / parse / validate all TLs (multi-threaded)

o If alerts are configured, test if an alert needs to be launched

* If the debug is enabled, print in the log the cache status

» Synchronize the TrustedListCertificateSource

o If the cache cleaner is configured, execute it

o If the debug is enabled, print in the log the cache status
The refresh can be called with the offline or the online loader and run exactly the same code

How to refresh the Trusted List(s) and Lists of Trusted Lists
TLValidationJob validationJob = new TLValidationJob();

// call with the Offline Loader (application initialization)
validationJob.offlineRefresh();

// call with the Online Loader (callable every day/hour in a cron)
validationJob.onlineRefresh();

128



Java Keystore Management

Generally (like in case of European LOTL) DSS downloads Trusted Lists by using the SSL protocol
(for resources using HTTPS extension), that requires to have a certificate of a remote source in the
Java trust store. The certificates have their own validity period and can expire. If a certificated is
expired, it will be replaced on a server by a new one in order to support a secure SSL connection.
The easiest way to know if your Java trust store is outdated and new certificates need to be added is
to check your logs during a TLValidationjob update :

ERROR 14052 --- [pool-2-thread-30] e.e.e.dss.tsl.runnable.AbstractAnalysis : Unable
to process GET call for url [https://sr.riik.ee/tsl/estonian-tsl.xml]. Reason : [PKIX
path building failed: sun.security.provider.certpath.SunCertPathBuilderException:
unable to find valid certification path to requested target]

The SunCertPathBuilderException means that the certificate established the secure connection is not
trusted by your Java Virtual Machine. In order to add the certificate to the trust store, you need to
do the following steps (the example is based on Windows OS and Google Chrome browser):

1. Open the failed URL in your browser. In our case it will be 'https://sr.riik.ee/tsl/estonian-tsl.xml'
obtained from the logs.

2. Click on a lock icon next to the URL in the tab you just opened. It will open a window about the
current connection status.

3. Click on 'Certificate' button to open the Certificate window.
4. Go to 'Details' tab and choose 'Copy to File...".

5. Process the 'Certificate Export Wizard', by saving the certificate in one of ".CER' formats. Store
the file in your file system. For us it will create a file 'ee.cer".

6. Run 'Command Prompt' with administrator permissions (right click — 'Run As Administrator").

7. Execute the following line (ensure that 'keytool' is installed) :

Certificate import

keytool -import -alias newCert -file pathToCert\ee.cer -keystore pathToJavaDirectory
\lib\security\cacerts -storepass changeit

The default password for a Java keystore is "changeit". Ensure that you have a default
configuration, or use another password you have configured.

o In order to apply changes, the application using Java must be rebooted.

After these steps the TLValidationJob will successfully download the target Trusted List (i.e.
Estonian in our example).

o This described algorithm is not only one available solution, if you have difficulties
with this, you can search in the Internet for another working for you solution.
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TLValidationJobSummary

The class TLValidationJobSummary contains all processed data about the download (time, error,...),
the parsing (extracted information, parsing error,..) and the signature validation (signing
certificate, signing time,...).

How to retrieve the information about the TLValidationjob process

TrustedListsCertificateSource trustedlListCertificateSource = new
TrustedListsCertificateSource();

TLValidationJob job = new TLValidationJob();
job.setTrustedListCertificateSource(trustedListCertificateSource);

// ... config & refresh ...

// A cache content summary can be computed on request
TLValidationJobSummary summary = job.getSummary();

// A1l information about processed LOTLSources

List<LOTLInfo> lotlInfos = summary.getLOTLInfos();

LOTLInfo lotlInfo = lotlInfos.get(0);

// All data about the download (last occurrence, cache status, error,...)
DownloadInfoRecord downloadCacheInfo = lotlInfo.getDownloadCacheInfo();

// A1l data about the parsing (date, extracted data, cache status,...)
ParsingInfoRecord parsingCacheInfo = lotlInfo.getParsingCacheInfo();

// All data about the signature validation (signing certificate, validation
// result, cache status,...)
ValidationInfoRecord validationCacheInfo = lotlInfo.getValidationCacheInfo();

// All information about processed TLSources (which are not linked to a
// LOTLSource)
List<TLInfo> otherTLInfos = summary.getOtherTLInfos();

// or the last update can be collected from the TrustedlListsCertificateSource
TLValidationJobSummary lastSynchronizedSummary = trustedListCertificateSource
.getSummary();

TSP Sources

The Time Stamp Authority by creating time-stamp tokens provides independent and irrefutable
proof of time for business transactions, e-documents and digital signatures. The TSA must comply
with the IETF RFC 3161 specifications (cf. [RO7]). A time-stamp is obtained by sending the digest
value of the given data and digest algorithm to the Time Stamp Authority. The returned time-stamp
is a signed data that contains the digest value, the identity of the TSA, and the time of stamping. This
proves that the given data existed before the time of stamping. The DSS framework proposes
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TSPSource interface to implement the communication with TSA. The class OnlineTSPSource is the
default implementation of TSP using HTTP(S) communication layer. The following bit of Java code
illustrates how you might use this class:

OnlineTSPSource usage

final String tspServer = "http://dss.nowina.lu/pki-factory/tsa/qgood-tsa";
OnlineTSPSource tspSource = new OnlineTSPSource(tspServer);
tspSource.setDataloader(new TimestampDataloader()); // uses the specific content-type

final DigestAlgorithm digestAlgorithm = DigestAlgorithm.SHA256;

final byte[] toDigest = "Hello world".getBytes("UTF-8");

final byte[] digestValue = DSSUtils.digest(digestAlgorithm, toDigest);

final TimestampBinary tsBinary = tspSource.getTimeStampResponse(digestAlgorithm,
digestValue);

LOG.info(DSSUtils.toHex(tsBinary.getBytes()));

Time-stamp policy

A time-stamp policy is a "named set of rules that indicates the applicability of a time-stamp token to
a particular community and/or class of application with common security requirements”. A TSA
may define its own policy which enhances the policy defined in RFC 3628. Such a policy shall
incorporate or further constrain the requirements identified in RFC 3628. A time-stamp policy may
be defined by the user of times-stamp services.

Composite TSP Source

Sometimes, timestamping servers may encounter interruptions (restart,...). To avoid failing
signature extension, DSS allows a user to configure several TSP Sources. DSS will try source by
source until getting an usable timestamp token.
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Configuration of a CompositeTSPSource

// Create a map with several TSPSources
TimestampDataloader timestampDataloader = new TimestampDataloader();// uses the
specific content-type

OnlineTSPSource tsal = new OnlineTSPSource("http://dss.nowina.lu/pki-factory/tsa/ee-
good-tsa");

tsal.setDataloader(timestampDataloader);

OnlineTSPSource tsa2 = new OnlineTSPSource("http://dss.nowina.lu/pki-factory/tsa/good-
tsa");

tsa2.setDataloader(timestampDataloader);

Map<String, TSPSource> tspSources = new HashMap<>();
tspSources.put("TSA1", tsal);
tspSources.put("TSA2", tsa2);

// Instantiate a new CompositeTSPSource and set the different sources
CompositeTSPSource tspSource = new CompositeTSPSource();
tspSource.setTspSources(tspSources);

final DigestAlgorithm digestAlgorithm = DigestAlgorithm.SHA256;
final byte[] toDigest = "Hello world".getBytes("UTF-8");
final byte[] digestValue = DSSUtils.digest(digestAlgorithm, toDigest);

// DSS will request the tsp sources (one by one) until getting a valid token.

// 1f none of them succeed, a DSSException 1is thrown.

final TimestampBinary tsBinary = tspSource.getTimeStampResponse(digestAlgorithm,
digestValue);

L0G.info(DSSUtils.toHex(tsBinary.getBytes()));

Supported algorithms

DSS supports several signature algorithms (combination of an encryption algorithm and a digest
algorithm). Below, you can find the supported combinations. The support of the algorithms depends
on the registered OID (ASN1) or URI (XML).

In the next table, XAdES also applies to ASiC with embedded XAdES signatures and CAdES also
concerns PAdES and ASiC with embedded CAdES signatures.

o SmartCards/HSMs don’t allow signing with all digest algorithms. Please refer to
your SmartCard/HSM provider.

Table 7. Supported algorithms
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SHA-1 SHA- SHA- SHA- SHA- SHA3- SHA3- SHA3- SHA3- MD2 MDS5S RIPE

224 256 384 512 224 256 384 512 MD16
0
RSA
XAdES O @) @) @) @) @) @)
CAJES © @) (@) @) © © © @) @) @) @) @)
RSA-PSS

XAdES © @) @) © @) @) © © @)
CAdES © @) © © © © @ © @)

ECDSA
XAdES © @) ©) ©) @) ©)
CAJES © © @) @) @) © @ &) @)
DSA

XAdES © ©)
CAJES © @) @) ©) @) © @) @) @)

HMAC
XAdES © @ O] @ ©) @

CAJES © @) (@) © @) © @) © ©

Multi-threading

DSS can be used in multi-threaded environments but some points need to be considered like
resources sharing and caching. All operations are stateless and this fact requires to be maintained.
Some resources can be shared, others are proper to an operation.

For each provided operation, DSS requires a CertificateVerifier object. This object is responsible to
provide certificates and accesses to external resources (AIA, CRL, OCSP.,...). At the beginning of all
operation, a new internal CertificatePool is created and all available certificates are copied.
Throughout the signature/validation process, the CertificatePool content evolves. Certificates are
added/updated from the signature, timestamp(s), revocation data,... Revocation data / issuer
certificates are collected and added to the certificate. Certificate status are updated to give as much
as possible information. For these reasons, integrators need to be careful about the
CertificateVerifier configuration.

Resource sharing

The trusted certificates can be shared between multiple threads because these certificates are
static. This means they don’t require more analysis. Their status won’t evolve. For these certificates,
DSS doesn’t need to collect issuer certificate and/or their revocation data.

In opposition, the adjunct certificates cannot be shared. These certificates concern a specific
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signature/validation operation. This parameter is used to provide missing certificate(s). When DSS
is unable to build the complete certificate path with the provided certificates (as signature
parameters or embedded within a signature), it is possible to inject not present certificates. These
certificates are not necessarily trusted and may require future "modifications" like revocation data
collection,...

Caching

In case of multi-threading usage, we strongly recommend caching of external resources. All
external resources can be cached (AIA, CRL, OCSP) to improve performances and to avoid
requesting too much time the same resources. FileCacheDataLoader and JdbcCacheCRLSource can
help you in this way.

JAXB modules

Since the version 5.5, DSS provides the following JAXB modules with a harmonized structure :

* dss-policy-jaxb - defines validation policy JAXB model

* dss-diagnostic-jaxb - defines Diagnostic Data JAXB model

* dss-detailed-report-jaxb - defines Detailed Report JAXB model
 dss-simple-report-jaxb - defines Simple Report JAXB model

» dss-simple-certificate-report-jaxb - defines Certificate Simple Report JAXB model
All modules share the same logic and have the following structure (where *** is a model name):

dss-***-jaxb
src/main/java
eu.europa.esig.dss.***

o ***¥_ java - wrapper(s) which eases the JAXB manipulation

o ***Facade.java - class which allows marshalling/lunmarshalling of jaxb objects,
generation of HTML/PDF content, etc.

o ***XmlDefiner.java - class which contains the model definition (XSD, XSLT references,
ObjectFactory)

* jaxb - generated on compile time

o XmL***.java - JAXB model

o mmm

src/main/resources
xsd
o *** xsd - XML Schema (XSD) for the Detailed Report model

* binding.xml - XJC instructions to generate the JAXB model from the XSD
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xslt
* html

o ¥¥¥ yslt - XML Stylesheet for the HTML generation
o pdf
o *** _xslt - XML Stylesheet for the PDF generation

In the main classes, a Facade is present to quickly operate with the JAXB objects (eg: marshall,
unmarshall, generate the HTML/PDF, validate the XML structure,...).

DetailedReportFacade usage
Reports completeReports = documentValidator.validateDocument();
DetailedReportFacade detailedReportFacade = DetailedReportFacade.newFacade();

// Transforms the JAXB object to String (xml content)
String marshalledDetailedReport = detailedReportFacade.marshall(completeReports
.getDetailedReportJaxb());

// Transforms the String (xml content) to a JAXB Object
XmlDetailedReport xmlDetailedReport = detailedReportFacade.unmarshall
(marshalledDetailedReport);

// Generates the HTML content for the given Detailed Report (compatible with

// BootStrap)

// Similar method is available for PDF generation (requires Apache FOP)

String htmlDetailedReport = detailedReportFacade.generateHtmlReport(completeReports
.getDetailedReportJaxb());

A XmlDefiner is also available with the access to the embedded XML Schemas (XSD), the XML
Stylesheets (XSLT) to be able to generate the HTML or the PDF content (for DSS specific JAXB) and
the JAXB Object Factory.
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DetailedReportXmlDefiner usage

// The JAXB Object Factory
ObjectFactory objectFactory = DetailedReportXmlDefiner.0BJECT_FACTORY;

// The JAXBContext (cached)
JAXBContext jaxbContext = DetailedReportXmlDefiner.getJAXBContext();

// The XML Schema to validate a XML content (cached)
Schema schema = DetailedReportXmlDefiner.getSchema();

// The Templates object with the loaded XML Stylesheet to generate the HTML
// content from the JAXB Object (cached)
Templates bootstrap3Templates = DetailedReportXmlDefiner.getHtmlBootstrap3Templates();

// The Templates object with the loaded XML Stylesheet to generate the PDF
// content from the JAXB Object (cached)
Templates pdfTemplates = DetailedReportXmlDefiner.getPdfTemplates();

Report stylesheets

The report modules (namely: dss-simple-report-jaxb, dss-simple-certificate-report-jaxb and dss-
detailed-report-jaxb) contain two XSLT style sheets for final reports generation:

* Bootstrap 3 XSLT;
* Bootstrap 4 XSLT.

By default, in DSS since version 5.6 the style sheet for Bootstrap 4 is used. In order to generate a
report with a selected style sheet you need to call a relevant method in a Facade class (see classes
definition above):

Bootstrap 3 generation

String bootstrap3Report = SimpleReportFacade.newFacade().generateHtmlBootstrap3Report
(xmlSimpleReport);

Otherwise, in case if you need to customize the transformer, you can create a report by using an
XmlDefiner:
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Bootstrap 3 custom generation

try (Writer writer = new StringWriter()) {

Transformer transformer = SimpleCertificateReportXmlDefiner
.getHtmlBootstrap3Templates().newTransformer();

// specify custom parameters if needed

transformer.transform(new StreamSource(new StringReader(simpleReport)), new
StreamResult(writer));

String bootstrap3Report = writer.toString();

}

I18N (Internationalization)

Since DSS 5.6 a new module has been introduced allowing changing of a language for reports
generated by DSS. The current version of the framework allows customization of text values only
for a DetailedReport.

A target language of the report can be set with the following code:

Language customization

SignedDocumentValidator validator = SignedDocumentValidator.fromDocument
(signedDocument);

// A target Locale must be defined for the validator
validator.setlLocale(Locale.FRENCH); // for French language

In case if no language is specified, the framework will use a default Locale obtained from OS on a
running machine. If a requested language is not found, a default translation will be used.

As a default configuration DSS provides English translation.

In order to provide a custom translation, a new file must be created inside src\main\resources
directory of your project with a name followed by one of the patterns:

dss-messages_XX.properties or dss-messages_XX_YY.properties, where:

* XX -an abbreviation of a target language;

* YY - a country code.

For example, for a French language a file with a name dss-messages_fr.properties need to be
created, or dss-messages_fr_FR.properties to use it only in France local.

Additional features

Certificate validation

DSS offers the possibility to validate a certificate. For a given certificate, the framework builds a
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certificate path until a known trust anchor (trusted list, keystore,...), validates each found certificate
(OCSP / CRL) and determines its European "qualification".

To determine the certificate qualification, DSS follows the draft standard ETSI TS 119 172-4 ([R09]).
It analyses the certificate properties (QCStatements, Certificate Policies,...) and applies possible
overrules from the related trusted list ("catched" qualifiers from a trust service). More information
about qualifiers can be found in the standard ETSI TS 119 612 ([R10]).

DSS always computes the status at 2 different times : certificate issuance and signing/validation
time. The certificate qualification can evolve in the time, its status is not immutable (eg: a trust
service provider lost its granted status). The eIDAS regulation ([R11]) clearly defines these different
times in the Article 32 and related Annex I.

Validate a certificate and retrieve its qualification level

// Firstly, we load the certificate to be validated
CertificateToken token = DSSUtils.loadCertificate(new File(
"src/main/resources/keystore/ec.europa.eu.1.cer"));

// We need a certificate verifier and configure it (see specific chapter about the
CertificateVerifier configuration)
CertificateVerifier cv = new CommonCertificateVerifier();

// We create an instance of the CertificateValidator with the certificate
CertificateValidator validator = CertificateValidator.fromCertificate(token);
validator.setCertificateVerifier(cv);

// We execute the validation
CertificateReports certificateReports = validator.validate();

// We have 3 reports

// The diagnostic data which contains all used and static data

DiagnosticData diagnosticData = certificateReports.getDiagnosticData();

// The detailed report which is the result of the process of the diagnostic data and
the validation policy

DetailedReport detailedReport = certificateReports.getDetailedReport();

// The simple report is a summary of the detailed report or diagnostic data (more

user-friendly)
SimpleCertificateReport simpleReport = certificateReports.getSimpleReport();

Extract the signed data from a signature

DSS is able to retrieve the original data from a valid signature.
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Retrieve original data from a signed document

// We have our signed document, we want to retrieve the original/signed data
DSSDocument signedDocument = new FileDocument("src/test/resources/signedXmlXadesB.xml

")

// We create an instance of DocumentValidator. DSS automatically selects the validator
depending of the

// signature file

SignedDocumentValidator documentValidator = SignedDocumentValidator.fromDocument
(signedDocument);

// We set a certificate verifier. It handles the certificate pool, allows to check the
certificate status,...
documentValidator.setCertificateVerifier(new CommonCertificateVerifier());

// We retrieve the found signatures
List<AdvancedSignature> signatures = documentValidator.getSignatures();

// We select the wanted signature (the first one in our current case)
AdvancedSignature advancedSignature = signatures.get(0);

// We call get original document with the related signature id (DSS unique ID)
List<DSSDocument> originalDocuments = documentValidator.getOriginalDocuments
(advancedSignature.getId());

// We can have one or more original documents depending of the signature (ASiC,
PDF,...)
DSSDocument original = originalDocuments.get(0);

original.save("target/original.xml");

REST and SOAP Services

DSS offers REST and SOAP web services. Additionally, we also provide a SOAP-UI project and
Postman samples in the dss-cookbook module.

The different webservices are :
 Signature webservices (dss-signature-soap / dss-signature-rest) and their clients : they expose

methods to allow signing or extending a signature from a client.

» Server-signing webservice (dss-server-signing-soap / dss-server-signing-rest) and their clients
: they expose method to retrieve keys from a server (PKCS#11, PKCS#12, HSM,...) and to sign the
digest on the server side.

« Signature validation webservices (dss-validation-soap / dss-validation-rest) and their clients :
they expose methods to allow signature validation, with an optional detached file and an
optional validation policy.

e Certificate validation webservices (dss-certificate-validation-soap / dss-certificate-
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validation-rest) and their clients : they expose methods to allow certificate validation, with an
optional provided certificate chain and custom validation time.

* Timestamp webservices (dss-timestamp-remote-soap / dss-timestamp-remote-rest) and their
clients : they expose methos to allow remote timestamp creation, by providing digest value to be
timestamped and a digest algorithm, used for the digets calculation.

The data structure in webservices is similar in both REST and SOAP modules.

The documentation will covers the REST calls. All the REST services present in DSS are compliant
with OpenAPI Specification.

REST signature service

This service exposes 4 methods for one or more document(s) :

Rest signature service

// Initializes the rest client
RestDocumentSignatureService restClient = new RestDocumentSignatureServiceImpl();

// Defines RemoteSignatureParameters

RemoteSignatureParameters parameters = new RemoteSignatureParameters();
parameters.setSignaturelLevel(SignaturelLevel.PAdES_BASELINE_B);
parameters.setSigningCertificate(new RemoteCertificate(privateKey.getCertificate()
.getEncoded()));

parameters.setSignaturePackaging(SignaturePackaging.ENVELOPING);
parameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// Initialize a RemoteDocument object to be signed

FileDocument fileToSign = new FileDocument(new File("src/test/resources/sample.xml"));
RemoteDocument toSignDocument = new RemoteDocument(Utils.toByteArray(fileToSign
.openStream()), fileToSign.getName());

// computes the digest to be signed
ToBeSignedDTO dataToSign = restClient.getDataToSign(new DataToSignOneDocumentDTO
(toSignDocument, parameters));

// Creates a SignOneDocumentDTO

SignatureValue signatureValue = signingToken.sign(DTOConverter.toToBeSigned(

dataToSign), DigestAlgorithm.SHA256, privateKey);

SignOneDocumentDTO signDocument = new SignOneDocumentDTO(toSignDocument, parameters,
new SignatureValueDTO(signatureValue.getAlgorithm(), signatureValue.getValue(

)));

// Adds the signature value to the document
RemoteDocument signedDocument = restClient.signDocument(signDocument);

// Define the extention parameters

RemoteSignatureParameters extendParameters = new RemoteSignatureParameters();
extendParameters.setSignatureLevel(SignaturelLevel.PAdES_BASELINE_T);
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// Extends the existing signature
RemoteDocument extendedDocument = restClient.extendDocument(new ExtendDocumentDTO
(signedDocument, extendParameters));

// Defines timestamp parameters
RemoteTimestampParameters remoteTimestampParameters = new RemoteTimestampParameters();
remoteTimestampParameters.setDigestAlgorithm(DigestAlgorithm.SHA256);

// Defines a Timestamp document DTO
TimestampOneDocumentDTO timestampOneDocumentDTO = new TimestampOneDocumentDTO
(extendedDocument, remoteTimestampParameters);

// Timestamps a provided document (available for PDF, ASiC-E and ASiC-S container
formats)

RemoteDocument timestampedDocument = restClient.timestampDocument
(timestampOneDocumentDTO);

Get data to sign

The method allows retrieving the data to be signed. The user sends the document to be signed, the
parameters (signature level,...) and the certificate chain.

a The parameters in getDataToSign and signDocument MUST be the same (especially
the signing date).

Request

POST /services/rest/signature/one-document/getDataToSign HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2753

{
"parameters" : {
"signingCertificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt1MREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs0Rd5DQtWSgkeVCCNOIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbde4vQIbpjHGarIf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUZYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZCOxqh1X2j6pgWzarb@b/MUix@0IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXG9c15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"

141



}
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"certificateChain" : [ ],

"detachedContents" : null,
"asicContainerType" : null,
"signaturelLevel" : "CAdES_BASELINE_B",
"signaturePackaging" : "ENVELOPING",
"signatureAlgorithm" : "RSA_SHA256",
"digestAlgorithm" : "SHA256",
"encryptionAlgorithm" : "RSA",

"referenceDigestAlgorithm" : null,
"contentTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" :
}
"signatureTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" :
Iy
"archiveTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" :

}

ignWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" :
"blevelParams" : {
"trustAnchorBPPolicy" : true,
"signingDate" : 1566540526950,
"claimedSignerRoles" : null,
"policyId" : null,
"policyQualifier" : null,
"policyDescription” : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypeIndications” : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationLocality" : null,
"signerLocationStateOrProvince" :
"signerLocationCountry” : null,
"signerLocationStreet” : null

}

"toSignDocument” : {

}

"SGVsbG8=",
null,
: "RemoteDocument"

"bytes" :
"digestAlgorithm" :
llname"

"http://www.w3

"http://www.w3

false,

null,

.0rg/2001/10/xml-exc-c14n#"

“http://www.w3.0rg/2001/10/xml-exc-c14n#"

.0rg/2001/10/xml-exc-c14n#"



Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 448

{

"bytes" :
"MYIBOzARBgsqhkiGIw@BCRACDZzECBQAWFQYLKoZIhvecNAQkQAhEXBjAEogIwADAYBgkqhkiGIw@BCQMxCwY JK
0ZIhvcNAQeBMBwGCSqGSIb3DQEIBTEPFwAXOTA4MjMwNjA4NDZaMCAGCSqGSIb3DQEINDEGMBAWDQYIYIZIAWU
DBAIBBQChDQYJKoZIhvcNAQELBQAwLwYJKoZIhveNAQKEMSIEIBhT jbMicf419WGm/JOLL1ZDBuwwTtpRgAfRd
kgmOB1pMHcGCyqGSIb3DQEJEAIvMWgwZ jBKMGIEIALZz680BYydCU7yAnSd]jdQbsDFtfmsGaWARXeFVWI2cMD4
wNKQyMDAxGzAZBgNVBAMME1Jvb3RTZWxmU21nbmVkRmF rZTERMA8GATUECgwIRFNTLXR1c3QCB1i7WFNe7Vw=="

}

Sign document

The method allows generation of the signed document with the received signature value.

a The parameters in getDataToSign and signDocument MUST be the same (especially
the signing date).

Request

POST /services/rest/signature/one-document/signDocument HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2842

{
"parameters" : {
"signingCertificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMME1Jvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt1MREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs0Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbdedvQIbpjHGar If1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
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wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZCOxqh1X2j6pgWzarb@b/MUix@0IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXG9c15eYr3SzUmvokyOIOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"
¥
"certificateChain" : [ ],
"detachedContents” : null,
"asicContainerType" : null,
"signaturelLevel" : "CAdES_BASELINE_B",
"signaturePackaging” : "ENVELOPING",
"signatureAlgorithm" : "RSA_SHA256",
"digestAlgorithm" : "SHA256",
"encryptionAlgorithm" : "RSA",
"referenceDigestAlgorithm" : null,
"contentTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"
)
"signatureTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"
b
"archiveTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"

b
"signWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" : false,

"blevelParams" : {
"trustAnchorBPPolicy" : true,
"signingDate" : 1566540526716,
"claimedSignerRoles" : null,
"policyId" : null,
"policyQualifier" : null,
"policyDescription” : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypeIndications" : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationLocality" : null,
"signerLocationStateOrProvince" : null,
"signerLocationCountry” : null,
"signerLocationStreet" : null

}

¥

"signatureValue" : {
"algorithm" : "RSA_SHA256",
"value" : "AQIDBA=="
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}

"toSignDocument" : {
"bytes" : "SGVsbG8=",
"digestAlgorithm" : null,
"name" : "RemoteDocument"

}

}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 1769

{

"bytes" :
"MIIE2QYJKoZIhvcNAQcCoIIEyjCCBMYCAQExDzANBglghkgBZQMEAGEFADAUBgkghkiG9w@BBwGgBwQFSGVsb
G+gggLuMIIC6jCCAdKgAWIBAGIGLtYU17tXMAOGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMETIvb3RTZWxmU21
nbmVkRmFrZTERMA8GATUECgWIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWheNNDcwNzA@MDc 1Nz IOWjAoMRMwE
QYDVQQDDApTaWduZXJGYWt IMREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJKoZ IhveNAQEBBQADgGEPADCCAQo
CggEBAMI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAED3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS
5AyMPHpqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@RA5DQtWSgkeVCCNOIKNOZSZOENY+Ip8Q
xSmyztsStkYXdULqpwz4JEXWI9vz64eTbdedvQlopjHGarJf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdeqAB
TUzYCRJITkWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVFIPsTLpUw7PNI2VstX5j
AuasCAwEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMARGCSqGSIb3DQEBCWUAA4IBAQCK6LGAATTR+rmU8pbyhAi40
kDN2b1dbIL8181CMYopLCxx8xqq3ubZCOxqh1X2j6pgWzarb@b/MUix@@IoUvNbFOXAW7PBZIKDLnmbLsckRxs
1U325C9d1L0He3WKBNB6GZALT1ewjh7hSbWjft1imcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypE
tXjetzD7UT93Nuw3xcV8VIFftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvoky0IOBvw14PWtsWG10QdOSRvIBBrP4
adCnGTgjgjk9LTcO8B8FKrr+81HGuc@bp41IUToiUKGILXsiEeEqIWAqm+XqOMYIBpjCCAaICAQEWOjAwMRSWG
QYDVQQDDBJISb290QU2VsZ1NpZ251ZEZha2UxETAPBgNVBAOMCERTUY10ZXNOAGYuThTXu1ewDQYJYIZIAWUDBAI
BBQCgggE7MBEGCYyqGSIb3DQEJEAIPMQIFADAVBgsqhkiGIwABCRACETEGMAS1AjAAMBgGCSqGSIb3DQEJAZELB
gkqhkiG9w@BBwWEWHAYJKoZIhvcNAQkFMQ8XDTE5SMDgyMzA2MDg@ONTowLQYJIKoZ IhveNAQk@MSAwHjANBglghkg
BZQMEAQEFAKENBgkqhkiG9w@BAQsFADAvBgkqhkiG9w@BCQQxIgQgGF+NsyJx/iX1Yab8k4suJkMG7DBO21GAB
9F2SCY4AGWkwdwYLKoZIhveNAQkQAi8xaDBmMGQwYgQgAvPrygFjJaITvICdIOmNTBuwMW1+awZpYBFd4VVYnZw
wPjA@pDIwMDEbMBkGATUEAwWwSUmIvdFN1bGZTaWduZWRGYWt LMREwDwYDVQQKDAREUTMtdGVzdAIGLtYUT7tXM
A@GCSqGSIb3DQEBCWUABAQBAGME",

"digestAlgorithm" : null,

“name" : "RemoteDocument-signed-cades-baseline-b.pkcs7"

}
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Extend document
The method allows extension of an existing signature to a stronger level.

Request

POST /services/rest/signature/one-document/extendDocument HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 8885

{
"toExtendDocument" : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@iVVRGLTgiPz48ZHM6U21nbmFOdXI1IHhtbG520mRzPS]od
HRwO18vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjI1B1ZD01aWQtYWZkZTc4MjQzNjQ20GRkNzR1ZWIxODF
mN2NIMTEwZTEiPjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemF@aW9uTWV@aGIkIEFsZ29yaXRobT01ia
HR@cDovL3d3dy53My5vemevMj AwMS8xMCI4bWwtZXhjLWMxNG4j118+PGRz01NpZ25hdHVyZU11dGhvZCBBbGd
veml0aG09Imh@dHA6LY93d3cudzMub3InLzIwMDEVMDQveG1sZHNpZy1tb3J11312YS12zaGEYNTYiLz48ZHM6U
mVmZXJ1bmN1IELkPSIyLWLkLTE1IFR5cGUII1IgVVIIPSIzYWIwbGUueG1sIj48ZHMORGTNZXNOTWVOaGIKIEF
sZ29yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2118+PGRz0kRpZ2VzdFZhb
HV1Pmt jREhPWmp3WmhWZnVEaHVoQ2VDRVISbV1wVEgASmo@UmImV1ZpMzFROWcIPCIkczpEaWdlc3RWYWx1ZT4
8L2Rz01J1ZmVyZW55ZTA8ZHM6UmVmZXI1bmN1IFR5cGUIImh@dHAGLYI9TcmkuZXRzaS5vemevMDESMDMjU21nb
mVkUHJvcGVydGl1lcyIgVVIIPSIjeGFkZXMtaWQtYWZkZTc4MjQzNjQ20GRkNZR1ZWIXODFmN2NIMTEWZTE1Pjx
kezpUemFuc2Zvem1zPjxkezpUemFuc2Zvemd@gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAXL zEwL
3htbC11eGMtYzE@bi1MiLz48L2Rz01RyYW5zZm9ybXM+PGRz0kRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA
6Ly93d3cudzMub3InLzIwMDEVMDQveG1sZW5jI3NoYTITNiIvPjxkeczpEaWd1lc3RWYWx1ZT5EenR3T1RtUmIPQ
WO2L2xNSThSeW01eFpQek12TF1Eem4vZWIZWWtQc3I0PTwvZHMORGLNZXNOVmMF sdWU+PCkczpSZWZ1emVuY2U
+PC9kczpTaWduZWRIbmZvPjxkczpTaWduYXR1emVWYWx1ZSBJIZD@1dmFsdWUtaWQtYWZkZTc4M;jQzNjQ20GRKN
ZR1ZWIxODFmN2NIMTEWZTE1P11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQeXpNaVkzUTBzKytIRTRFVUMwe3BheFV
2MGRIWkOWZCI5bjNrcExKTGIVabk@TTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGA3YWtSUUtod
m9IMjV5eXFUWVhFU2xCY20wNG16aUtoTET6WmpVZng@LOIxWk15¢3Y1cE1CZAoycjIvaTZqTGIwOXd3M2dINGM
OWUpvYUsrUThrNmh5VE5PY@44UGpHZTYZV11PVESWUFFGdmphOEJud2crYTBiQnV3RCs4TjZmd21nQ2RXNWEVN
ERKVWUvSjhNY jcwWkk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnM1EveF1sdUpmTGgzdUdRQVhLQNZGNDV
VRE1IU1Z1Zm50L0QvV31@QUNSVVZEDb1FTeXd1bW5qUHBXxRjh1Zz@9PC9kczpTaWduYXRTemVWYWx1ZT48ZHM6S
2V5SW5mbz48ZHM6WDUWOURhdGE+PGRz01g1MD1DZXJ@aWZpY2F@ZT5NSULEMURDQOFyeWdBd@1CQWdIQkNgQU5
CZ2txaGtpRz13MEIBUXNGQURCTk1SQXdEZT1EVIFRRERBZG51Mj1rTFd0aE1Sa3dGd11EVIFRSARCQkI 1M2RwY
m1FZ1UyOXNkWFJIwYjI1ek1SRXdEd11EV1IFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURLV3SGhj Tk
UWXhNREkyTURjMUSETXhXaGNOTVRnd@9ESTINRGMxTkRNeFdqQ1BNUk13RUFZRFZRUUREQWxuYjI5a@xYVnpaW
ET4RTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j JAMWRHbHZ 1bk T4RVRBUEInT1ZCQXNNQ@ZCTFNTMVVSVKSVTVF
zd@NRWURWUVFHRXdKTVZUQ@ONBU@13RFFZSktvik 1odmNOQVFFQk JRQURnZ@VQQURDQAFRbONNZAVCQUXSQTVIU
VpidzNuU2RMcCtCOWNORUNNcFpralE1eFY0Zz1NLzd3bGe5N29DQ2Y3VUVoOUIBMWQrellqe3p2K@IKMWIKW1B
nYW4yMTQOQXZnc29HSmZiN1VIeVZXNGdrbFVnSWwxYXJVdm9uK1drS25zZUZ1UU9mSn1qUAZVRE13bnV2cDBoe
mNKWEhYUmTMZG15aCtuKzZ0TUgwb201dFZvU2ZRenRCYmLDTGVTTVZ6dUQTRVBgMGTIUMNAOTFwTDM4ZTNGT1R
XN@5hR1pMZWV6dUZ1U19xN305M2xMa3ZaNFZBTU5HRAx2SVhPWWVSQLpNeVBocEJaNEwzQThIMAVFbEtXSC8xT
HdpaVhUVFNHMXNNN1d2TVRWYmYydmJkNDduW1JRQTJtU3BOR2pRb3VPQUVYZmVWV1Vxek1DZ2hRQOhSRAIOAVN
MRy9IZnFGSGI0aldnMENBdOVBQWFPQnZEQOJ1VEFPQmdOVkhROEIBZjhFQkFNQ@IrQXdnWWNHQONzROFRVUZCd
@VCQkhzd2VUQTVCZ2dyQmdFRkJRY3dBWV1AYUhSMGNEDb3ZMM116Y3k1dWIZzZHB1bUV1YkhVdmNHdHBMV1poWTN
SdmNua3ZiMk56Y@M5bmIyOWtMV@50TUR3RANDcOdBUVVGQNpBQ2hqQm9IkSFI3T2k4d1pITnpMbTV2ZDIsdV1TN
XNkUz13YTJIrdFptRmpkRz15ZVM5amNuUXZaMj12WkMxal1TNWpjb1F3SFFZRFZSMEICQL1FRk4ycEhELZdQZWZ
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tQ1Q4b1gy0VpoV3kvT@OhKMUTBMEdDU3FHUA11MORRRUIDA1VBQTRIQkFRQkszVk9MaERIV1dLb@AZycmhoV3phZ
GROazZYUXRjd1JvT1BWU3NpL2dPcnpzZE@3MEEZMXhIVHe3WWZMaHBvVkExeG83b3ZIbGRwTGxocXk5bzV3aDI
4AMn1DcHFCVUF0Z3JTa@RHb2crSzdDTDZnVXBybF1pWnVHWNI0ZzJYM2ZIUzIVe3goWkozdE1qNndWZWNERVVXS
VNGZkZUMkVzbTBRWFVuZ@1LRk1s0TVYZ210dz]3eFhiT3pVZURKNERIJUHI2K2T1XNXBvQVdyNk1@c1YrSDIWUSt
aTC9rQm53VOhqUTRPYUdGaXNxWFkvYUgvMVBOQLhBKZE1K11JV2VtSkITdjNrRGFGek9YQUVOU;j1aSThsWUIKY
XJuWTdBeS9hT;jZi0XVHZmZyYm8vaFZBYOwAVORkaGtiQk4zbTh3K2c3NkxvQVh0ZUV1dTAAQS8weExaelVCPCI
kczpYNTA5Q2VydG1maWNhdGU+PGRz01g1MD1DZXJ0aWZpY2FAZT5NSUTENmpDQOFAS2dBdA1CQWdIQkJEQUSCZ
2txaGtpRz13MEJBUXNGQURCTk1SQXdEZ11EV1IFRRERBZH1iMjkwTFdOaE1Sa3dad11EV1IFRSORCQk9iM2RwYm1
FZ1UyOXNkWFIwYjI1ek1SRXdEdT1EVLFRTERBaFFTMGt@OVKVWVFZERUXNQWtHQTFVRUJoTUNURTV3SGhj Tk TUW
XhNREkyTURjMUSETXdXaGNOTVRnd@9ESTINRGMxTkRNd1dqQk 5SNUkF3RGdZRFZRUUREQWRuY j I5a@xXTmhNUmt
3RndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUFrR
OExVUVCaE1DVEZVd2dnRWINQTBHQINxR1NJYjNEUUVCQVFVQUE@SUJEd@F3Z72dFS@OFvSUIBUUN1Ymw1c@tCQ2p
TQjhUTWRhY31teC9XZk9qTVexZ21JalZKUlkyOEpiTldrQ1ZtdHpnbW10Z2hme1BRUGX1ZXUwRFRhbGIEa3]TU
310Q3Z6e1BTR1B3Q0ZPYWhGL243aFFhMUYZVWFIU3hUS31GQzVuT3dkTHp4S1IPM1dqVnRIR1ITWDIrdjFGZ1V
wUXk1RX15K3JzZ1IN6SjUSZFUTWLpkV3BkYURTRHhWVN1EZXIZzRU15Q2JHNy81SD1INRDRZdXpOcGVURLAtTTZjV
VNUMDc5N1hEbGIFeFNUVEJRWEZKQTIrQONzeT1EWG5KYThuejBGRThmbWN2UUhLVTZrOVFicHpHak TkMORXbEU
2bm83VWRDWUQxSDABK3VzQnA1aGhDckFCNjcwTmRvVHIOVGTHTKFGdDRKVDB2aXRqS@hx0UtFSWQ2TGhkY2@yV
Gc5M2REY1dGdEFNTUIBQUdqZ2RRd2dkRXdEZ 11EV1IWUEFRSCICQVFEQWd1QUTFRUdBMVVKSHARNK1EZ3d0cUE
wbORLROTHaDBkSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@IyYVMxbV1XTjBiM@o1TDI0eWIDOX1iMjkwTFdOa
ExtTn1iREINQmdnckJnRUZCUWNCQVFSQU1ENHAQQV1JS3dZQkJRVURNQUtHTUdoMGRIQTZMeT1rYzNNdWItOTN
hVzVoTG14MUwzQnJIhUzFtWVdOMGIZSjVMMk55ZEM5eWIy0TBMVO50TG10eWREQWRCZO5WSFEARUZNUVUrMnRGe
XBOZTNHMjNZUjh5cUJaSW1WV1Mzd1V3RHdZRFZSMFRBUUgvQkFVd@OF3RUIvekFOQmdrcWhralc5dzBCQVFzRkF
BTONBUUVBRSt0dWQwNVhHT@02RkVaSFdUYzgrYm16LzZCMFhRWE41NjRLV@ICaGNoOWk 1R2FkanFwU3NT1dmtuK
3R1THE1bTZDTG8zZTRsWDJIkSjdoc1BBdn1hTHFPSXB6ZzQ5VEdkaWIxbk9CMk83NCt5QWhUOHY5R1pASDFFQOh
YeF1zdX1TRO1LdmQrTDVJakpUaXMzbGwdd1U4Rkh6eVIsTT1IUW53W1ITMDZqRmNKZUdsT2d5WmgrVUxXb1JOR
UV3cU44RFRGMkQWWGInWUIzckN4Q@IqMFBwYUpGenV2RVFxcFV1dV1nMTRSMURKRmFoTHdXxV11TT0Q1Z1BobUE
wSFI0ejNHRjNgSFN6MGk5alhTVE9ZzVWNka3ZVSnkwdE1PbnVqc1VFa2czSDZXZzNsejhUdzNIYzdWMUSIY1itNQ
ZVLNFp2WCsTU115dTArZX13YkZzY@1yWVp3PTO8L2Rz01g1MD1DZXI0aWZpY2FAZT48L2Rz01gTMDLEYXRhPjw
VZHM6S2V5SW5mbz48ZHM6T21qZWNOPjx4YWR1czpRdWFsaWZ5aW5nUH]veGVydG11eyB4bWxuczp4YWR1cz@1ia
HROcDovL3VyaS51dHNpLmIyZy8wMTkwMy92MS4zLjIjI1BUYXInZXQ9IiNpZC1hZmR1NzgyNDM2NDY4ZGQ3NGY
1YjEAMWY3Y2UxMTB1MSI+PHhhZGVZ01NpZ251ZFByb3B1lcnRpZXMgSWQ9InhhZGVzLW1kLWFmZGU30DIOMZYON
jhkZDc@ZWViMTgxZjdjZTEXMGUXIj48eGFkZXMoU21nbmVkU21nbmFAdXI1UHIvcGVydG11cz48eGFkZXMOU21
nbmluZ 1RpbWU+MjAxNy@w0S@yO0FQxMTowOTowNFo8L3hhZGVz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ
2VydG1lmaWNhdGVWMj48eGFkZXM6Q2VydD48eGFkZXM6Q2VydERpZ2VzdD48ZHM6RG1NZXNOTWVAaGIkIEFsZ29
yaXRobT@1iaHRAcDovL3d3dy53My5vemevMjAwMC8wOS94bWxke21nI3NoYTE L z48ZHMO6RG1NZXNAVmMF sdWU+Y
ytWb2hnMGpJY10@VVFTV2VnbENNMGIHT1dzPTwvZHMERG1NZXNOVmF sdWU+PC94YWR1czpDZXIORG1NZXNOPj x
AYWR1czpJe3NTZXITZXIpYWxWMj5NR113VWFSUETFMHhFREFPQmdOVkJBTU1CMmR2Yj JRAFkyRXhHVEFYQmdOV
kJBbO1FRTV2ZDIsdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVkIBc@1DRkIMUTMXxVVIWT1VNUXN3Q1FZRFZRUUd
FdOpNV1FIQkNnPT@8L3hhZGVz0k1zc3V1icINlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZ
XJ0aWZpY2FOZVYyPjwveGFkZXM6U21nbmVkU21nbmF@dXJ1UHIvcGVydG1l1cz48eGFkZXM6U21nbmVkRGFAYU9
iamVjdFByb3BlcnRpZXM+PHhhZGVz0kRhdGFPYmp1Y3RGb3JtYXQgT2IqZWNOUMVmZXI1bmN1PSIjci1pZCOxI
j48eGFkZXM6TW1tZVR5cGU+dGV4dC94bWw8L3hhZGVzO0k1pbWVUeXB1PjwveGFkZXM6RGFOYU9iamVjdEZvem1
hdD48L3hhZGVz01NpZ251ZERhdGFPYmp1Y3RQcm9wZXI0aWVzPjwveGFkZXM6U21nbmVkUHIveGVydG11ez48L
3hhZGVzO1F1YWxpZn1pbmdQem9wZXJ0aWVzPjwvZHM6T2IqZWNOPjwvZHM6U2 1nbmFAdXJ1Pg==",

"digestAlgorithm" : null,

“name" : "xades-detached.xml"

¥
"parameters" : {

"signingCertificate" : null,

"certificateChain" : [ ],

"detachedContents" : [ {
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"bytes" :
"77u/PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZG1luZz@1VVRGLTgiPz4NCjxo0nRhYmx1IHhtbG5z0mg9Imhod
HA6LY93d3cudzMub3InL1RSL2h@bWwOLYI+DQoIPGgbdHI+DQoICTx00nRkPkh1bGxvPC900nRkPgOKCQk8aDp
0ZD5Xb3JsZDwvaDp0@ZD4NCgk8L2g6dHI+DQo8L2g6dGFibGU+",

"digestAlgorithm" : null,

"name" : "sample.xml"

P,
"asicContainerType" : null,
"signaturelLevel” : "XAdES_BASELINE_T",
"signaturePackaging" : null,
"signatureAlgorithm" : "RSA_SHA256",
"digestAlgorithm" : "SHA256",
"encryptionAlgorithm" : "RSA",
"referenceDigestAlgorithm" : null,
"contentTimestampParameters” : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/20@01/10/xml-exc-c14n#"
¥
"signatureTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"
¥
"archiveTimestampParameters" : {
"digestAlgorithm" : "SHA256",
"canonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#"

}

ignWithExpiredCertificate" : false,
"generateTBSWithoutCertificate" : false,
"blevelParams" : {

"trustAnchorBPPolicy" : true,
"signingDate" : 1566540523973,
"claimedSignerRoles" : null,
"policyId" : null,

"policyQualifier" : null,
"policyDescription” : null,
"policyDigestAlgorithm" : null,
"policyDigestValue" : null,
"policySpuri" : null,
"commitmentTypelndications" : null,
"signerLocationPostalAddress" : [ 1],
"signerLocationPostalCode" : null,
"signerLocationlocality" : null,
"signerLocationStateOrProvince" : null,
"signerLocationCountry” : null,
"signerLocationStreet" : null

Response
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HTTP/1.1 200 OK

Date: Fri, 23 Aug 2019 06:08:44 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 10477

{

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiIHNOYWS5kYWxvbmU9Im5vIj8+PGRz0O1NpZ25hd
HVyZSB4bWxuczpkcz@iaHRAcDovL3d3dy53My5vemevMjAwMC8w0S94bWxkc21nIyIgSWQIImlkLWFmZGU30DI
OMzYONjhkZDc@ZWViMTgxZjdjZTExMGUXIj48ZHM6U21nbmVkSW5mbz48ZHM6Q2Fub25pY2FsaXphdGlvbk1ld
GhvZ(BBbGdvem10aG09Imh@dHAGLY93d3cudzMub3InLzIwMDEVMTAveG1sLWVAYy1jMTRuIyIvPjxkeczpTald
uYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzAAL3htbGRzaWe tbWIyZSNyc
2Etc2hhMjU2118+PGRz01I1ZmVyZW5jZSBIZD0B1ci1pZCOxI1BUeXB1PSIi1IFVSSTO1c2FtcGx1LnhtbCI+PGR
z0kRpZ2VzdE11dGhvZCBBbGdvem10aG@9Imh@dHAGLY93d3cudzMub3InLzIwMDEVMDQveG1sZW5j I3NoYTIIN
1IvPjxkczpEaWd1lc3RWYWx1ZT5rYORIT1pqd1poVmZTRGh1aEN1QOVSUM1ZcFRINEpgNFItZ1ZWaTMxUT1nPTw
vZHM6RGTNZXN@VmFsdWU+PC9kczpSZWZ1emVuY2U+PGRz01I1ZmVyZW55ZSBUeXB1PSJodHRwO18vdXJpLmV@c
2kub3InLzAx0TAzITNpZ251ZFByb3B1lcnRpZXMiIFVSSTO1I3hhZGVzLW1kLWFmZGU30DIOMZY@NjhkZDc@ZWV
iMTgxZjdjZTExMGUxIj48ZHM6VHIhbnNmb3Jtcz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRobT@1aHR@cDovL3d3d
y53My5vemevMjAwMS8xMC94bWwtZXhj LWMxNG4j I18+PC9kczpUemFuc2Zvem1zPjxkezpEald1e3RNZXRob2Q
gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAXLzABL3htbGVuYyNzaGEyNTY1Lz48ZHMORGLnZXNGV
mFsdWU+RHp@d@5UbVIvTOFtNi9sTUk4Un1tNXhaUHpJdkxZRHpul2ViWV1rUHNyND@8L2Rz0kRpZ2VzdFZhbHV
1PjwvZHMOUMVmZXJ1bmNTPjwvZHM6U21nbmVk SW5mbz48ZHM6U2 1nbmFAdXI1VmFsdWUgSWQIInZhbHVILWLkL
WFmZGU30DIOMzY@NjhkZDcOZWViMTgxZjdjZTEXMGUxIj5ZQTdzRU50MO44dWZMRkTuS3IzNnIwUHF6TWLZMTE
weysrSUdURVVDMHNwYXhVdjBkSFpNMGQveW4za3BMSkxvVWt INE@zZmxgNVdHbjgza2YwNUIXTTFraHNYNjFHS
nphR1RQR3BtN2FrU1FLaHZvSDI1eX1xVF1YRVNsQmNtMDRpemlLaExNelpqVWZ4NCICMVpIeXN2NXBIQmdKMnI
yb2k2akxveD13dzNnZTRjNF1Kb2FLK1NYazZoeVROT2NOOFBqR2U2M1dZT1ROV1BRRnZqYThCbndnK2EwYkJ1d
0QrOE42ZndpZ@NkVzVhLZzRES1V1LO04ATWI3MFpJOFBvT3puRGRmMaStUUGIpSWVWDUN1bDVtVWIVZZIRL3hZbHV
KZkxoM3VHUUFYS@J2RjQ1bORISFIWZWZuTi9EL1d5dEFDbFVWRGIRU3T3ZW1ualBwcUY4ZWcIPTwvZHMOUZ1nb
mFOdXJ1VmFsdWU+PGRzOkt1eUTluZm8+PGRz01g1MD1EYXRhPjxkczpYNTA5Q2VydG1lmaWNhdGU+TU1IRDFEQ@N
Bcn1nQXdJQkFnSUJDakFOQmdrcWhralc5dzBCQVFzRkFEQk5NUkF3RGdZRFZRUUREQWRUYj I5a@xXTmhNUmt3R
ndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHAZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUF rROE
xVUVCaE1DVEZVd@hoY@5NVF14TURIMk1EYZFORET14V2hj Tk 1UZ3dPREKYTURJMUSETXhXakJQTVIId@VBWURWU
VFEREFsbmIyOWtMWFZ6W1hJeEdUQVhCZO5WQkFvTUVFNXZkMmx TWVNCVGIyeDFkR2x2Ym5NeEVUQVBCZ@5WQkF
zTUNGQkxTUzFVU1Z0VU1TRc3dDUV1EV1FRRAV3SkTWVENDQVNIdORRWUpLb1pJaHZ j TkFRRUICUUFEZ2dFUEFEQ
ONBUWIDZ2dFQkFMUKNVSVFaYnczb1INkTHArQj1jekVDZ3Baa2tRNXhWNGc5TS83d2xn0TdvQ@ONmN1VFaD1CQTF
kK3pZanN6ditCSjFiS1pQZ2FuMjE@NEF2Z3NvROpmYjZVSX1WVzRna2xVZ01sMWFyVXZvbitXa@tuc2VGdVFPZ
kp5alNGVURId251dnAwaHpjSThIWFItTGRteWgrbis2Tk1IMGItNXRWbTNmUXJ0QLZpQ@x1UBTWenVENUVQajB
tSVJjeDkxcEwz0GUzRk5UVzd0YUdaTGV1enVGdVIveTd60TNSTGt2WjRWQU1ORAdMdk1YT111UkJaTX1QaHBCW
JRMM@E4STNFRWxLV@gvMUx3aW1YVFRTRzFzTTZXdk1UVmImMnZ1ZDQ3b1pSUUEYybVNwTkdqUWI1TAFFemZ1V1Z
VcXpJQ2doUUNIUkdPTnVTTEcvSGZxRkhiNGpXZzBDQXdFQUFhT@J2RENCAVRBT@InT1ZIUThCQWY4RUIBTUNCa
OF3Z11jRONDc@OdBUVVGQndFQkIIc3d1VEET1QmdnckInRUZCUWN3QV1ZdGFIUjBjRGI2TDISemN5NXViM2RwYm1
FAWJIIVXZjR3RwTFdaaFkzUnZjbmt2YjJ0emNDOW51Mj1rTFdOaET1Ed@dDQ3NHQVFVRkI6QUNoakJIvZEhSd@9p0
HZaSE56TGO1dmQybHVZUzVzZFM5d2Eya3RabUZqZEc5eWVTOWpjb1F2WjI5d1pDMWpZUzVqY25Rd@hRWURWU B
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PQkJZRUZOMnBIRC83UGVmbUJUOGIYM]j1aaFd5L@9ISjFNQTBHQTNXRTNIYjNEUUVCQ3dVQUEASUIBUUILMTZPT
GhESVZXS29GcnJoaFd6YWRkdGs2WFFAY3dSbe5QV1INzaSInT3I6c2RNNzBBMzFASVR3NT1mTGhwb1ZBMXhvN29
256GxkcExsaHF50W81d2gy0D]5Q3BxQ1VBdGdyU2tER29nK@s3Q0w2Z1VwemxZaVp1R1pydGeyWDNmSFMyVXN4AN
FpKM3RJajZ3VmVjREVVcULTRmZGVDIFc20wUVhVbmdIS@ZNbDk TWGdtdHeyd3hYYk96VWVEZDRESVBydittVzV
wb@FXcjZJdHNWK@gyV1ErWkwva@Jud1dIalNUT2FHRmlzcVhZL2FILzFQAEJYQSsxNStZSVd1bUpCU3Yza@RhR
npPWEFFdFI5Wkk4bF1PSmFyb1k3QXkvYU42Yj11R2ZmemIvL2hWQWNMNFAEZGhrYkJOM204dytnNzZMbOFYTmV
FZXUwNEEvMHhMWnpVQjwvZHMOWDUwOUNTcnRpZm1jYXR1PjxkczpYNTA5Q2VydG1lmaWNhdGU+TUTIRDZqQONBd
EtnQXdJQkFnSUJCREFOQmdrcWhralc5dzBCQVFzRkFEQk5NUkF3RGAZRFZRUUREQWRSY j ISMExXTmhNUmt 3Rnd
ZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZBrdFZFV1RWREVMTUF rROEXV
UVCaE1DVEZVd@hoY@5NVF14TURIMk1EYZFORE13V2hjTk1UZ3dPREKYTURJMUSETXdXakJOTVIBd@RNWURWUVF
EREFkbmIyOWtMV@50TVIrd@Z3WURWUVFLREICT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoU
VMwa3RWRVZUVKRFTE1Ba@dBMVVFQmhNQTRGVXdnZ@VpTUEWR@ONTcUdTSWIZzRFFFQkFRVUFBNE1CRHdBd2dnRUt
BbO1CQVFDYmIsSNXNLQkNQUAI4VETkYWN5bXgvV2ZPak1XMWdpSWpWS1IZMjhKYk5Xa@NWbXR6Z21pdGdoZnIQU
VBsdWVIMERUYWx1RGtyUTN5aEN2enpQUOdQdONGT2FoR19uN2hRYTFGMTVhSFN4VEtyRkM1bk93ZEx6eEtSTzN
XalZeSuUdSU1gya3YxRmZVcFF5NUV5eStyc27Teko10WRVNVpaZFdwZGFEdUR4AV1Z5RGVyMAVIeUNiRzcvNUg5T
UQ@WXV6TnB1VEZXbUB2Y1VTVDA30TZYRGX 1RXhTVFRHUVhGSKEYK@ONDc3k5RFhuSmE4bnowRkU4Zm1jd1FIZVU
2az1RYnB6R2pNZDNEV2xFNm5vN1VkQ11EMUgwNCt1c@IwNWhoQ3JBQjY3MESkb 1Ry T1IRtRO5BRNQAS1Qwdm10a
ktIcT1LRULkNkxoZGNtMLRNnOTNKkRGNXRNRBZ0@1CQUFHamdkUXdnZEV3RGdZRFZSMFBBUUgvQkFRREFNZUFNRUV
HQTFVZEh3UTZNRGd3TnFBMGIES@ANR2gwZEhBNkx50Wt jMO11Ym@A5M2FXNWhMbXgx TDNCemFTMW1ZV@4wY jNKN
UwyTn1iQz15Y;j ISMExXTmhMbU55YkRCTUINZ31CZ0VGQLFjQkFRUKFNRDR3UEFZSUt3WUJCUVVITUFLROTHaDB
kSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@IyYVMxbV1XTjBiMOo1TDI0eWRDOXT1MjkwTFdOaExtTn1kREFKQ
mdOVkhRNEVGZ1FVKzJORnFwTmUzRzIzWVI4eXFCWk1pV1dTM3ZVd@R3WURWU;jBUQVFIL@IBVXdBd@VCL3pBTk]
na3Foa21HOXcwQkFRc@ZBQUIDQVFFQUUr TnVkMDVYRAINNKkZFWkhXVGM4K2Itei82Q3BYUVhONTY@S1dCQmhja
D1pNUdhZGpxcFNzZXZrbit@ZUxxNW@2Q0xvM2UBbFgyZEo3aHNQQXZ5YUxxT@1wemc@OVRHZGTiMW5PQj IPNzQ
reUFoVDh20UZadEgxRUNIWHhZc3V5U0dIS3ZkKOw1SWpKVG1zM2xsNHZVOEZIen1SbE@SSVFud1pSNTA2akZjS
mVHbE9neVpoK1VMV25STkVFd3FOOERUR JEMFhvZ11Cc3IDeENCajBQcGFKRNI1dkVRcXBVdXVZZzE@UjFESkZ
haEx3cVZZUA9IENWdQaG1BMEhSNHozRAYzakhTe jBpOWpYUTRPc1VjZGt2VUp5MHRIT251anNVRWtnMAg2V2czb
Ho4VHczSWM3V;j FOSGIrTUM1SzRad1grNVNZeXUwK2VyN23Ge2NJc11adz@9PC9kczpYNTASQ2VydGImaWNhdGU
+PC9kczpYNTASRGFOYT48L2Rz0k t 1eUluZm8+PGRz0k91amVjdD48eGFkZXM6UXVhbG1meWluZ1Byb3BlcnRpZ
XMgeG1sbnMbeGFkZXMIImh@dHA6LY91emkuZXRzaS5vemevMDESMDMvdj EuMy4yTIyIgVGFyZ2VOPSIjaWQtYWZ
kZTc4MjQzNjQ20GRkNzRTZWIxODFmN2NIMTEWZTE1Pjx4YWR1czpTaWduZWRQcm9wZXJ0aWVzIE1kPSI4YWR1c
y1pZC1hZmR1NzgyNDM2NDY4ZGQ3NGV1YjE4AMWY3Y2UXxMTBIMSI+PHhhZGVzO1NpZ251ZFNpZ25hdHVyZVByb3B
LenRpZXM+PHhhZGVZzO1NpZ25pbmdUaW11Pj IwMTctMDktMjhUMTE6MDk6MDRaPC94YWR1czpTaWduaWsnValtZ
T48eGFkZXM6U21nbmluZ@N1cnRpZmljYXR1VjI+PHhhZGVZz0kN1cnQ+PHhhZGVZz0kN1cnREaWd1c3Q+PGRzOkR
pZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA6LY93d3cudzMub3InLzIwMDAvMDkveG1sZHNpZyNzaGExIi8+P
GRzOkRpZ2VzdFZhbHV1PmMrVm90ZzBqSWNaNFVRU1d1Z2xDZzBvRO5Xcz08L2Rz0kRpZ2VzdFZhbHV1PjwveGF
kZXM6Q2VydERpZ2VzdD48eGFkZXM6SXNzdWVyU2VyaWFsVjI+TUZZd1VhU1BNRTB4RURBT@InT1ZCQUTNQjJkd
mIyUXRZMkVARTRBWEInT1ZCQWINRUUTdmQybHVZU@JUYj J4MWRHDbHZ1bk 14RVRBUEInT1ZCQXNNQOZCTENTMVV
SVk5VTVFzdONRWURWUVFHRXdKTVZRSUIDZz@9PC94YWR1czpJc3N1ZXITZXIpYWxWMj48L3hhZGVz0kN1cnQ+P
C94YWRLczpTaWduaW5nQ2VydG1lmaWNhdGVWM]j48L3hhZGVz01NpZ251ZFNpZ25hdHVyZVByb3B1lenRpZXM+PHh
hZGVz01NpZ251ZERhdGFPYmp1Y3RQcm9wZXI0aWVzPjx4YWR1czpEYXRhT21qZWNORmIybWFOIEYiamVjdFI1Z
mVyZW5jZT@1131taWQtMSI+PHhhZGVz0k1pbWVUeXB1PnR1eHQueGTsPC94YWR1czpNaW11VH1wZT48L3hhZGV
z0kRhdGFPYmp1Y3RGb3JtYXQ+PC94YWR1czpTaWduZWREYXRhT2JqZWNOUHIvcGVydG11cz48L3hhZGVz01NpZ
251ZFByb3B1cnRpZXM+PHhhZGVZz01Vuc21nbmVkUHIvcGVydG11cz48eGFkZXMbVW5zaWduZWRTaWduYXR1emV
Qem9wZXJ0aWVzPjx4YWR1czpTaWduYXR1emVUaW11U3RhbXAgSWQII1RTLWI10GIKNDABLTZ1ZjAtNDc5251hZ
DhiLTg2ZDUyNDgwYjJkYyI+PGRzOkNhbm9uaWNhbG16YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwO18vd3d
3LnczLm9yZy8yMDAxLzEwL3htbC11eGMtYzE@biMiLZz48eGFkZXMORWSjYXBzdWxhdGVkVGLtZVNOYWTwIELKP
SJFVFMtYmI4YmQOMDQtNmImMCOONzT1LWFkOGItODZKNTIOODBiMmRjIj5NSUTHYOFZSktviwk1odmNOQVFjQ29
JSUdZVENDQmwwQOFRTXhEekFOQmdsZ2hrZ0JaUUTFQWdFRKFEQn1CZ3NxaGtpRz13MEIDUkFCQktCakJHRXdYd
01CQVFZREtnTUVNREV3RFFZS11JWk1BV1VEQkFJQkJRQUVITHBORMIAYNRCOWLpSW1SSE4wZXI0ZHdXKTh1M@h
1a2sxVnFEeHI4Q111MOFoRUESUEpHUTREZZVCLZVPc1pWbkY@OT3V4Z1BNakFATTRBNE1qTXd0akEATKRSYWIIS
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URjakNDQTIQd2dnS1dvQU1DQVFIQOFXUXdEUV1KS29aSWh2Y@5BUUVMQLFBd1ZURVINQL1HQTFVRUF3d1BjM1Z
zWmkxemFXZHVaV1F@ZEhOaE1Sa3dGd11EVIFRSORCQkI iM2RwYm1FZ1UyOXNKWFIwYjI1ek1SRXdEdT1EVLIFRT
ERBaFFTMGt@VKVWVFZERUxNQWtHQTFVRUJoTUNUR1V3SGhjTk1UZ3dPVE13TURjeE16STIXaGNOTWpBd@56SXd
NRGN4ATXpJIM1dqQ1ZNUmd3RmdZRFZRUUREQT16W1d4bUxYTnBaMjVsWkMxMGMyRXhHVEFYQmdOVkIBbO1FRTV2Z
DJsdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVk JBc@1DRkIJMUTMxVVIWTLVNUXN3Q1FZRFZRUUdFd@pNV1RDQOF
TSXdEUV1KS29aSWh2Y@5BUUVCQLFBRGANRVBBRENDQVFvQ2dnRUIBTUFaR11Yd2ZxQUkvRE9FdkYzankvK1UTL
ZN1SjVFRKVQRWIrL24xeStiVkI5dE@xeHBmbEMyUXdEUEZFKzdzWUgxVkxRZXYwTF1pSmimNmp5NEQ4W RSMTV
wc3BhSmNWWkpHN2020DRHM21DcWpVNmIKTO5hUk tmVmVaK@o4am1GVmIyUnhhSmpyY2pzUW9rbHVCYR11TFVXW
G92WTBDTDJIGMWdqRVpKd29nQ@dwUndWWU1ab@R1UkVmaS9oWm1MR2xNbnV6SWRQNkpUUUZ1K3Nabk5zUkZt0H]
aSHB1V1BaQkVIL1RzV2pyUGhoOU11eTRab1FjWWIOU2xIelRrdCtBKA5SWRjRhK1ZESj11cWo10XNUa2ZKdUs3M
XZ6TUUybH1LcWx1dHBhTEtKemx3NDVobXZrSk1oSE1PLAc5Mno5SDBXdVhaQWtMQkg1amQrNjJ2SWxVQOF3RUF
BYU5KTUVjd@RnWURWUjBQQVFIL@IBUURBZ2VBTUJZROEXVWRKUUVCL3dRTU1Bb@dDQ3NHQVFVRkI3TULNQ]jBHQ
TFVZERNUVACQ1JuZ2NkaV16ZWhJIbDBFMU1ZYkgwdWIOTXZ6bGpBTkIna3Foa21HOXcwQkFRc@ZBQUIDQVFFQWp
IRnpjY3ATNzRBOFMTRThWAXFWQjhPSzFWaGovb21IbENNM2ZqK2FGOFMzdGZPa1BUZWFFVTVsemFLMGRZditic
XNOUU1pVHZBdzhaUjZWbVdvMDI6Mks@R29uU3VKWXNIeH1Sc2swN1ISZFRscCIVAEpFc@YXWINXUj15NnhMSTY
0KzZpK1hVNnMzSEImVmwx SURPNXZJSE5NbnoybmhqY@VnM@VjZHNSaVNCc@1pVnZYWTZOMy8rbE1TWWImUTHQR
2hzNjg1cTRITWU2R1ZKemt ZRTZITFBMMESPYUVQSERaTk9PRDF5TZzVRNHAQaGhnY@d4Z20]3emRQV;j I0ZW8zYn]
uWndGOFUyaTdJVET1ReTVXOVdtR1MvWEIMaExycS9Ybko10TerZHY3Q21CMAcrd31uZTFZdk5DSzgveW5Z0V1Kd
DJIxaXY4dkFQNk9GY1REbHpBekdDQWxzd2dnS1hBZ@OVCTUZvd1ZURVINQLTHQTFVRUF3d1BjM1ZzWmkxemFXZHV
aV1FOZEhOaE1Sa3dGd11EVIFRSORCQkI iM2RwYmTFZ1UyOXNKWFIwYjI1ek1SRXdEd11EVIFRTERBaFFTMGtOV
kVWVFZERUXNQWtHQTFVRUJoTUNURTVDQVdRdORRWUpZSVpIQVdVREIBSUICUUNNZ 2RNd@dnWUpLb1pJaHZ j TkF
Ra@RNUTBHQ31xRTNJYjNEUUVKRUFFRU1Cd@dDU3FHUATiMORRRUpCVEVQRncweE9UQTRNak 13TmpBNESEUmMFNQ
zBHQTNXR1NJYjNEUUVKTKRFZ@1CNHAEUV1KWU1aSUFXVURCQU1CQLFDaERRWUpLb1pJaHZ j TkFRRUXCUUF3THd
ZSktvWk1odmNOQVFrRU1TTSUVISG50R1I2M1ZYRGLCVELqd1RRTUZVN1BDMNdBc@1XVVNXSCs1bjZ@SDE3dOTEY
0dDeXFHUOTiMORRRUpFQU12TVNnd@pqQWtNQO1FSUdZMDRYdFpleVASUORaRTFYM11UTHg5NjRmajNYKThRSES
yd1RiWk1sVnRNQTBHQTNxRTNJYjNEUUVCQ3dVQUIISUIBQkVRTAxmSi9VdkVsRTNIYmwyc@ppZUNOemNWZVF4R
UTFNF1IZDYwVEtFOWIrb@VWRndpcUNDNW1jMTINaWx@czFZbG1ORCs5a1Vtc1hTYk82aytsemZNOFRReGdkRGN
1bmo4aUZTei9xcGdMUURIdm9a0Vk1TWIqRWINeEVYSzMwWVg2SGg3ZVFwbGN5b1VUe TNTUkUrOUx jdHhSV1MyU
XVyWEpTNThPV3N2WWNYVmUwYUJ@OEUWNFppW1p1Z2Gh4Y1p4ZGT1yVThDcINMQThUU29FOTRYaGI5eVBvcXJJZDN
XZjBhbHpoRHVWR@MwckNoQW@2Mk@@NWY TR3RHRUF 1YkNYcmQzaHRTcGN2eUtLRXF5UFRDdUxpck FnN1ThVRANTR
W5Ld27ReUxkbXE2UkNQdkFQbGdONXAvZ11CRU14aE02QmIQbGx3bkNnUTNObHIOSKNPdV13PTwveGFkZXM6RWS
jYXBzdWxhdGVkVG1tZVNOYWIwPjwveGFkZXM6U21nbmFAdXI1VGTLtZVNOYWIwPjwveGFkZXM6VW5zaWduZWRTa
WduYXR1cmVQem9wZXJ0aWVzPjwveGFkZXM6VW5zaWduZWRQemIwZXI@aWVzPjwveGFkZXM6UXVhbG1meWluZ 1B
yb3B1lenRpZXM+PC9kczpPYmp1Y3Q+PC9kczpTalWduYXR1emU+",
"digestAlgorithm" : null,
“name” : "xades-detached-extended-xades-baseline-t.xml"

}

Timestamp document

The method allows timestamping of a provided document. Available for PDF, ASiC-E and ASiC-S
container formats.

Request

POST /services/rest/signature/one-document/signDocument HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2842
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"timestampParameters" : {
"digestAlgorithm" : "SHA512",
"canonicalizationMethod" : null,

"timestampContainerForm" : "PDF"
}
"toTimestampDocument" : {

"bytes" :

"JVBERi10xLjYNJelLjz9MNCjExIDAgb2JqDTw8L@xpbmVheml6ZWQgMSIMIDQAODAVTYAxMy9FIDc2NCIOIDEVY
CABNTc3LOggWyABMzEgMTMxXT4+DWVuZG91agdgICAgICAgICAgICAGICAgICAgICAgDQoxNCAWIGI1agl8PCI
EZWNvZGVQYXJtczw8LONvbHVtbnMgMy9QcmVkaWNOb3IgMTI+P19GaWx0ZXIvRmxhdGVEZWNvZGUvSURbPDVGR
UVEN@UwWNj FCRTc@ONDA4MTI50EE3MOUWREM3NZZCPjw30EI2REQzNUIyRThFMjQA0DIENZhCQAY5NZQ2MTc40D5
dLO1uZGV4WzEXIDVdLO1uZm8gMTAgMCBSLOX1bmd@aCAzMCIQcmV2IDQTNZgvUm9vdCAXMiAwIFIvU216ZSAXN
19UeXB1LThSZWYvV1sxIDIgMF@+PnN@cmVhbQOKaN51YmQQYGIgUmIiYPBhYvj3jYmBORogwAARMAK8DQp1bmR
zdHITYWONZW5kb2IqDXNOYXJ0eHI1ZgOKMAOKISVFTAYNCi1AgICAgICAgDQoxNSAwIGY1ag@8PCIGaWxAZXIVR
mxhdGVEZWNvZGUvSSA3Ny9IMZW5ndGggNDcvTyA2MSITIDM2Pj5zdHI1YWONCmjeYmBgYASi3wwgUMeACVgY0JB
4 FAMVwvkMP2BCt4DK2cQ1lIbyjwMEGAC77QTeDQp1bmRzdHI1YWONZW5kb2IqDTEYIDAGb2IqDTw8LAT1dGFkY
XRhIDIgMCBSL@91dGxpbmVzIDYgMCBSL1BhZ2VzIDkgMCBSL1R5¢cGUVQ2FOYWxvZz4+DWVuZG91iagdxMyAwIG9
1ag08PC9DcmIwQmI4WzAuMCAWL jAgNFEYLjAgNzkyLjBdLOT11ZG1hQmI4WzAuUMCAWL jAgNEYLjAgNzkyL jBdL
1BhemVudCA5SIDAQU19SZXNvdXJjZXM8PD4+L1IvdGFOZSAwLTR5cGUVUGFNZT4+DWVuZG91agdxIDAgb21gDTw
8L0ZpbHR1c19GbGFAZUR1Y29kZS9GaXJzdCAXNCIMZW5ndGggMTI4L@4gMy9UeXB1LA91alN@bT4+c3RyZWFtD
Qpo3jJTMFAWVzCxVLBQsDRWsLHRd84vzStRMNR3yywqlLgFKGSgEG fskwpkh1QWp+vb61ITmZeanFdnZADY5ArSC
ZgMSi1VKBOM41yzIKcVA2f1INS1VIXg1MySVE2wWpdoQ20wfERKkFMhiSyOFvNKenFj9YH33/3B80zuAAAMA2NONU
QOKZW5kc3RyZWFtDWVuZG9iag@yIDAgb21qDTw8LAx1bmd@aCAzMTcTLINTYNR5cGUVWE TMLTR5cGUVTWVAYWR
hdGE+PnN@cmVhbQOKPD94cGFja2VAIG6I1Z21uPSLvu781IG1kPSIXNUOWTXBDZWhpSHpyZVN6T1Rjemt jOWQiP
z4KPHgbeG1wbWV@YSB4bWxuczp4PSIhZG9iZTpuczptZXRhLyIgeDp4bXB0az@iQWRvYmUgWETQIENvemUgNS4
OLWMwMDYgODAuMTU50DITLCAYMDE2LZzA5LzE2LTAZOjMx0jA4ICAgICAQICA1PgogICA8cmRmOTIER1B4bWxuc
zpyZGY9Imh@dHA6LY93d3cudzMub3InLzE50TkvMDIvMj ItcmRmLXN5bnRheCTucyMiPgogICAgICA8cmRmOkR
Lc2NyaXB0@aW9uIHIkZjphYm91dDO119ogICAgICAgICAgICBAbWxuczp4bXA9Imh@dHA6LYYucy5hZGI1ZS55b
20veGFwLzEuMC81CiAgICAgICAgICAgIHhtbG5z0mRjPSJodHRwO18vcHVybC5vemevZGMyZWx 1bWVudHMvMS4
xLyIKICAgICAGICAgICAgeG1sbnM6eGTwTUA9ImhOdHAGLYucy5hZG91ZS5jb20veGFwLzEuMCItbS8iCiAgI
CAgICAgICAgIHhtbG5z0nBkZj01aHRAcDovL25zLmFkb2I1LmNvbSIwZGYvMS4zLyI+CiAgICAgQICAgIDX4bXA
6TW9kaWZ5RGFOZT4yMDEALTAZLTASVDEY0jAx0jUOKZzAX0jAwPCI4bXA6TWIkaWZ5RGFAZTAKICAGICAGICAGP
HhtcDpDemVhdGVEYXR1Pj IwMTgtMDMtMDTUMTI6MDEOMZE rMDE6MDASL3htcDpDemVhdGVEYXR1PgogICAgICA
gICA8eG1wOk11dGFkYXRhRGFOZT4yMDEALTAZLTASVDEY0jAX0jUOKZzAX0jAWPCI4bXA6TWVAYWRhdGFEYXRTP
gogICAgICAgICA8eGTwOkNyZWFOb3JUb29sPkFkb2J1IEFjcm91YXQgUHIVIDEXL jAuMjM8L3htcDpDemVhdG9
yVG9vbD4KICAGICAGICAGPGRjOmZvemThdD5heHBsaWNhdGlvbi9wZGY8L2RjOmZvemThdDAKICAGICAGICAGP
HhtcETNOkRvY3VtZW50SUQ+dXVpZDo5NWZ jN2FhN102NjgxLTQIM2EtODN1Zi1hYmExYTM2ZTM10GY8L3htcE1
NOkRvY3VtZW50SUQ+CiAgICAgICAgIDx4bXBNTTpIbnNAYWS5)ZULEPNV1aWQ60TZjZDEAZjQtYjVmYSOA0DUXL
Tg1ZmUtZGI5ZGY@ZDIyZTgzPC94bXBNTTpIbnNAYW5)ZU1EPgogICAgICAGICA8cGRMO1BYb2R1Y2VyPkFkb2]
LIEFjem91YXQgUHIVIDEXL jAuMjM8L3BkZjpQemIkdWN1cj4KICAgICAGPCIyZGY6RGYVZY3IpcHRpb24+CiAgl
DwvemRmO1JERj4KPC940nhtcG11dGE+CiAgICAgICAgICAGICAgICAGICAgICAgICAGICAgICAGICAGICAGICA
gICAgICAgICAQICAgICAgICAGICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGQICAGICAgICAGICAKICAGI
CAgICAgICAQICAQICAGICAGICAQICAGICAGICAGICAGICAGICAGQICAGICAGICAGQICAGQICAGICAGICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAgICAgICAgICAgIA0gICAgICAgQICAGICAgICAGQICAGICAgICAGICAgICAGI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAGICAGICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgCiAgICAgICAgICAgICAgICAgICAQICAGICAgICAQICAQICAGICAQICAGICAGICAGQICAGICAGICAQICAGI
CAgICAgICAgICAgICAgICAGICAgICAgICAGICAgICAQICAgICAgICAKICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAQICAQICAQICAQICAGICAQICAGICAQICAQICAQICAQI
CAgICAgICAgICAgIA0gICAgICAgICAgICAGICAgICAGICAgICAgICAGICAgICAQICAGICAgICAGICAGICAGICA
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gICAgICAgICAGICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAgCiAgICAgICAGICAgICAGI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAGQICAGICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAKICAGICAGICAgICAGQICAgICAgICAGICAgICAGQICAGICAgICAGICAGICAQI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAQICAGICAGICAGQICAGICAGICAGQICAGICAGICAGIA0gICAGICA
gICAgICAgICAGICAgICAgICAGICAgICAgICAgICAgICAGQICAgICAgICAGICAgICAGQICAGICAgICAGICAGICAGI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAQCiAgICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAGICAGICAQICAGICAQICAGICAGICAQICAQICAQICAQICAQI
CAKICAgICAgICAgICAgICAGICAgICAgICAGICAgICAQICAgICAgICAGQICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAgICAGICAgIA0gICAQICAGICAGICAQICAGICAGICAQICAQI
CAgICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAgCiAgICAgICAgICAgICAQICAQICAgICAQICAQICAQICAQICAQICAQICAQICAQICAQICAQICAQI
CAgICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAKICAGICAgICAGICAGICAGICA
gICAgICAgICAGICAgICAgICAGICAgICAGICAGICAgICAGICAgICAgICAGICAgICAGICAGICAgICAGICAgICAQI
CAgICAQICAQICAQICAGICAgIA0gICAGICAGICAGICAGICAGICAGQICAGICAGICAGQICAGQICAGQICAGQICAGICAQICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAGICAQICAQICAGICAQICAGICAGICAQICAQCiAgICAgICAQI
CAgICAQICAQICAQICAGICAGICAQICAGICAGICAQICAGICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAgICAGICAKICAgICAGQICAgICAQICAGICAgICAGICAGICAgICAGICAGICAGI
CAgICAQICAQICAGICAGICAGICAGICAGICAGICAGICAGICAGICAGICAGICAGQICAGICAGICAGICAGICAGICAGIAD
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAGICAGICAQICAGICAQICAGICAGICAQICAQICAQICAQICAQI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAGICAQICAQCiAgICAGQICAGQICAGQICAGQICAGQICAGQICAGICAGICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAgICAQICAQICAQICAQICAGICAQICAQICAGICAQICAQICAQI
CAgICAgICAKICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAQICAQICAQICAQICAQICAQICAQICAQICAQICAGICAgIA0gICAQICAGICAGQICAQICAQICAGI
CAgICAQICAKPD94cGFja2V@IGVuZD@1dyI/PgOKZW5ke3RyZWFtDWVuZG9iag@zIDAgb21qDTw8LAZpbHR1C19
GbGFOZUR1Y29kZS9GaXJzdCABLOx1bmd@aCABOSIOIDEVVHIWZSIPYmpTdGO+PnNAcmVhbQOKaNbyVDBQsLHRd
84vzStRMNT3zkwpj jY@BgoGxeqHVBakbgckpqeW29kBBBgA4DUL rw@KZW5ke3RyZWFtDWVuZG91ag@@IDAgh2]
qDTw8LOZpbHR1c19GbGFAZUR1Y29kZS9GaXIzdCA1LOx1bmd@aCAXMDYvTiAxL1R5cGUvT2IqU3RtPj5zdHILY
WONCmjeMjRQMFCwsdF3LkpNLMnMz3NILEnVcLEyMjCOMDA2sDQEMowNtQOMTQOMTDURqVKLNBXT8pNSFRy T /K
TEksUAoryFQwN9Qz03jIw19X3zU7CYYWoCNwOoOqUAORWTIXZ2AAEGABY rKRQNCmVuZHN@cmVhbQ11bmRvYmoNN
SAwIG91ag@8PCIEZWNvZGVQYXItczw8LONvDbHVtbnMgNCIQemVkaWNOb3IgMTI+P19GaWx@ZXIvRmxhdGVEZWN
vZGUvSURbPDVGRUVEN@UWNj FCRTcONDA4MTI50EE3MOUWREM3NZZCPjw30EI2REQZNUIYRThFMjQA0DIENZACQ
0Y5NzQ2MTc40D5dLOTuZm8gMTAgMCBSLOX1bmd@aCA@OCISb290IDEYIDAQUi9TaXplIDEXL1R5cGUVWFITZi9
XWzEgMiAxXT4+c3RyZWFtDQpo3mJiAAImRqY/DEwMjPeABOSWEKsXSDAcBAq81wexGBhhBNM/IMHIABBgALdBB
hONCmVuZHNOcmVhbQ11bmRvYmoNec3RhenR4cemVmDQoxMTYNCiUTRU9GDQo=",
"digestAlgorithm" : null,
"name" : "sample.pdf"
}
}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
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Transfer-Encoding: chunked
Content-Length: 1769

{

"bytes":
"JVBERi1@xLjYNJeljz9IMNCjExIDAgb23qDTw8L@xpbmVhecml6ZWQgMSIMIDQ40DAVTYAxMy9FIDc2NCIOIDEVV
CAONTc3LOggWyAOMzEgMTMxXT4+DWVuZG9i1agdgICAgICAgICAgICAgICAGICAgICAgDQoxNCAWIGY1agl8PC9
EZWNvZGVQYXJtczw8LONvbHVtbnMgMy9QcmVkaWN@Ob3IgMTI+Pi9GaWx0ZXIvRmxhdGVEZWNvZGUvSURbPDVGR
UVEN@UwWNj FCRTcONDA4MTI50EE3MOUWREM3NZZCPjw30EI2REQzNUTIyRThFMjQO0DIENZhCQAY5NZQ2MTc40D5
dLO1uZGVAWZEXIDVALO1uZm8gMTAgMCBSLOx1bmd@aCAzMCIQcmV2IDQTNzgvUm9vdCAxMiAwIFIvU216ZSAxXN
19UeXB1LThSZWYvV1sxIDIgMF@+PnN@cmVhbQoKaN51YmQQYGIgUmIiYPBhYvj3jYmBORogwAARMAK8DQp1bmR
zdHITYWONZW5kb2JqDXN@OYXJ0eHI1ZgOKMAOKISVFTAYNCi1AgICAgICAgDQoxNSAwIGY1ag@8PCIGaWxAZXIVR
mxhdGVEZWNvZGUvSSA3NyIMZW5ndGggNDcvTyA2MSITIDM2Pj5zdHI1YWONCmjeYmBgYASi3wwgUMeACVgY0IB
43 FAMVwvkMP2BCt4DK2cQ1lIbyjwMEGAC77QTeDQp1bmRzdHI1YWONZW5kb21qDTEYIDAgb21qDTw8LAT1dGFkY
XRhIDIgMCBSL@91dGxpbmVzIDYgMCBSL1BhZ2VzIDkgMCBSL1R5cGUVQ2FOYWxvZz4+DWVuZG9iagdxMyAwIG9
1ag08PC9IDcmIwQmI4WzAuMCAWL jAgNFEYLjAgNzkyLjBALBT11Z61hQmI4WzAuMCAWL jAgNEYLjAgNzkyL jBdL
1BhcmVudCASIDAgUi19SZXNvdXJjZXM8PD4+L1IvdGFOZSAWLTR5cGUVUGFNZT4+DWVuZG91ag@xIDAgb2IqDTw
8L0OZpbHR1c19GbGFAZUR1Y29kZS9GaXIzdCAXNCIMZW5ndGggMTI4L@4gMy9UeXB1LA91alNObT4+c3RyZWFtD
Qpo3jJTMFAWVzCxVLBQsDRWsLHRd84vzStRMNR3yywglLgFKGSgE6fskwpkh1QWp+v61JTmZeanFdnZADY5ArSC
ZgMSiVKBOM41iyzJKcVA2f1INSiVIXgTMySVE2wWpdoQ20wfERKFMhiSyOFvNKenFj9YH33/IB80zuAAAMA2NONU
QOKZW5kc3RyZWFtDWVuZG91ag@yIDAgb21qDTw8LOx1bmd@aCAzMTcTLINTYNR5cGUVWE TMLTR5cGUVTWVAYWR
hdGE+PnN@cmVhbQOKPD94cGFja2VAIGI1Z21uPSLvu781IG1kPSIXNUOWTXBDZWhpSHpyZVN6T1Rjemt jOWQiP
z4KPHgbeG1wbWV@YSB4bWxuczp4PSIhZG91ZTpuczptZXRhLyIgeDp4bXB0az@iQWRvYmUgWETQIENvemUgNS4
OLWMwMDYgODAuMTUS0DITLCAYMDE2LZzA5LzE2LTAZOjMx0jA4ICAgICAGICA1PgogICA8cmRmO1IER1B4bWxuc
zpyZGY9Imh@dHA6LY93d3cudzMub3InLzE50TkvMDIvMj ItcmRmLXNSbnRheCTucyMiPgogICAgICA8cmRmOkR
Lc2NyaXB0@aW9uIHIkZjphYm91dDO1I1gogICAgICAgICAgICBAbWxuczp4bXA9Imh@dHA6LYYucy5hZGI1ZS55b
20veGFwLzEuMC81CiAgICAgICAgICAgIHhtbG5Zz0mRjPSJodHRWO18vcHVybC5vemevZGMyZWx1bWVudHMyMS4
xLyIKICAgICAgICAgICAgeG1sbnMbeGTwTUA9ImhOdHAGLYIucy5hZG91ZS5)b20veGFwlzEuMCItbS81CiAgI
CAgICAgICAgIHhtbG5z0nBkZj01aHRAcDovL25zLmFkb2]1LmNvbSIwZGYvMS4zLyI+CiAgICAgICAGIDx4bXA
6TWI9kaWZ5RGFOZT4yMDEALTAZLTASVDEY0jAX0jUOKZzAX0jAWPCI4bXA6TWIkaWZ5RGFOZTAKICAGICAGICAGP
HhtcDpDemVhdGVEYXR1Pj IwMTgtMDMtMD1UMT I6MDE6GMZE rMDE6MDASL3htcDpDemVhdGVEYXR1PgogICAgICA
gICA8eG1wOk11dGFkYXRhRGFOZT4yMDEALTAZLTASVDEY0jAx0jUOKZzAX0jAWPCI4bXA6TWVAYWRhdGFEYXRTP
9ogICAgICAgICA8eGTwOkNyZWFOb3IUb29sPkFkb2JI1IEFjem91YXQgUHIVIDEXL jAuMjM8L3htcDpDemVhdG9
yVG9vbD4KICAGICAGICAGPGRjOmZvemThdD5heHBsaWNhdGlvbi9wZGY8L2RjOmZvemThdD4KICAGICAGICAGP
HhtcETNOkRvY3VtZW50SUQ+dXVpZDo5NWZ jN2FhN102NjgxLTQIM2EtODN1Z11hYmExYTM2ZTM10GY8L3htcE1
NOkRvY3VtZW50SUQ+CiAgICAgICAgIDx4bXBNTTpIbnN@AYWS5jZULEPnV1aWQ60TZjZDEAZjQtYjVmYSOA0DUXL
Tg1ZmUtZGI5ZGY0ZDIyZTgzPC94bXBNTTpIbnNOYWS5)ZU1EPgogICAgICAgICA8cGRmO1BYb2R1Y2VyPkFkb2]
LIEFjem91YXQqUHIVIDEXL jAuMjM8L3BkZjpQem9IkdWN1cj4KICAgICAgPCIyZGYORGYZY3IpcHRpb24+CiAgl
DwvemRmO1JERj4KPC940nhtcG11dGE+CiAgICAgQICAGQICAGICAGICAGICAGICAGICAGQICAGICAGICAGICAQICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAQICAgICAQICAQICAQICAQICAQICAQICAQICAQICAQICAKICAQI
CAgICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAgICAgICAQICAgICAQICAgICAgIA0gICAgICAQICAQICAQICAQICAQICAQICAQICAQICAGI
CAgICAQICAQICAQICAQICAQICAGICAGICAGICAGQICAGICAGQICAGQICAGICAGQICAGQICAGQICAGQICAGQICAGICAQICA
gICAgCiAgICAgICAgICAgICAgICAgICAQICAGICAGICAQICAQICAGICAQICAGICAGICAGICAGICAGICAQICAGI
CAgICAQICAQICAQICAGICAQICAGICAGICAGICAGICAGICAGICAGQICAKICAGICAGQICAGICAGICAGICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGQICAGICAgICAGICAgICAGI
CAgICAQICAQICAgIA0gICAGICAGICAGICAGICAGICAGICAGICAGQICAGICAGQICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAgICAQICAQICAGICAQICAGICAQCiAgICAQICAGICAQICAGI
CAgICAgICAgICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAgICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAgICAgICAgICAKICAQICAQICAgICAQICAQICAGICAQICAGICAQICAGICAQICAQICAQICAQI
CAgICAgICAgICAgICAgICAGICAgICAQICAGICAgICAGICAgICAgICAGICAgICAQICAGICAgICAgIA0gICAgICA
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gICAgICAgICAGICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAGICAGICAgICAGICAGICAGI
CAgICAQICAQICAQICAGICAGICAQICAGICAGICAQCiAgICAGICAGQICAGQICAGQICAGQICAGQICAGQICAGQICAGICAGICA
gICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGQICAgICAgQICAGICAgICAGQICAGICAgICAGICAGICAGI
CAKICAQICAQICAQICAGICAGICAQICAGICAGICAQICAGICAGICAQICAGQICAGICAGQICAGICAGQICAGICAGICAQICA
gICAgICAgICAQICAgICAgICAGICAgICAGICAgICAgICAGQICAgIA0gICAGICAgICAGQICAGICAgICAGICAgICAGI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAGICAGICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAgCiAgICAgICAgICAgICAgICAgICAGICAQICAQICAQICAQICAGICAGICAGICAGICAGICAQICAQI
CAgICAgICAQICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGQICAgICAKICAGICAgICAGICAGICAGICA
gICAgICAgICAgICAgICAgICAgICAgICAQICAgICAgICAQICAQICAQICAQICAGICAQICAQICAGICAQICAQICAQI
CAgICAgICAgICAgICAgICAgIA0gICAgICAgICAgICAGICAgICAgICAGICAgICAQICAGICAgICAGICAGICAGICA
gICAgICAgICAQICAQICAQICAQICAQICAQICAQICAQICAQICAQICAQICAQICAGICAQICAQICAQCiAgICAQICAQI
CAgICAQICAQICAQICAQICAGICAQICAGICAGICAGICAGICAGICAGQICAGICAGQICAGQICAGQICAGQICAGQICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAgICAGICAKICAgICAGQICAgICAQICAGICAgICAGICAGICAgICAGICAgICAQI
CAgICAgICAQICAQICAGICAGICAGICAGICAGICAGICAGICAGICAGQICAGICAGICAGICAGICAGICAGICAGICAGIAD
gICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGQICAgICAgICAGICAgICAGICAGICAgICAGICAGICAGI
CAgICAQICAQICAQICAGICAGICAGICAGICAGICAQICAGICAQCiAgICAGICAGICAGQICAGICAGICAGICAGICAQICA
gICAgICAgICAGICAgICAgICAGICAgICAGICAgICAgICAGICAgICAgICAGICAgICAGQICAGICAgICAGICAGICAGI
CAgICAQICAKICAQICAGICAGICAGICAGICAGICAQICAQICAGICAGQICAGICAGICAGQICAGQICAGQICAGICAGICAQICA
gICAgICAgICAgICAgICAgICAgICAgICAgICAGICAGICAQICAQICAGICAgIA0gICAgICAGICAGICAGICAQICAQI
CAgICAgICAKPD94cGFja2V@IGVuzDAidyI/PgOKZW5ke3RyZWFtDWVuZG9iag@zIDAgb21qDTw8LAZpbHR1C19
GbGFOZUR1Y29kZS9GaXJzdCAOLOx 1bmd@aCABOSIOIDEVVHIWZSIPYmpTdGOA+PnNAcmVhbQ@KaNbyVDBQsLHRd
84vzStRMNT3zkwpjjY0OBgoGxeqHVBakbgckpqcW29kBBBgA4DUL rw@KZW5kc3RyZWFtDWVuZG9iago@IDAgb2]
qDTw8LOZpbHR1c19GbGFAZUR1Y29kZS9GaXJzdCATLOXx1bmd@aCAXMDYvTiAxL1R5¢cGUVT2IqU3RtPj5zdHIY
WONCmjeMjRQMFCwsdF3LkpNLMnMz3NILEnVcLEyMj COMDA2sDQEMowNtQOM1QOMTDUhqVKLNBXT8pNSFRy T /K
TEksUAoryFQwN9Qz03jIw19X3zU7CYYWoCNwOoOqUAORWTIXZ2AAEGABYrKRQNCmVuZHN@cmVhbQ11bmRvYmoNN
SAwIG91ag@8PCIEZWNvZGVQYXItczw8LONvDbHVtbnMgNCIQemVkaWNOb3IgMTI+P19GaWx@ZXIvRmxhdGVEZWN
vZGUvSURbPDVGRUVEN@UWNj FCRTc@ONDA4MTI50EE3MAUWREM3NZZCPjw30EI2REQzNUIYRThFMjQA0DIENZACQ
0Y5NzQ2MTc40D5dLOTuZm8gMTAgMCBSLAX 1bmd@aCAAOCISb290IDEYIDAQU19TaXplIDEXL1R5cGUVWFI1Z19
XWzEgMiAxXT4+c3RyZWFtDQpo3mJiAAImRqY/DEwM;jPeABOSWEKSXSDAcBOq81wexGBhhBNM/IMHIABBGALdBB
hONCmVuZHN@cmVhbQ11bmRvYmoNc3RhenR4emVmDQoxMTYNC1UTRU9GDQoNC jEyIDAgb23qCjw8Ci9NZXRhZGF
0YSAyIDAgUgovT3V@ObGLuZXMgNiAwIFIKL1BhZ2VzIDkgMCBSCi9UeXB1ICIDYXRhbGINCi19BY3IvRmIybSASP
AovRm11bGRzIFsxNiAwIF]dCi9TaWdGbGFncyAz(j4+(Cj4+CmVuZG9iagoxNiAwIG9iago8PAovR1QgL1NpZwo
vVH1wZ SAvQW5ub3QKLTN1YnR5¢cGUgL1dpZGd1dAovRiAxMzIKL1QgKFNpZ25hdHVyZ TEPCi9WIDE3IDAgUgovU
CAxMyAwIFIKL131Y3QgWzAuMCAwLjAgMC4wIDAUMFOKLOFQIDwWSCi90IDE4IDAgUgo+Pgo+PgplbmRvYmoKMTc
gMCBvYmoKPDWKL1R5cGUgL@ORvY1RpbWVTdGFtcAovRmlsdGVyICIBZG91ZS5QUEtMaXR1C19TdWIGaWx@ZXIgL
OVUU@kuUkZDMzE2MQovQ29udGVudHMgPDMwODIwNkUxMDYwOTIBODY@0Dg2R j cwRDAXMDcwMk EwODIwNkQyMzA
4MjA2Q0UwMj AxMDMzMTBGMzAwRDA2MDk2MDg2NDgwMTY TMDMwNDAYMDMwNTAwMzA4MTkOMDYwQj JBODY@0Dg2R
j cwRDAXMDkxMDAXMDRBMDgx0DQwNDgxODEZMDdGMDIwMTAXMDYwMz IBMDMwNDMwNTEZMDBEMDYwOTYwODY@ODA
xNjUwMzA@MDIwMzATMDAWNDQWMEMyRDA4MjATMEIwQzY3QT1CNUVGMZcyRDFEREIBMTg4NDVFRDIFNZzIFNkQzR
EFFMEQzMTdCQjUwN@Y1Mjg2NUJEMjZENTcyMDM3N]YyQjYTMOVCRKIANOFFNKVBRjQwMzk2QkMwRDUTMOZGRDM
2RKNEMEJEQjU2NjkzRTNBNEQwMjEXMDBGNEE@Nj gyNkFBNTgxQzkwOEJGNZzMXNOZFMzY1RTMwQzE4MEYzMjMwM
z1zMDMwMzEZMTM1MZzAZNZzMOMZzAZMTMANUFBMDgyMDM3MjMwODIwMzZFMzA4MjAyNTZBMDAZMDIWMTAYMDIwWMTY
OMzAwRDA2MDkyQTg2NDg4NkY3MEQWMTAXMEIWNTAwMZzATNTMXMTgzMDE2MDYwMzU1MDQwMzBDMEY3MzY 1NKM2N
JJENZM20TY3NKU2NTY@OMkQ3NDczNjEZMTESMZzAXNZA2MDMINTAOMEEWQZEWNEU2Rj c3Njk2RTYXMjATMZzZGNKM
3NTcONjk2RjZFNzMzMTExMzAwRjA2MDMINTAOME IwQzA4NTAOQjQ5MkQTNDQINTMINDMXMEIZMDASMDYwMZUTM
DQwNjEzMDIOQzUTMzAXRTE3MEQzMTMAMZzAZOTMyMzAZMDM3MzEzMzMyMzY1QTE3MEQzMjMwMzAZNzMyMzAzMDM
3MzEzMzMyMzY1QTMwNTUZMTE4MZAXNjA2MDMINTAOMDMwQzBGNZM2NTZDNjYyRDczNjk2NzZFNjU2NDIENZQ3M
zYXMzExOTMwMT cwNjAzNTUwNDBBMEMXMDRFNkY3NzY5NkU2MTIwNTM2Rj ZDNzU3SNDY5NkY2RTczMzEXMTMwMEY
wNjAzNTUwNDBCMEMwODUWNEI@OTJENTQONTUzNTQzMTBCMzAWOTA2MDMTNTA@MDY xMzAyNEMTNTMwODIWMT IyM
zAwRDA2MDkyQTg2NDg4NkY3MEQWMTAXMDEWNTAwMDMAMj AXMEYwMDMwODIwMTBBMDI4MjAXMDEWMEMWMTkXNTg
TRjA3RUEwWMDhGQzMzODRCQzVERTNDQkZGOTRFNOZEREUYNzkxMDUXMEYxMUJGQkY5RjVDQkU2RDUwWNZ JCNENEN
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zFBNUY5NDJEOTBDMDMZQzUxMOVFRUM2MDAENTUYRDA3QUZEMEI2Mj IyNj I3RkE4ARj JFMDNGMT LFMTFENZ 1BNKN
BNUEyNUMINTkyNDZFRTNFQkNFMDZERTIwQUE4RDRFQTgyNEUZNUEONEE3RDU30T1GOD1GMjMAODUTNUJEQTFDN
UEyNjNBREM4RUM@Mjg5MjVCODETNZI30EITMkETRThCRDhEMDIYRjYXxNzU4MjMxMTkyNzBBMjAwODZBNTFDMTU
2MDg2NjgwREU@NDQ3RTIGRTE2N; IyQzY5SNEM5RUVDQzg3NEZFODk@RDAXNUVGQUM2N j czNkMONDUSQkNBRDKkxR
T1COTYzRDkwNDQxRkY@RUM1QTNBQ@Y4N;j FGNEM3Qj JFMTk5RDA3MTg2RUQAQTUXRjMARTRCNOUWMAUZNTUXNzZg
2QkUTNDMyN@Q3QUE4Rj 1GNkMARTQ3Qz1COEFFRjVCRjMzMDREQTVDOEFBQTU3QURBNUEYQOEYNKI5NZBFMzk4N
jZCRTQyNDg4NDczMEVGQzZGNzZDRkQxRjQ1QUUTRDkwMjQyQzExRjk4RERGQKFEQUYyMjUTMDIwMzAXMDAWMUE
zNDkzMDQ3MzAWRTA2MDMINTFEMEYwMTAXRkYwNDA@MDMwMj A30DAZMDE2MDYwMzUTMUQyNTAXMDFGRj AGMEMZM
DBBMDYwODJCMDYwMTATMDUwNzAzMDgzMDFEMDYwMzUTMUQWRTA@MTYwWNDE@N j c4MUM3Nj I2MzM3QTEyMj VEMDR
ENDg2MUIXRjRCOUIZNENCRjM5N jMwMEQwN jASMKE4N jQ40DZGNzBEMDEWMTBCMDUWMDAZODIwWMTAXMDA4QzcxN
zM3MUNBNz1FRjgwMoMOQjkxMAMTNkVBOTUwWN@MzOEFENTU4NjNGRTg50Dg5NDIzMzc3RTNGOUEXNOMAQj dCNUY
zQTQzRDM30UEXMTRFN;jVDREEYQjQ3NThCRkU2RUFCMEQ@OMDg40TNCQzBDMAM2NTFFOTU50TZBMZREQjNEOEFFM
DZBMjc@QUUyNThCMDhDNZzIONkM5MZzRFRDEANUQORTVBN@Y 1MkQyNDRCMDVENTK@OOTY@ONORDQk FDNEIyOTVFMAV
FQTJGOTcTMOFCMzcxQzE3RDUSNzUyMDMzQj1CQzgxQ0QzMjdDRj YSRTEAREMXMjBEQzQ3MURCMTE4OT IwNkMzM
jITNkY1RDhFQURERKZGQTUZMTI2Mjg3RDBGMEYXQTFCMOFGMZz1BQjgyMEM3QKEXNTUYNZzM5MTgxMOEXQOIZQ0]
EMEQzOUExXMEYxQzM2NEQzOEUwRjVDOEVFNTBFMzAzRTE4NjA3MDZDNjAwNzBDREQzRDVEQjg3QThEREIBRTc2N
zAxNOM1MzY4QkIyMTMyMTBDQj 1BQkQ1QTYX0TIGRDcwNEI4NEIBRUFGRDc5Qz 1FNORFRkU3NkZFQzI50DFEQzZ
GQjBDQTc3QjU2MkYzNDIyQkNGRUE5SRDhGNTgyNkREQUE4QUZGMkYwMEZFOEUXNUM@QzM5NZzMwMzMxODIwMkESM
zA4MjAyQTUwMjAxMDEzMDVBMzATNTMxMTgzMDE2MDYwMzUTMDQwMzBDMEY3MzY INkM2Nj JENZM20TY3NKU2NTY
OMkQ3NDczNjEzZMTESMzAXNZA2MDMINTAOMEEWQZEWNEU2Rj ¢3Njk2RTYXxMjATMZzZGNKM3NTcONjk2Rj ZFNzMzM
TExMzAwRjA2MDMTNTAOME IwQzA4NTAAQjQ5MkQTNDQTNTMTNDMXMEIzZMDASMDYwMZzUTMDQwN jEZMDI@QzUTMDI
wMTY@MzAwRDA2MDk2MDg2NDgwMTY TMDMwNDAYMDMwNTAwQTA4Mj AxMjAzMDFBMDYwOTJBODY@0DgG2R j cwRDAXM
DkwMzMxMEQwNj BCMkE4NjQ40DZGNzBEMDEWOTEwMDEwWNDMwMUMwN jA5MkE4NjQ40DZGNzBEMDEWOTATMzEWR] E
3MEQzMjMwMzAZzMTMxMzUzMDM3MzQzMDMxMzg1QTMwMkQwNjASMkE4NjQ40DZGNzBEMDEWOTMOMZ EyMDMwMUUZM
DBEMDYwOTYwODY@ODAXN j UwMzA@MDIwMzATMDBBMTBEMDYwOTIBODY@0Dg2R j cwRDAXMDEWRDATMDAZMDRGMDY
wOTJIBODY@ODg2Rj cwRDAXMDkwNDMXNDIwNDQwNTcTMTFCNTAZRTYXxN@Y50TIBRTg30UUwMDBBRkYyMkVFOUYxXN
jk4RkVGNONCNEI10DIDODFFQUM2MzU4M]jg2MzEAODKTNEQ3NTE@Rj EAMUQ2NUVEN@EYNTg5NTE@QOQSMEYYQzU
00DZGMjE@OREQ4RDYxQjRBRTNDNDcyOEZCNkIzMDY@OMDYwQjJBODY@ODg2Rj cwRDAXMDkxMDAyMkYzMTUTMZATM
zMwNTEzMDRGMzAwQjA2MDk2MDg2NDgwMTY TMDMwNDAyMDMwNDQwNk FEQTM3RUZDRThEMTNERTE50DASRKI2QjR
EQTMxMEZGRTEwWRjM4QUE2RUI4ANTgwMUNFQTU3Qzg2MjYyNzc5RTIONZFENTcwNTk20EE3RTVDMOM10TAGOTQ4AM
jhGNkU4QzEwMTAzNDg5QzBGQzUyMjQzMjk4NDY1QTgwQzFGQTczMDBEMDYwOTJIBODY@0DG2Rj cwRDAXMDEWRDA
TMDAWNDgyMDEwMDk 2NUYZRENENTU3NKVFMOEwWMkNGOTk4QzcxNDE5Qj FDQzMzMjMyQTc20UYwQTg5NEE4RDK M
kNCRDQ2MzczNTk3M@I40TE@RUIBODBENKYyREISQTE2RTgOMIE1QTEZRE2MzM5QkE3NDQOQTkxRjRGNjKkOQ] I
2MjY3NOYXNTFENENFNTc2NkMzNjBCNOEWQTczQzRGMDczQAY2MjVFMjc40DBFMUQXQTQyOTUWRjk1QzIXNDU2N
@QyNT1FOUU4MTdFRkVGOTYxQUQBODYYRTZEMj IwMzA30DRGMThCREESQTEXNEVDMZQ5RTcTNJRDRThCRDU3NK ]
GNzg1Q@Iw0TQ2QjM3QTNEN;hCQzNBNUUSMDBCQkY5N; 1FQz1GMAZDRDA2RKVBMDIANGESMENDQ ;) VDMOQ2MkRED
UMANDE2RUYZNTVFNTdCMkZGQzUwQTVBODcxNDUyRUYyN@OEXQjQ4MTczQUY@OMjRDMUIyOTYwMkE5QkICOTASREM
0MjQzQzJFRUNEODNBNkZEQj gwMk FDODc5RkYwQzQ5MzhFQzZCNjRBNOE2REUXMTQ3RUY50TICMAQ2N; Q2R kwQ
TIFREYXRTJENzdFRTIXNjdBNDc4MzdCRjEzNzc2MjEANEQ30UQ3NAIDNjAONZzhFNUUXRKUAMTNCMTE4REI3RUI
yNDcORU. . .+Pgp1bmRvYmoKMTMgMCBvYmoKPDwKLONyb3BCb3ggWzAuMCAwL jAgNjEyLjAgNzkyLjBdCi9NZWR
pYUJveCBbMC4AwIDAuUMCAZ2MTIuMCA30TIuMFOKL1BhcmVudCASIDAgUgovUmVzb3VyY2VzIDw8Cj4+Ci9Sb3Rhd
GUgMAovVH1wZSAvUGFnZQovQW5ub3RzIFsxNiAwIFJ1dCj4+CmVuZG9iagox0CAwIG9iago8PAovTGVuZ3RoIDA
KLTR5cGUgL1hPYmp1Y3QKL1N1YnR5cGUgL@ZvcmOKLAICb3ggWzAuMCAwL jAgMCAwIDAUMFOKPj4Ke3RyZWFtD
QoNCmVuZHN@cmVhbQp1lbmRvYmoKMTkgMCBvYmoKPDwKLOx1bmd@aCAyNgovSUQgWzw1RkVFRDAFMDYxQkU3NDQ
wODEyOThBNzNFMERDNzc2Qj4gPERBQONGNUZDNzNDMAUT0DIxMAYTNOQ1MkUyQzIBRkJEPTOKLA1uZm8gMTAgM
(BSCi19Sb29@IDEYIDAQUgovUHI1diAXMTYKL1R5cGUGLThSZWYKL1NpemUgMjAKLO1uZGVAIFswIDEGMTIgMiA
xN1AzXQovVyBbMSAyIDBdC19GaWx0ZXIgL@ZsYXR1RGVjb2R1Cj4+CnN@cmVhbQOKexjYGBgFBZ1jNvDKDyRU
USVMT4cABQxAtgNCmVuZHN@cmVhbQp1bmRvYmoKc3RhenR4cmVmCjIONTEZCiULRU9GCg==",
"digestAlgorithm": null,
"name": "sample-timestamped.pdf"

}
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REST server signature service

This service also exposed 4 methods :

Rest server signing service

// Instantiate a RestSignatureTokenConnection
RestSignatureTokenConnection remoteToken = new RestSignatureTokenConnectionImpl();

// Retrieves available keys on server side
List<RemoteKeyEntry> keys = remoteToken.getKeys();

String alias = keys.get(0).getAlias();

// Retrieves a key on the server side by its alias
RemoteKeyEntry key = remoteToken.getKey(alias);

DSSDocument documentToSign = new InMemoryDocument("Hello world!".getBytes());

// Create a toBeSigned DTO
ToBeSignedDTO toBeSigned = new ToBeSignedDTO(DSSUtils.toByteArray(documentToSign));

// Signs the document with a given Digest Algorithm and alias for a key to use
// Signs the digest value with the given key

SignatureValueDTO signatureValue = remoteToken.sign(toBeSigned, DigestAlgorithm.
SHA256, alias);

// Or alternatively we can sign the document by providing digest only

// Prepare digestDTO.

// NOTE: the used Digest algorithm must be the same!

DigestDTO digestDTO = new DigestDTO(DigestAlgorithm.SHA256, DSSUtils.digest
(DigestAlgorithm.SHA256, documentToSign));

// Signs the digest
SignatureValueDTO signatureValueFromDigest = remoteToken.signDigest(digestDTO0, alias);

Get keys

This method allows retrieving of all available keys on the server side (PKCS#11, PKCS#12, HSM,...).
All keys will have an alias, a signing certificate and its chain. The alias will be used in following
steps.

Request
GET /services/rest/server-signing/keys HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Host: localhost:8080
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 2189

[ {
"alias" : "certificate",
"encryptionAlgo” : "RSA",
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMASGATUECgwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt IMREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01KjsORd5DQtWSgkeVCCNOIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbde4vQIbpjHGarIf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUZYCR
J1kWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUw7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvbky0I0Bvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

H
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXxGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHheNMTcwNjA4MTEYNjAxWheNNDecwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

P
F]
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Get key
This method allows retrieving of key informations for a given alias.

Request
GET /services/rest/server-signing/key/certificate HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Host: localhost:8080
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Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:45 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 2185

{
"alias" : "certificate",
"encryptionAlgo” : "RSA",
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMASGATUECgwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt IMREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/Fzu8eHtkKpFizcxGa9BZdkQjh4rSrt01KjsORd5DQtWSgkeVCCNOIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbde4vQIbpjHGarIf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUZYCR
J1kWBRPm4qo@LN405c94QQd45a5k TgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUw7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHTILjU7h+U;jGmKXG9c15eYr3SzUmvbky0I0Bvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

H
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXxGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHheNMTcwNjA4MTEYNjAxWheNNDecwNzA@MDe TNzIOWjAoMRMwEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000IWBtcIgkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovq+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9jgjkILTcO8B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAgm+Xq0"

P
}
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Sign
This method allows signing of given digests with a server side certificate.

Request

POST /services/rest/server-signing/sign/certificate/SHA256 HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 24

{
llbytes" : IlAQIDIl

}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 395

{

"algorithm" : "RSA_SHA256",

"value" :
"AZgLVQQLPQkPgR1fTNfTg3QlcDa®ITb@1S6kSteHxHLvjTmtKnRfYTVPZObupdPMVQIfuBt40Qv2zVtTbor+k
jTu7Baae050mXB80Mvo93F/ZmHPIff8VduPASOql7xc4TN7316KoAnbouYTOjux1uQa9r79yvGo/qhoUwu9R/j
GfOfGPKNHbGVDgnG1rHX@qEWPKIYxetiTLnalZGxuZ9p2vDzZRoEaTs@UWcFu8Y1n9Xk8febhSxAQOncBXwQX8
LKAmZH4/QLsGuIwr+2FhsnC4s1Xi1TdXPzA1qLU38gmamK+QjgMTIPmQioLq2WLVhLye59dHvgvDChkTW3IZA=

}

REST validation service

DSS provides also a module for documents validation.

Validate a document

This service allows a signature validation (all formats/types) against a validation policy.
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Request

POST /services/rest/validation/validateSignature HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 7365

{
"signedDocument"” : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4AwIiB1bmNvZGluZz@iVVRGLTgiPz48ZHM6U21nbmFOdXJ1IHhtbG5z0mRzPS]od
HRwO18vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIiBIZDO1aWQtYWZkZTc4MjQzNjQ20GRkNzR1ZWIXODF
mN2NIMTEWZTE1PjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemF@aW9uTWVOaGIkIEFsZ29yaXRobT@1ia
HR@cDovL3d3dy53My5vemevMjAwMS8xMCI4bWwtZXhjLWMxNG4jI18+PGRz0O1NpZ25hdHVyZU11dGhvZ(CBBbGd
veml0aG09Imh@dHA6LY93d3cudzMub3InLzIwMDEVMDQveG1sZHNpZy1tb3I11312YS1zaGEYNTY1Lz48ZHM6U
mVmZXJ1bmN1IETkPSJyLW1kLTE1IFR5cGU9I1IgVVIIPSIzYW1wbGUueG1sIj48ZHMORGTNZXNOTWVOaGIkIEF
sZ29yaXRobT@1aHR@cDovL3d3dy53My5vemevMjAwMS8WNCI4bWx 1bmMjc2hhMjU2118+PGRz0kRpZ2VzdFZhb
HV1Pmt jREhPWmp3WmhWZnVEaHVoQ2VDRVISbV1wVEgASmo@UmImV1ZpMzFROWcIPCIkczpEaWdlc3RWYWx1ZT4
8L2Rz01J1ZmVyZW5jZT48ZHM6UmMVmZXJ1bmN1IFR5cGUIImh@dHAGLY91cmkuZXRzaS5vemevMDESMDMjU21nb
mVkUHJvcGVydGl1lcyIgVVIIPSIjeGFkZXMtaWQtYWZkZTc4MjQzNjQ20GRkNZR1ZWIXODFmN2NIMTEWZTE1Pjx
kczpUcmFuc2Zvem1zPjxkezpUemFuc2Zvem@gQWxnb3JpdGhtPSJodHRwO18vd3d3LnczLm9yZy8yMDAxLzEwL
3htbC11eGMtYzE@bi1MiLZz48L2Rz01RyYW52ZmI9ybXM+PGRz0OkRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHA
6Ly93d3cudzMub3InLzIwMDEVMDQveG1sZW5jI3NoYTITNiIvPjxkczpEaWd1lc3RWYWx1ZT5EenR3T1RtUMIPQ
WO2L2xNSThSeWo1eFpQek12TF1Eem4vZWIZWWtQc3IOPTwvZHMORG1NZXNOVmMF sdWU+PC9kczpSZWZ1emVuY2U
+PC9kczpTaWduZWRIbmZvPjxkeczpTaWduYXR1emVWYWx1ZSB1ZD@1dmFsdWUtaWQtYWZkZTc4MjQzNjQ20GRKN
ZR1ZWIXODFmN2NTMTEWZTEiP11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQcXpNaVkzUTBzKytIR1RFVUMwe3BheFV
2MGRIWkOWZCI5bjNrcExKTGIVabkOTTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGA3YWtSUUtod
m9IMjV5eXFUWVhFU2xCY20wNG16aUtoTET16WmpVZng@LOIxWk15¢3Y1cE1CZAoycjIvaTZqTGIwOXd3M2dINGM
OWUpvYUsrUThrNmh5VE5PY@44UGpHZTYZV11PVESWUFFGdmphOEJud2crYTBiQnV3RCs4TjZmd21nQ2RXNWEVN
ERKVWUvSJhNY jcwWkk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnM1EveF1sdUpmTGgzdUdRQVhLQNZGNDV
VRE1IU1Z1Zm50L0QvV310QUNSVVZEb1FTeXd1bW5qUHBXxRjh1Zz@9PC9kczpTaWduYXRTemVWYWx1ZT48ZHM6S
2V5SW5mbz48ZHM6WDUWOURhdGE+PGRz01g1MD1DZXJ0aWZpY2F@ZT5NSULEMURDQOFyeWdBd@1CQWdIQkNgQU5
(Z2txaGtpRz13MEIBUXNGQURCTk1SQXdEZT1EVIFRRERBZG51Mj1rTFd0aE1Sa3dGd11EVIFRSARCQkI iM2RwY
m1FZ1UyOXNkWFIwYjI1ek1SRXdEd11EVLIFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURLV3SGhj Tk
UWXhNREkyTURjMUSETXhXaGNOTVRnd@9ESTINRGMxTkRNeFdgQLBNUk13RUFZRFZRUUREQWxuYjI5a@xYVnpaW
ET4RTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j JAMWRHbHZ bk T4ARVRBUEInT1ZCQXNNQAZCTFNTMVVSVKSVTVF
zd@NRWURWUVFHRXdKTVZUQ@ONBU@13RFFZSktvik1odmNOQVFFQkJRQURnZ@VQQURDQAFRbONNZAVCQUXSQTVIU
VpidzNuU2RMcCtCOWN6RUNNcFpral1E1eFY@Zz1NLzd3bGe5N29DQ2Y3VUVoOUIBMWQrellqe3p2K@IKMWIKW1B
nYW4yMTQOQXZnc29HSmZiN1VIeVZXNGdrbFVnSWwxYXIVdm9uK1drS25zZUZ1UU9mSn1qUOZVRETL3bnV2cDBoe
mNKWEhYUm1MZG15aCtuKzZ0TUgwb2@1dFZvU2ZRcnRCYmLDTGVTTVZ6dUQ1RVBqMGTIUmMNAOTFwTDM4ZTNGT 1R
XN@5hR1pMZWV6dUZTU19xN305M2xMa3ZaNFZBTUSHRAx2SVhPWWVSQ1pNeVBocEJaNEwzQThIMOVFbEtXSC8xXT
HdpaVhUVFNHMXNNN1d2TVRWYmYydmJkNDduW1JRQTJtU3BOR2pRb3VPQUVYZmVWV1Vxek1DZ2hRQ@hSROIOAVN
MRy9IZnFGSGI®aldnMENBdOVBQWFPQnZEQ@J1VEFPQmdOVkhROEJIBZjhFQkFNQ@JrQXdnWWNHQONzROFRVUZCd
0VCQkhzd2VUQTVCZ2dyQmdFRkIRY3dBWV1@YUhSMGNED3ZMM1J6Y3k1dWIzZHB1bUV1YkhVdmNHdHBMV1poWTN
SdmNua3ZiMk56Y@M5bmIyOWtMV@50TUR3RONDc@dBUVVGQnpBQ2hqQmIkSFI3T2k4d1pITnpMbTV2ZD]sdVLTN
XNkUz13YTJIrdFptRmpkRz15ZVM5amNuUXZaMj12WkMxal1TNWpjb1F3SFFZRFZSMEICQL1FRk4ycERELZdQZWZ
tQ1Q4b1gy0VpoV3kvT@OhKMUTBMEdDU3FHUA11MORRRUIDAT1VBQTRIQkFRQkszVk9IMaERIV1dLbAZycmhoV3phZ
GROazZYUXRjd1IvT1BWU3NpL2dPcnpzZE@3MEEzMXhIVHc3WWZMaHBvVkExeG83b3ZIbGRwTGxocXk5bzV3aDI
4Mn1DcHFCVUF@Z3]Ta@RHb2crSzdDTDZnVXBybF1pWnVHWNI0ZZzIYM2ZIUzIVe3g@WkozdETgNndWZWNERVVXS
VNGZkZUMkVzbTBRWFVuZ@1LRk1s0TVYZ210dzJ3eFhiT3pVZURKNERIJUHI2K21XNXBvQVdyNk10c1YrSDIWUSt
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aTC9rQm53VOhqUTRPYUdGaXNxWFkvYUgvMVBOQLhBKZETK11JV2VtSkITdjNrRGFGek9YQUVOU;j1aSThsWUIKY
XJuWTdBeS9hT;jZi10XVHZmZyYm8vaFZBY@wAVORkaGt1Qk4zbTh3K2c3NkxvQVh0ZUV1dTABQS8weExaelVCPCI
kczpYNTA5Q2VydG1maWNhdGU+PGRz01g1MD1DZXJ0aWZpY2FAZT5NSULENmpDQOFAS2dBd@1CQWdIQkIEQUSCZ
2txaGtpRz13MEIBUXNGQURCTk1SQXAEZ11EV1IFRRERBZH11MjkwTFdOaE1Sa3dad11EV1IFRSORCQk9iM2RwYm1
FZ1UyOXNKWFJwYjI1ek1SRXdEdT1EVLIFRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNURLV3SGhj Tk TUW
XhNREkyTURjMUSETXdXaGNOTVRnd@9ESTINRGMxTkRNd1dqQk 5NUkF3RGdZRFZRUUREQWRuY j I5a@xXTmhNUmt
3RndZRFZRUUtEQkJPYjNkcGItRWdVMj1zZFhScGIyNXpNUkV3RHdZRFZRUUXEQWhRUZzBrdFZFVIRWREVMTUFrR
QExVUVCaE1DVEZVd2dnRWINQTBHQINXR1NJYjNEUUVCQVFVQUE@SUJEd@F3Z2dFS@OFvSUIBUUNiYmw1c@tCQ2p
TQjhUTWRhY31teC9XZk9qTVexZ21JalZKUlkyOEpiT1drQ1ZtdHpnbW10Z2hme1BRUGX1ZXUwRFRhbGIEa3]TU
310Q3Z6e1BTR1B3Q0ZPYWhGL243aFFhMUYzVWFIU3hUS31GQzVuT3dkTHp4S1IPM1dqVnRIR1ITWDIrdjFGZ1V
wUXkTRX15K31zZ1N6SjUSZFUTWLpkV3BkYURTRHhWVN1EZXIZzRU15Q2IHNy81SD1INRDRZdXpOcGVURLAtTTZjV
VNUMDc5N1hEbGIFeFNUVEdRWEZKQTIrQONze TLEWG5KYThue jBGRThmbWN2UURLVTZrOVFicHpHak TkMORXbEU
2bm83VWRDWUQxSDA@K3VzQnA1aGhDck FCNjcwTmRvVHIOVGTHTkFGdDRKVDB23aXRqS@hx0UtFSWQ2TGhkY20yV
Gc5M2REY1dGdEFNTUIBQUdqZ2RRd2dkRXdEZT1EVIIWUEFRSCICQVFEQWd1QUTFRUdBMVVKSHARNk TEZ3d0cUE
wbORLROTHaDBkSEE2THk5a2MzTXVibTkzYVc1aExteDFMM@JyYVMxbV1XTjBiMAo1TDI0eWIDOX1iMjkwTFdOa
ExtTn1iREINQmdnckInRUZCUWNCQVFSQUTENHAQQV1JS3dZQkIJRVURNQUtHTUdoMGRIQTZMeT1rYzNNdWItOTN
hVzVoTG14MUwzQnJhUzFtWVdOMGIZzSjVMMk55ZEM5eWIy0TBMV@50TG10eWREQWRCZO5WSFEORUZNUVUrMnRGe
XBOZTNHMjNZUjh5cUJaSW1WVIMzd1V3RHdZRFZSMFRBUUgvQkFVd@F3RUIvekFOQmdrcWhrale5dzBCQVFzRkF
BTONBUUVBRSt0dWQwNVhHT@@2RkVaSFdUYzgrYm16LzZCMFhRWE41NjRLV@ICaGNoOWk TR2FkanFwU3N1dmtuK
3R1THET1bTZDTG8zZTRsWDJIkSjdoc1BBdn1hTHFPSXB6ZZzQ5VEdkaWIxbk9CMk83NCt5QWhUOHY5R1pASDFFQOh
YeF1zdX1TRO1LdmQrTDV]akpUaXMzbGwdd1U4Rkh6eVIsTT1IUW53WLITMDZqRmNKZUdsT2d5WmgrVUxXb1JOR
UV3cU44RFRGMkQwWGInWUIzckN4QOIqMFBwYUpGenV2RVFxcFV1dV1nMTRSMURKRmFoTHAxV11TT@Q1Z1BobUE
wSFI0ejNHRjNGSFN6MGk5alhTVE9zVWNka3ZVSnkwdE1PbnVqc1VFa2czSDZXZzNsejhUdzNIYzdWMUSIY1tNQ
ZVLNFp2WCs1U115dTArZX13YkZzY01yWVp3PTO8L2Rz01gTMD1DZXJ0aWZpY2F@ZT48L2Rz01g1MD1EYXRhP jw
vZHM6S2V5SW5mbz48ZHM6T2IqZWNOPjx4YWR1czpRdWFsaWz5aW5nUHIveGVydGl1cyB4bWxuczp4YWR1cz01a
HR@cDovL3VyaS51dHNpLmIyZy8wMTkwMy92MS4zLjIjI1BUYXInZXQ9IiNpZCThZmR1NzgyNDM2NDY4ZGQ3NGY
1YjE4AMWY3Y2UXMTB1MSI+PHhhZGVzO1NpZ251ZFByb3B1cnRpZXMgSWQIInhhZGVzLW1kLWFmZGU30DIOMzYON
jhkZDcOZWViMTgxZjdjZTEXMGUxIj48eGFkZXM6U21nbmVkU21nbmFAdXJ1UHIveGVydGl1cz48eGFkZXMOU21
nbmluZ1RpbWU+MjAxNy@wOS@yOFQxMTowOTowNFo8L3hhZGVz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ
2\lydG1maWNhdGVWMj48eGFkZXM6Q2VydD48eGFkZXMb6Q2VydERpZ2VzdD48ZHMORG1NZXNOTWVAaGIKIEFSZ29
yaXRobT@1iaHROcDovL3d3dy53My5vemevMjAwMC8wOS94bWxkc21nI3NoYTE1Lz48ZHMO6RGTNZXNOVmMFsdWU+Y
ytWb2hnMGpJY10@VVFTV2VnbENNMGIHT 1dzPTwvZHMORG1NZXNOVmF sdWU+PC94YWR1czpDZXJORGLNZXNOPj x
4YWR1czpJe3NTZXITZXIpYWxWMj5NR113VWFSUETFMHRFREFPQmdOVkJBTU1CMmR2Yj JRdFkyRXhHVEFYQmdOV
kJBbO1FRTV2ZD]sdV1TQLRiMngxZEdsdmJuTXhFVEFQQmdOVk JBc@1DRk JMUTMxVVIWT1VNUXN3Q1FZRFZRUUd
FdOpNV1FIQkNnPT@8L3hhZGVz0k1lzc3V1icINlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZ
XJ0aWZpY2F@ZVYyPjwveGFkZXM6U21nbmVkU21nbmF@dXJ1UHIvcGVydGl1cz48eGFkZXM6U21nbmVkRGFAYU9
iamVjdFByb3BlcnRpZXM+PHhhZGVzOkRhdGFPYmp1Y3RGb33tYXQgT2IqZWNOUMVmZXI1bmN1PSIjci1pZCOxI
j48eGFkZXM6TW1tZVR5cGU+dGV4dC94bWw8L3hhZGVzO0k1pbWVUeXB1PjwveGFkZXM6RGFOYU9iamVjdEZveml
hdD48L3hhZGVz01NpZ251ZERhdGFPYmp1Y3RQcmIwZXI0aWVzPjwveGFkZXM6U21nbmVkUHIveGVydGl1cz48L
3hhZGVz01F1YWxpZn1pbmdQem9wZXI0aWVzPjwvZHM6T2IqZWNOPjwvZHM6U21nbmFAdXJ1Pg==",
"digestAlgorithm" : null,

"name" : "xades-detached.xml"
bio
"originalDocuments” : [ {
"bytes" :

"77u/PD94bWwgdmVyc21vbj@iMSAwIiB1lbmNvZG1luZz@iVVRGLTgiPz4NCjxo0nRhYmx1IHhtbG520mg9Imh@d
HA6LY93d3cudzMub3InL1RSL2h@bWwOLyI+DQoIPGgbdHI+DQoICTx00nRkPkh1bGxvPC900nRkPgAKCQk8aDp
0ZD5Xb3]sZDwvaDp0ZD4NCgk8L2g6dHI+DQo8L2g6dGFibGU+",

"digestAlgorithm" : null,

“name" : "sample.xml"

P
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"policy" : null,
"signatureld" : null

}

Response

HTTP/1.1 200 OK

Date: Fri, 23 Aug 2019 06:08:45 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 48309

{

"validationReportaDataHandler" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiIHNOYWS5kYWxvbmU9InllcyI/Pgo8VmFsaWRhd
Glvb1J1cG9ydCB4bWxucz@iaHROcDovL3VyaS51dHNpLmIyZy8x0TEWMi92MS4yL jEjI1B4bWxuczpuczI9Imh
0dHA6LY93d3cudzMub3InLzIwMDAvMDkveG1sZHNpZyMiIHhtbG5z0m5zMz01aHRAcDovL3VyaS51dHNpLmIyZ
y8wMTkwMy92MS4zL jI1jI1B4bWxuczpuczQIImh@dHAGLYIT1cmkuZXRzaS5vemevMDIyMzEvdjIjIj4KICAQIDxX
TaWduYXR1emVWYWxpZGF@aW9uUmVwb3J0PgogICAgICAgIDxTaWduYXR1emVIZGVudG1lmaWVyIG1kPSITLURFM
UE3QjMyNDhGNzBCQjYzRTg5RDFFMDIx0DMzMDM3MOUyOTAwWNUE4ODY3MEVFOTc10EZCNTRFQOVBQkUTRDc1Pgo
gICAgICAgICAGICA8RGLNZXNOQWxnQW5kVmFsdWU+CiAgICAgICAgICAgICAgICA8bnMyOkRpZ2VzdE11dGhvZ
(BBbGdvem10aG@9Imh@dHAGLY93d3cudzMub3InLzIwMDEVMDQveG1sZW5) I3NoYTITNiIvPgogICAgICAGICA
gICAgICAgPG5zMjpEaWd1c3RWYWx1ZT5EenR3T1RtUmMIPQWA2L2XNSThSeWd1eFpQek12TF1Eem4vZWIZWWtQc
310PTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAgICAgICA8LORpZ2VzdEFsZ@FuZFZhbHV1PgogICAgICAGICA
gICA8bnMyO1NpZ25hdHVyZVZhbHVIPT11BN3NFTnQzTjh1ZkxGTW5LcjM2cjBQcXpNaVkzUTBzKytJRTRFVUMwe
3BheFV2MGRIWk@wZC95bjNrcExKTGIVadk@TTNmbGo1V@duODNrZjA1QnFNMWtoc1g2MUdKemFGVFBHcGO3YWt
SUUtodm9IMjV5eXFUWVhFU2xCY20wNG1boaUtoTET16WmpVZng@LOIxWk15¢3Y1cE1CZ@oycjIvaTZqTGIwOXd3M
2d1NGMOWUpvYUsrUThrNmh5VESPY@44UGpHZTYZzV11PVESWUFFGdmphOEJud2crYTBi1QnV3RCs4TjZmd21nQ2R
XNWEVNERKVWUvSJhNY jcwikk4UGIPem5HRGZpKTRQYm1IZVZtQ2IsNW1Vb1VnM1EveF1sdUpmTGgzdUdRQVhLQ
nZGNDVVRETIU1Z1Zm50L0QvV310QUNSVVZEbTFTeXd1bW5qUHBxRjh1Zz@9PC9uczIbU21nbmFAdXI1VmFsdWU
+Ci1AgICAgICAGICAGIDXIYXNoT25seT5mYWxzZ TwvSGFzaE9ubHk+CiAgICAgICAGICAGIDXED2NIYXNoT25se
T5mYWxzZTwvRG9jSGFzaE9ubHk+CiAgICAgICAgICAGIDXEQULkZW50aWZpZXI+aWQtYWZkZTc4MjQzNjQ20GR
kNzR1ZWIXODFmN2NIMTEwZTESLORBSWR1bnRpZm11cj4KICAGICAQICA8L1NpZ25hdHVyZUlkZW50aWZpZXI+C
1AgICAgICAgPFZhbG1kYXRpb25Db252dHIhaW50c@V2YWx1YXRpb25SZXBvenQ+CiAgICAgICAgICAgIDXWYWx
pZGFAaW9uQ29uc3RyYWLludDAKICAGICAGQICAgICAgICAGIDXWYWxpZGFOaW9uQ29uc3RyYWLudE1kZW50aWZpZ
XI+dXJuOmN1Zjpkc3M6YmJi0mZvemThdENoZWNraW5nPCIWYWxpZGFAaW9uQ29uc3RyYWludE1kZW50aWZpZXI
+C1AgICAgICAgICAgICAGICA8Q29uc3RyYW1ludFNOYXR1cz4KICAGICAgICAQICAGICAgICAgICA8U3RNdHVZP
nVybjpldHNpOjAxOTEwMjpjb25zdHIhaW50U3RhdHVZOmFwcGxpZWQBLTNOYXR1cz4KICAgICAGICAGICAGICA
gIDwvQ29uc3RyYW1udFNOYXR1cz4KICAGICAgICAgICAGICAgIDXxWYWxpZGF@aW9uU3RhdHVZzPgogICAgICAgI
CAgICAgICAGICAGIDXNYWluSW5kaWNhdGlvbj51cm46ZXRzaTowMTkxMDI6bWFpbmluZGljYXRpb246cGFzc2V
kPCONYWLuSW5kaWNhdG1vbj4KICAgICAgICAgICAgICAGIDwvVmFsaWRhdG1lvbINOYXR1cz4KICAGICAgICAgI
CAgPCIWYWxpZGFBaW9uQ29uc3RyYWludDAKICAgICAGICAgICAgPFZhbG1kYXRpb25Db25zdHIhalW50PgogICA
gICAgICAgICAQICAgPFZhbG1kYXRpb25Db25zdHIhaW5@SWR1bnRpZmllcj51cm46Y2VmOmRzczpiYmI6aWR1b
nRpZm1jYXRpb25PZ1RoZVNpZ25pbmdDZXJ0aWZpY2FOZ TwvVmFsaWRhdGlvbkNvbnN@cmFpbnRIZGYVudG1maWV
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yPgogICAgICAgICAgICAgICAgPENVbNN@cmFpbnRTdGFAdXM+CiAgICAgICAgICAGQICAgICAgICAGPFNOYXR1c
z51cm46ZXRzaTowMTkxMDI6Y29uc3RyYWLudFNOYXR1czphcHBsaWVkPCITdGFOdXM+CiAgICAgICAGICAGICA
gICA8LONvbnN@cmFpbnRTdGFAdXM+CiAgICAgICAgICAGICAGICA8VmFsaWRhdG1vbINOYXR1cz4KICAGICAgI
CAgICAQICAQICAQICA8TWFpbk1luZGljYXRpb24+dXJuOmV@c2k6MDESMTAYOmThaW5pbmRpY2F@aW9uOnBhe3N
1ZDwvTWFpbk1uZG1jYXRpb24+CiAgICAgICAgICAgICAQICA8L1ZhbG1kYXRpb25TdGFAdXM+CiAgICAgICAgI
CAgIDwvVmFsaWRhdG1vbkNvbnN@cmFpbnQ+CiAgICAGICAGICAGIDXWYWxpZGFAaW9uQ29uc3RyYWLudDAKICA
gICAqICAgICAGICAQIDxWYWxpZGF@aW9uQ29uc3RyYWLudET1kZW50aWZpZXI+dXJuOmN1Zjpkc3M6YmJiOnZhb
G1kYXRpb25Db250ZXh@SW5pdG1hbG16YXRpb248L1ZhbG1kYXRpb25Db25zdHIhaW5@SWR1bnRpZm11cj4KICA
gICAgICAgICAgICAgIDxDb25zdHIhaW50U3RhdHVZzPgogICAgICAgICAgICAgICAgICAGIDXTdGFAdXM+dXJu0
mV@c2k6MDESMTAyOmNvbnN@cmFpbnRTdGFAdXM6YXBwbG11ZDwvU3RhdHVzPgogICAgICAgICAgICAgICAgPCI
Db25zdHIhaW50U3RhdHVZzPgogICAgICAgICAgICAgICAgPFZhbG1kYXRpb25TdGFAdXM+C1AgICAgICAQICAgI
CAgICAgICAGPEThaW5]bmRpY2F@aW9uPnVybjpldHNpOjAXOTEWM)ptYWluaW5kaWNhdGlvbjpwYXNzZWQ8LA1T
haW5JbmRpY2F@aW9uPgogICAgICAgICAgICAgICAgPCIWYWxpZGFAaWIuU3RhdHVZzPgogICAgICAGICAgICASL
1ZhbG1kYXRpb25Db25zdHIhaW50PgogICAgICAgICAgICA8VmFsaWRhdG1vbkNvbnN@cmFpbnQ+CiAgICAgICA
gICAgICAgICA8VmFsaWRhdG1vbkNvbnN@cmFpbnRIZGVudGlmaWVyPnVybjpjZWY6ZHNzOmIiYjpjcnlwdGInc
mFwaG1jVmVyaWZpY2F@aW9uPCIWYWxpZGFBaW9uQ29uc3RyYWludE1kZW50aWZpZXI+CiAgICAgICAgICAGICA
gICA8Q29uc3RyYWLudFN@OYXR1cz4KICAQICAgICAgICAgICAgICAgICA8U3RhdHVZPnVybjpldHNpOjAXOTEWM
jpjb25zdHIhaW50U3RhdHVZzOmFweGxpZWQBL1NOYXR1cz4KICAQICAQICAGICAGICAGIDWvQ29uc3RyYWLudFN
0YXR1cz4KICAgICAgICAgICAQICAQIDXWYWxpZGF@aW9uU3RhdHVZzPgogICAgICAgICAgICAgICAgICAGIDXNY
W1uSW5kaWNhdGlvbj51cm46ZXRzaTowMTkxMDI6bWFpbmluZG1ljYXRpb246cGFzc2VkPCINYWLuSW5kaWNhdGl
vbj4KICAgICAGICAGICAGICAGIDWvVmFsaWRhdGlvb1N@YXR1cz4KICAGICAGICAGICAGPCIWYWxpZGFAaW9uQ
29uc3RyYWLudD4KICAgICAgICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW56PgogICAgICAgICAgICAGICAgPFZ
hbG1kYXRpb25Db25zdHIhaW5@SWR1bnRpZmllcj51em46Y2VmOmRzezpiYmIbe21nbmFOdXI1QWN)ZXBOYWS)Z
VZhbG1kYXRpb248L1ZhbG1kYXRpb25Db252dHIhaW50SWR1bnRpZm11cj4KICAgICAgICAgICAgICAGIDXDb25
zdHJhaW50U3RhdHVzPgogICAgICAgICAgICAgICAgICAGIDXTdGFOdXM+dXJuOmV@Ac2k6MDESMTAYOmNvbnN@c
mFpbnRTdGFOdXM6YXBwbG11ZDwvU3RhdHVzPgogICAgICAgICAgICAgICAgPCIDb252dHIhaW56U3RhdHVZPgo
gICAgICAgICAGICAgICAgPFZhbG1kYXRpb25TdGFOdXM+CiAgICAgQICAgICAgICAgICAGICAGPEThaW5]bmRpY
2F@aW9uPnVybjpldHNpOjAXOTEWMjptYWLuaW5kaWNhdGLlvbjpwYXNzZWQ8LAThaW5IbmRpY2F@aW9uPgogICA
gICAgICAgICAGICAgPCIWYWxpZGFOaW9uU3RhdHVZzPgogICAgICAgICAGICA8L1ZhbG1kYXRpb25Db25zdHIha
W50PgogICAgICAgICAgICA8VmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiAgICAgICAgICAgICAgICA8VmFsaWRhdG1l
vbkNvbnN@cmFpbnR1ZGVudG1lmaWVyPnVybjpjZWY6ZHNZzOmI1Yjp4NTA5Q2VydG1maWNhdGVWYWxpZGF@aW9uP
COWYWxpZGF@aW9uQ29uc3RyYWludE1kZW50aWZpZXI+CiAgICAgICAgICAGICAGICA8Q29uc3RyYWLudFNAYXR
1cz4KICAgICAgICAgICAgICAgICAgICA8U3RhdHVZPnVybjpldHNpOjAXxOTEwWM]jpjb25zdHIhaW50U3RhdHVZ0
mFwcGxpZWQ8LTNOYXR1cz4KICAgQICAGICAgICAgICAGIDwvQ29uc3RyYWLudFNOYXR1cz4KICAgICAgICAQICA
gICAgIDxWYWxpZGF@aW9uU3RhdHVZzPgogICAgICAgICAgICAQICAGICAGIDXNYWLuSW5kaWNhdG1lvbj51em46Z
XRzaTowMTkxMDI6bWFpbmluZG1ljYXRpb246aW5kZXR1em1pbmFOZ TwvTWFpbk1uZG1jYXRpb24+CiAgICAQICA
gICAgICAgICAQICAgPFN1Yk1uZG1jYXRpb24+dXJuOmV@c2k6MDESMTAYONNTYmLluZG1jYXRpb246Tk9fQOVSV
E1GSUNBVEVfQ@OhBSU5fRkIVTKQELINTYk1uZG1jYXRpb24+CiAgICAgICAGICAgICAgICA8L1ZhbGTkYXRpb25
TdGF@dXM+CiAgICAgICAGICAGIDwvVmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiAgICAgQICAGICAGIDXWYWxpZGFOa
W9uQ29uc3RyYW1udDAKICAgICAgICAGICAGICAGIDXWYWxpZGF@aWIuQ29uc3RyYWludE1kZW50aWZpZXI+dX]
uOmN1Zjpkc3M6Ym]i0nBhc3RTaWduYXR1emVWYWxpZGF@aWIuPCIWYWxpZGFOaW9uQ29uc3RyYWludE1kZW50a
WZpZXI+CiAgICAgICAgICAgICAGICA8Q29uc3RyYW1udFNOYXR1cz4KICAgICAGICAGICAGICAGICAGICABU3R
hdHVzPnVybjp1dHNpOjAXOTEwMjpjb25zdHIhaW5@U3RhdHVZzOmRpc2FibGVkPCITdGFAdXM+CiAgICAgICAgI
CAgICAgICA8LONvbnN@cmFpbnRTdGFAdXM+CiAgICAgICAGICAGIDWvVmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiA
gICAgICAgICAQIDXWYWxpZGFAaW9uQ29uc3RyYWLudDAKICAGICAGICAGICAGICAGIDXWYWxpZGFAaW9uQ29uc
3RyYWLudET1kZW50aWZpZXI+dXJuOmN1Zjpkc3M6YmIi0nBhc3RDZXJ0aWZpY2FOZVZhbG1kYXRpb248L1ZhbG1
kYXRpb25Db25zdHIhaW5@SWR1bnRpZm11cj4KICAgICAQICAQICAgICAgIDXxDb25zdHIhaW50U3RhdHVZzPgogl
CAgICAgICAgICAgICAgICAGIDxTdGFOdXM+dXJuOmV@c2k6MDESMTAYOmNvbnN@cmFpbnRTdGFAdXM6ZGTZYW]
SZWQBLIN@OYXR1cz4KICAgICAGICAgICAgICAgIDwvQ29uc3RyYWLudFNOYXR1cz4KICAgICAgICAgICAgPCIWY
WxpZGF@aW9uQ29uc3RyYW1udDAKICAgICAgICAgICAGPFZhbG1kYXRpb25Db252dHIhaW50PgogICAgICAgICA
gICAgICAgPFZhbG1kYXRpb25Db25zdHIhaW5@SWR1bnRpZmllcj51cm46Y2VmOmRzczpiYmI6dmFsaWRhdG1vb
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1RpbWVTbGLkaW5nPCIWYWxpZGFAaWIuQ29uc3RyYWLudE1kZW50aWZpZXI+CiAgICAgICAgICAgICAgICA8Q29
uc3RyYWLudFN@OYXR1cz4KICAgICAgICAgICAgICAgICAgICA8U3RhdHVZPnVybjp1dHNpOjAXOTEWMjpjb252zd
HJhaW50U3RhdHVzOmRpc2F1bGVkPCITdGFAdXM+CiAgICAgICAgICAgICAGICASLONvbnNOcmFpbnRTdGFOAXM
+CiAgICAgICAGICAGIDwvVmFsaWRhdGlvbkNvbnN@cmFpbnQ+CiAgICAgICAGPCIWYWxpZGFAaWIuQ29uc3RyY
W1ludHNFdmFsdWF@aW9uUmVwb3J0PgogICAgICAgIDXWYWxpZGFAaW9uVG1tZUluZm8+CiAgICAgICAgICAGIDX
WYWxpZGF@aW9uVG1tZT4yMDESLTAALTIZVDA20jA405QTWjwvVmFsaWRhdG1vb1RpbWU+CiAgICAgICAgICAgI
DxCZXNOU21nbmFOdXJ1VG1tZT4KICAQICAQICAQICAgICAQIDXQT@OVUaW11Pj IwMTktMDgtMjNUMDY6MDgONDV
aPC9QToVUaW11PgogICAgICAGICAgICAgICAGPFR5cGVPZ1Byb29mPnVybjpldHNpOjAXOTEWMjpwb2V0eXB10
nZhbG1kYXRpb248L1R5cGVPZ1Byb29mPgogICAgICAgICAGICA8LAI1c3RTaWduYXR1emVUaW11PgogICAgICA
gIDwvVmFsaWRhdG1vb1RpbWVIbmZvPgogICAgICAgIDxTaWduZXJzRG9jdW11bnQ+CiAgICAgICAGICAgIDxEa
Wd1c3RBbGdBbmRWYWx1ZT4KICAgICAgICAGICAGICAGIDXxuczI6RGLINZXNOTWVAaGIKIEFsZ29yaXRobT@1aHR
@cDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2118+CiAgICAgQICAgICAGICAgICA8bnMyOkRpZ
2VzdFZhbHV1Pmt jRERPWmp3WmhWZnVEaHVoQ2VDRVISbV1wVEgOSmo@UmTmV1ZpMzFROWcIPCIuczI6RGLNZXN
OVmFsdWU+CiAgICAgICAgICAgIDwvRGLNZXNOQWXxnQW5kVmFsdWU+CiAgICAgICAgICAgIDxTaWduZXJzRG9jd
W11bnRSZWYgVk9SZWZ1cmVuY2U9TkQtQzU4QzgwQTgwNTMwRTBGMzQ5QkMzMkRFRjUwMjgwRDc@QzRCNOVCR)I
1Mj gwNDQwWMTgxMTY3QTIGMUEWQjMxRCIvPgogICAgICAgIDwvU21nbmVyc@RvY3VtZW50PgogICAgICAgIDxTa
WduYXR1cmVBdHRyaW]1dGVzPgogICAgICAgICAgICA8U21nbmluZTRpbWUgU21nbmVkPSI@cnV1Ij4KICAGICA
gICAgICAgICAgIDxUaW11PjIwMTctMDktMjhUMTE6MDk6MDRaPCIUaW11PgogICAgICAgICAgICABLINPZ25pb
mdUaW11PgogICAgICAgICAgICA8U21nbmluZ@N1cnRpZmljYXR1IFNpZ2512D01dHI1ZSI+CiAgICAgICAgICA
gICAgICA8QXRAcm1idXR1T2JqZWNOIFZPUmVmZXJ1bmN1PSIDLUYWRkYwQjQ1MTREMZE2MZzAOR ) I4MTdEQKEWQ
kZCMDVERURCOTg1MjdDMEUON@OM3MOUARDhGREZFMTZERj I2N@OU1Lz4KICAQICAgICAgICAgICAgIDXxDZXJ0SUQ
+Ci1AgICAgICAGICAGICAQICAGICAGPFgTMD1Ic3N1ZXITZXIpYWw+TUZZd1VhU1BNRTB4RURBT@InT1ZCQUINQ
jJkdmIyUXRZMkVARTRBWEInT1ZCQWINRUUTdmQybHVZU@IUY j J4AMWRHDHZ 1bk 14RVRBUEINT1ZCQXNNQOZCTFN
TMVVSVk5VTVFzd@NRWURWUVFHRXdKTVZRSUIDZZ@9PCIYNTASSXNzdWVyU2VyaWFsPgogICAgICAGICAGICAgI
CAgICAgIDxuczI6RGLNZXNOTWVOaGIkIEFsZ29yaXRobT@1aHRAcDovL3d3dy53My5vemevMjAwMC8wOSI4bWx
ke21nI3NoYTEi1Lz4KICAgICAgICAgICAgICAgICAgICA8bnMyOkRpZ2VzdFZhbHV1PmMrVm90ZzBqSWNaNFVRU
1d1Z2xDZzBvR05Xcz08L25zMjpEaWd1c3RWYWx1ZT4KICAGICAgICAgICAgICAgIDwvQ2VydET1EPgogICAgICA
gICAgICA8L1INpZ25pbmdDZXI0aWZpY2FOZTAKICAgICAgICAgICAgPERhAGFPYmp1Y3RGb3ItYXQgU21nbmVkP
SJ0cnV1Ij4KICAQICAQICAQICAQICAQIDXNaW11VHIwZT50ZXhOL3htbDwvTW1tZVR5cGU+CiAgICAgICAQICA
gIDwvRGFOYU9iamVjdEZvem1hdDAKICAQICAQICA8LINpZ25hdHVyZUF@dHIpYnVOZXM+CiAgICAgICAgPFNpZ
251ckluZm9ybWF@aW9uPgogICAgICAgICAgICA8U21nbmVyQ2VydG1maWNhdGUgVk9SZWZ1cmVuY2U9IkMtRjB
GRjBCNDUXNEQzMTYzMDRGMj gxN@RCQTBCRk IWNURFREI50DUYN@MwRTQ3QzczRThEOEZERKUXNKRGMjY3RSIvP
gogICAgICAgICAgICA8U21nbmVyPmdvb2QtdXN1lcjwvU21nbmVyPgogICAgICAgIDwvU21nbmVySW5mb3JtYXR
pb24+CiAgICAgICAgPFNpZ25hdHVyZVF1YWxpdHk+CiAgICAgICAgICAgIDxTaWduYXR1cmVRAWFsaXR5SW5mb
3JtYXRpb24+dXJuOmN1Zjpke3Mbc21nbmFAdXI1UXVhbG1maWNhdGLlvbjpub3RBcHBsaWNhYmx1PCITaWduYXR
TcmVRAWFsaXR5SW5mb3JtYXRpb24+CiAgICAgICAgPC9TaWduYXR1cmVRAWFsaXR5PgogICAgICAgIDxTaWduY
XR1emVWYWxpZGF@aW9uUHIvY2Vzcz4KICAGICAGICAGICAGPFNpZ25hdHVyZVZhbG1kYXRpb25Qem9;jZXNzSUQ
+dXJu0jp1dHNpOjAXOTEWMjp2YWxpZGF@aW9ucHIvY2VzezpMVEESL1NpZ25hdHVyZVZhbG1kYXRpb25Qem9jZ
XNzSUQ+CiAgICAgICAGPCITaWduYXRTemVWYWxpZGF@aW9uUHIvY2Vzcz4KICAQICAGICABU21nbmFAdXI1VmF
saWlRhdG1vbIN@YXR1cz4KICAgICAgICAgICAgPEThaW5IbmRpY2F@aW9uPnVybjpldHNpOjAXOTEWMjptYWlua
W5kaWNhdGlvbjppbmR1dGVybW1uYXR1PCINYW1uSW5kaWNhdGlvbj4KICAgICAGICAGICAGPFNTYk1uZG1jYXR
pb24+dXJuOmV@c2kbMDESMTAYONN1YmLuZG1jYXRpb246Tk9fQOVSVETGSUNBVEVFQOhBSUSTRKIVTKQBLINTY
k1uZG1jYXRpb24+CiAgICAgICAgICAgIDXxBc3NvY21hdGVkVmFsaWRhdGlvb1I1cG9ydERhdGE+CiAgICAGICA
gICAgICAgICA8Q2VydG1maWNhdGVDaGFpbj4KICAGQICAGQICAQICAGICAQICAGICABU21nbmluZ@NTlcnRpZmljY
XR1IFZPUmVmZXJ1bmN1PSIDLUYwRkYwQjQTMTREMZzE2MZzA@ORj I4MTdEQkEwQkZCMDVERURCOTgTMj dDMEUANOM
3MOUARDhGREZFMTZERjI2N@QU1Lz4KICAQICAGICAgICAQICAGICAQICA8SW50ZXItZWRpYXR1Q2VydG1maWNhd
GUQVk9SZWZ1emVuY2U9IkMtNkYZzNURFMzk2NUI5QTY5QkMzNjYxRDFBMzU1QjBBRTYWOTA3QURCNZzQxQOMXOTE
xRUZEMEYzQkU3MkQ2QTZFOSIvPgogICAgICAgICAgICAgICAGPCIDZXI0aWZpY2FOZUNoYWLuPgogICAgICAgI
CAgICAgICAgPENYeXBObO1uZmIybWFAaWIuPgogICAgICAgICAgICAGICAgICAgIDXWYWxpZGFAaWIuT2IqZWN
OSWQqVk9SZWZ1emVuY2U9ITMtREUXQTdCMZIAOEY3MEICNjNFODTEMUUWM ) E4MZzMwMZczRTISMDATQTg4Nj cwR
UU5NzU4RKITNEVDRUFCRTVENYIvPgogICAgICAgICAgICAgICAgICAgIDXxBbGdveml@aGB+aHRAcDovL3d3dy5

166



3My5vemevMjAwMS8wNCI4bWxke21nLWTvemUjenNhLXNoYTITNjwvQWxnb3JpdGhtPgogICAgICAGICAgICAgI
CAgICAQIDXTZWN1cmVBbGdvem10aGO+dHI1ZTwvU2VjdXI1QWxnb3JpdGhtPgogICAgICAGICAGICAGICAGICA
gIDx0b3RBZnR1cj4yMDIyLTEyLTMxVDIZO0jAwOjAwWjwvTm90QWZOZXI+CiAgICAgICAGQICAGICAGICASLONye
XBObO1uZm9ybWF@aWI9uPgogICAgICAGICAGICA8LOFZzc29)aWFOZWRWYWxpZGFAaW9uUmVwb3JORGFAYTAKICA
gICAgICA8L1NpZ25hdHVyZVZhbG1kYXRpb25TdGFAdXM+CiAgICA8L1NpZ25hdHVyZVZhbG1kYXRpb25SZXBve
nQ+CiAgICA8U21nbmFAdXJ1VmFsaWRhdG1vbk9iamVjdHM+CiAgICAgICAgPFZhbG1kYXRpb25PYmp1Y3QqgalQ
9TkMtRjBGRjBCNDUXNEQzMTYZMDRGMjgxNORCQTBCRkIwNURFREI50DUyNOMwRTQ3QzczRThEOEZERKUXNKRGM
jY3RSI+CiAgICAgICAgICAgIDXPYmp1lY3RUeXB1PnVybjpldHNpOjAXOTEWMjp2YWxpZGFOaW9uT2IqZWNAOmN
LenRpZm1jYXR1PCOPYmp1Y3RUeXB1PgogICAgICAgICAGICA8VmFsaWRhdG1vbk9iamVjdFI1leHI1c2VudGF0a
W9uPgogICAgICAgICAGICAgICAQPERpPZ2VzdEFSsZOFuZFZhbHV1PgogICAgQICAGICAgICAgICAGICAgIDxuczI
6RG1NZXNOTWVOaGIkIEFSZ29yaXRobT@1aHRAcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMju2I
18+C1AgICAgICAgICAgICAgICAgICAgPG5zMjpEaWdlc3RWYWx1Z2T44UDhMUTIUVEZqQLBLQMZ 1bOwrdTh1MjV
oU2ZBNUh4ejZ0ajkvaGImSm40PTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAgICAGICAgICAgPCIEaWd1c3RBb
GdBbmRWYWx1ZT4KICAGICAGICAGICAGPCIWYWxpZGFOaWIuT2IqZWNOUMVwemVzZW50YXRpb24+CiAgICAgICA
gICAgIDxQT@OU+CiAgICAgICAgICAgICAQICABUE9FVGLtZT4yMDESLTA4LTIZVDA20jA405Q1WjwvUEIFVGLtZ
T4KICAQICAQICAQICAQICAGIDXxUeXB1T2ZQcm9vZj51cm46ZXRzaTowMTkxMDIbcGITdHIWZ Tp2YWxpZGFAaW9
uPC9UeXB1T2ZQcm9vZj4KICAgICAgICAQICAGPCIQTAU+CiAgICAgICAGPCIWYWXxpZGFAaWIuT2IqZWNOPgogI
CAgICAQIDXWYWxpZGF@aW9uT21qZWNOIG1kPSIDLUIYRUIFRDUTQzZDOTVCNzNBOUMyM;j JFMDVDMjkxMDBCNKY
1MjMOQzEzRDc4RTA4QjIxMjYT0DNDRjBGRjk2MUY1PgogICAgICAgICAgICA8T2IqZWNOVHIWZT51cm46ZXRza
TowMTkxMDI6dmFsaWRhdG1vbk9iamVjdDpjZXJ0aWZpY2F@ZTwvT21qZWNOVH1wZT4KICAGICAGICAGICAgQPFZ
hbG1kYXRpb25PYmp1Y3RSZXByZXN1bnRhdG1vbj4KICAgICAgICAgICAgICAgIDxEaWd1c3RBbGdBbmRWYWxX1Z
TAKICAgICAgICAgICAgICAGICAgICA8bnMyOkRpZ2VzdE11dGhvZ(BBbGdvem10aG@9Imh@dHAGLYI3d3cudzM
ub3InLzIwMDEvMDQveG1sZW5)I3NoYTITNiIvPgogICAgICAQICAgICAQICAGICAgIDXxuczIbRG1NZXNOVMFsd
WU+c3V2dFZjYkpXM@9wd21MZThDaTFDMj1TTkTFOWVPQOxJUTpZUFBEL2x00D@8L25zMjpEalWd1c3RWYWXx1ZT4
KICAgICAgICAGICAgICAgIDwvRGLnZXNOQWxnQW5kVmFsdWU+CiAgICAgICAgICAgIDwvVmFsaWRhdGlvbk9ia
mVjdFJ1cHI1c2VudGF@aW9uPgogICAgICAgICAgICASBUEIFPgogICAgICAgICAgICAgICAGPFBPRVRpbWU+MjA
x0SOwOCAyM1QwNjowODo@NVo8L1BPRVRpbWU+Ci1AgICAgICAgICAGICAGICA8VHIWZUIMUHIVDb2Y+dXJuOmV@c
2kb6MDESMTAYOnBvZXR5cGUbdmFsaWRhdGLvbjwvVHIwZUImUHIvb2Y+Ci1AgICAgICAgICAGIDWVUE9FPgogICA
gICAgIDwvVmFsaWRhdG1vbk9iamVjdD4KICAgICAgICA8VmFsaWRhdG1vbk9iamVjdCBpZD@iQy1DRENCNUQwM
ONEOUQ3MjY3NkQ1QzgyOUJGNTIyRUI3NEE3Qzc2NkESNOI5RDVFQKEWOUEONTNCNTHhEQ) cORDNFIj4KICAQICA
gICAgICAgPE9iamVjdFR5cGU+dXJuOmV@c2kbMDESMTAYOnZhbG1kYXRpb25PYmp1Y3Q6Y2VydG1maWNhdGUSL
09iamVjdFR5cGU+CiAgICAgICAgICAGIDXWYWxpZGF@aW9uT2IqZWNOUmVwemVzZW50YXRpb24+CiAgICAgICA
gICAgICAgICA8RGLNZXNOQWxnQW5kVmFsdWU+CiAgICAgICAgICAgICAgICAgICAgPG5zMjpEaWd1lc3RNZXRob
2QgQWxnb3JpdGhtPSJodHRWOi18vd3d3LnczLmIyZy8yMDAxLzABL3htbGVuYyNzaGEYNTYiLz4KICAgICAGICA
gICAgICAgICAgICA8bnMyOkRpZ2VzdFZhbHV1PnpjdGRBODIkY21kdFhIS2I5U0xyZEtmSFpxbDduVjY2Q2FSV
HRZMjNUVDQIPCuczIbRG1NZXNOVmFsdWU+CiAgICAgICAgICAgICAgICA8LORpZ2VzdEFSsZOFuZFZhbHV1Pgo
gICAgICAgICAQICA8L1ZhbG1kYXRpb25PYmp1Y3RSZXByZXN1bnRhdG1vbj4KICAgICAGICAGICAGPFBPRT4KI
CAgICAQICAQICAQICAQIDXQT@VUaW11PjIwMTktMDgtMjNUMDY6MDgONDVaAPCIQTOVUaW11PgogICAgICAGICA
gICAgICAgPFR5cGVPZ1Byb29mPnVybjpldHNpOjAXOTEwWM]jpwb2V@eXB10nZhbG1kYXRpb248L1R5cGVPZ1Byb
29mPgogICAgICAgICAgICA8L1BPRTAKICAgICAQICA8L1ZhbG1kYXRpb25PYmp1Y3Q+CiAgICAgICAgPFZhbG1
kYXRpb25PYmp1Y3QqgaWQ9IIkMtNkYzNURFMzk2NUI5QTY5QkMzNjYxRDFBMzU1QjBBRTYwOTA3QURCNZzQxQOMxX0
TEXRUZEMEYZQkU3MkQ2QTZFOSI+CiAgICAGICAGICAGIDXPYmp1Y3RUeXB1PnVybjpldHNpOjAXOTEWM)p2YWx
pZGFOaWI9uT2]qZWNAOmNTcnRpZm1jYXR1PCIPYmp1Y3RUeXB1PgogICAgICAgICAgICA8VmFsaWRhdG1lvbk9ia
mVjdFJ1cHI1c2VudGF@aW9uPgogICAgICAgICAgICAgICAGPERPZ2VzdEFSZ@FuZFZhbHV1PgogICAgICAGICA
gICAgICAgICAgIDxuczIbRGLNZXNOTWVOAaGIkIEFSZ29yaXRobT01aHRAcDovL3d3dy53My5vemevMjAwMS8wN
C94bWx1bmMjc2hhMjU2Ii8+CiAgICAgICAgICAGICAGICAGICAGPG5zMjpEalWd1c3RWYWxT1ZT51elh1T1dXNXB
wdkRaaDBhT1ZzSzVna@hyYmRCekJrUjc5RHp2bkxXcHVrPTwvbnMyOkRpZ2VzdFZhbHV1PgogICAgICAgICAgI
CAgICAgPC9EaWd1c3RBbGdBbmRWYWx1ZT4KICAGICAGICAGICAGPCIWYWxpZGFAaWIuT2IqZWNOUMVwemVzZW5
OYXRpb24+CiAgICAgICAgICAgIDXQTOU+CiAgICAgICAGICAQICAQICASUEIFVGLtZT4yMDESLTA4LTIZVDA20
jA405QIWjwvUE9FVGL1tZT4KICAQICAQICAQICAQICAQIDXxUeXB1T2ZQcm9vZj51cm46ZXRzaTowMTkxMDIbeGI
LdH1wZTp2YWxpZGFOaW9uPCIUeXB1T2ZQecm9vZjAKICAGICAGICAGICAGPCIQTOU+CiAgICAgICAGPCINYWXpZ
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GFaW9uT2IqZWNOPgogICAgICAGIDXWYWXpZGFOaWIuT2IqZWNOIGLkPSIELUMTOEMAMEEAMDUZMEUWR}MOOUJ
DMzJERUY1MDI4MEQ3NEM@QjdFQkYyNTIAMDQOMDEAMTE2NOEYRjFBMEIZMUQiPgogICAgICAQICAQICA8T2]qZ
WNOVH1wZT51cm46ZXRzaTowMTkxMDI6dmFsaWRhdG1vbk9iamVjdDpzaWduZWREYXRhPCIPYmp1Y3RUeXB1Pgo
gICAgICAgICAgICA8VmFsaWRhdG1vbk9iamVjdFJI1cHI1c2VudGF@aW9uPgogICAgICAGICAgICAGICAQPERPZ
2VzdEFsZ@FuZFZhbHV1PgogICAgICAgICAGQICAgICAgICAGIDxuczI6RG1INZXNOTWVOaGIKIEFSZ29yaXRobT@
1aHROcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2I18+CiAgICAgICAgICAgICAgICAgICAgP
G5zMjpEaWd1c3RWYWx1ZT5rYORIT1pqd1poVmZTRGh1aEN1QOVSUMTZcFRINEpgNFItZ1ZWaTMxUT1nPTwvbnM
yOkRpZ2VzdFZhbHV1PgogICAgICAgICAgICAgICAgPCIEaWd1c3RBbGdBbmRWYWx1ZT4KICAgICAgICAgICAgP
COWYWxpZGFAaWIuT2IqZWNOUmVwemVzZW50YXRpb24+CiAgICAgICAGICAGIDXQTAU+CiAgICAgICAGICAGICA
gICABUEIFVG1tZT4yMDESLTAALTIZVDA20jA403Q1WjwvUE9FVGLtZT4KICAGICAGICAGICAGICAGIDXUEXBLT
27Qcm9vZj51cm46ZXRzaTowMTkxMDI6cGITdHIWZ Tp2YWxpZGFAaW9uPCIUeXB1T2ZQem9vZ j4KICAGICAGICA
gICAgPC9QTOU+CiAgICAgICAgPCIWYWxpZGFOaW9uT2IqZWNOPgogICAgPCITaWduYXR1cmVWYWxpZGFOaW9uT
2JqZWN@czAKPCIWYWxpZGFAaW9uUmVwb3I0Pgo=",
"DiagnosticData" : {
"DocumentName" : "xades-detached.xml",
"ValidationDate" : "2019-08-23T06:08:45",
"ContainerInfo" : null,
"Signature" : [ {
"Id" : "S-DE1A7B3248F70BB63E89D1E0218330373E29005A88670EE9758FB54ECEABESD7",
"DAIdentifier" : "id-afde782436468dd74eeb181f7ce110e1",
"SignatureFilename" : "xades-detached.xml",
"ErrorMessage" : null,
"DateTime" : "2017-09-28711:09:04",
"SignatureFormat" : "XAdES-BASELINE-B",
"StructuralValidation" : {
"Valid" : true,
"Message" : null
b
"DigestMatcher" : [ {
"DataFound" : true,
"Datalntact" : true,
"DigestMethod" : "SHA256",
"DigestValue" : "kcDHOZjwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g=",
"type" : "REFERENCE",
"name" : "r-id-1"
|
"DataFound" : true,
"Datalntact" : true,
"DigestMethod" : "SHA256",
"DigestValue" : "DztwNTmRoOAm6/1MI8Rym5xZPzIvLYDzn/ebYYkPsr4=",
"type" : "SIGNED_PROPERTIES",
"name" : "#xades-id-afde782436468dd74eeb181f7ce110e1"
} 1
"BasicSignature” : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,
"SignatureValid" : true
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"SigningCertificate" : {
"AttributePresent" : true,
"DigestValuePresent" : true,
"DigestValueMatch" : true,
"IssuerSerialMatch" : true,
"Certificate" : "C-

FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8DSFDFET16DF267E"

H

"ChainItem" : [ {

"Certificate" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8D8FDFET16DF267E"

}oA
"Certificate" : "C-

6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"
1L

"ContentType" : null,

"MimeType" : "text/xml",

"ContentIdentifier" : null,

"ContentHints" : null,

"SignatureProductionPlace” : null,

"Indication" : [ ],

"SignerRole" : [ ],

"Policy" : null,

"PDFSignatureDictionary" : null,

"SignerDocumentRepresentations” : {
"HashOnly" : false,

"DocHashOnly" : false

I

"FoundCertificates" : {
"RelatedCertificate" : [ {

"Origin" : [ "KEY_INFO" 1],
"CertificateRef" : [ {

"Origin" : "SIGNING_CERTIFICATE",

"IssuerSerial" :
"MFYwUaRPME@xEDAOBgNVBAMMB2dvb2QtY2ExGTAXBgNVBAOMEES5vd21uYSBTb2x1dG1vbnMxETAPBgNVBASMC
FBLSSTURVNUMQswCQYDVQQGEwIMVQIBCg==",

"DigestAlgoAndValue" : {

"DigestMethod" : "SHAT",
"DigestValue" : "c+Vohg@jIcZ4UQSWeglCg@oGNWs="
}
1L
"Certificate" : "C-
FOFFOB4514D316304F2817DBAOBFBO5DEDBI8527C0E47C73E8DSFDFET16DF267E"
oA
"Origin" : [ "KEY_INFO" 1],
"CertificateRef" : [ 1,
"Certificate" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6E9"
1L
"OrphanCertificate” : [ ]

}I

169



C58C80A80530E0F349BC32DEF50280D74C4B7EBF25280440181167A2F1A0B31D"

"YA7SENt3N8ufLFMnKr36r0PqzMiY3Q0s++IGTEUCAspaxUvAdHZMOd/yn3kpLILoUkI4M3f1j5Wan83kf058Bq
M1khsX616JzaFTPGpm7akRQKhvoH25yyqTYXES1Bem@4iziKhLMzZjUfx4/B1Z1ysv5pIBgl2r2016jLop9ww3
gedc4YJoaK+SXkbhyTNOcN8PjGe63WYOTNVPQFvja8Bnwg+adbBuwD+8N6fwigCdW5a/4DIUe/I8Mb70Z1I8Po0
znGDfi+TPbiIeVmCb15mUoUg2Q/xY1ulfLh3uGQAXKBvF450DIHRVefnN/D/WytAC1UVDoQSywemnjPpqF8eg=
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"FoundRevocations" : {
"RelatedRevocation" : [ ],
"OrphanRevocation" : [ ]

I

"FoundTimestamp"

"SignatureScope”
"Scope" : "FULL",

"Name" : "sample.xml",
"Description” : "Full document",
"Transformation" : null,
"SignerData" : "D-

L1,
[ {

P

"SignatureDigestReference" : {

"CanonicalizationMethod" : "http://www.w3.0rg/2001/10/xml-exc-c14n#",

"DigestMethod" : "SHA256",

"DigestValue" : "SXLcmUDMsYRIGFz6pek8zrxrZbkyyZOIFVzmJJuWPm4="

}I

"SignatureValue" :

"CounterSignature” : null,
"Parent" : null

I 1l
"Certificate" : [ {

"Id" : "C-FOFF@OB4514D316304F2817DBA@BFBO5DEDBI8527C0E4A7C73E8D8FDFE16DF267E",

"SubjectDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=good-user",

"Format" : "CANONICAL"
oA

"value" : "C=LU,QU=PKI-TEST,0=Nowina Solutions,CN=good-user",

"Format" : "RFC2253"
1

"IssuerDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=good-ca",

"Format" : "CANONICAL"
oA

"value" : "C=LU,QU=PKI-TEST,0=Nowina Solutions,CN=good-ca",

"Format" : "RFC2253"

} 1
"SerialNumber" : 10,
"CommonName" : "good-user",

"Locality" : null,
"State" : null,
"CountryName" : "LU",
"OrganizationName" : "Nowina Solutions",
"GivenName" : null,
"OrganizationalUnit" : "PKI-TEST",



"Surname" : null,
"Pseudonym" : null,
"Email" : null,

"aialrl" : [ "http://dss.nowina.lu/pki-factory/crt/good-ca.crt" ],

"eriurl" : [ 1,

"ocspServerUrl" : [ "http://dss.nowina.lu/pki-factory/ocsp/good-ca" ],

"Source" : [ "SIGNATURE" ],

"NotAfter" : "2018-08-26T07:54:31",

"NotBefore" : "2016-10-26T07:54:31",

"PublicKeySize" : 2048,

"PublicKeyEncryptionAlgo" : "RSA",

"KeyUsage" : [ "nonRepudiation" ],

"extendedKeyUsagesOid" : [ ],

"IdPkix0OcspNoCheck" : false,

"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,

"SignatureValid" : true

I

"SigningCertificate" : {

"AttributePresent” : null,
"DigestValuePresent" : null,
"DigestValueMatch" : null,
"IssuerSerialMatch" : null,
"Certificate" : "C-

6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6ES"

+
"ChainItem" : [ {
"Certificate" : "C-

6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"

P

"Trusted" : false,
"SelfSigned" : false,
"certificatePolicy" : [ ],
"qcStatement0id" : [ 1],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ 1,
"Baseb4Encoded" : null,
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",
"DigestValue" : "8P8LRRTTFjBPKBfbolL+wXe25hSfA5Hxz6Nj9/hbfIn4="
}
{

"Id" : "C-B2EBED55C6C95B73A9C222E05C29100B6F5234C13D78E08B2126583CFOFFI61F",

"SubjectDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=good-ca",
"Format" : "CANONICAL"
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oA
"value" : "C=LU,OU=PKI-TEST,0=Nowina Solutions,CN=good-ca",
"Format" : "RF(C2253"

P

"IssuerDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"

}oAo

"value" : "C=LU,OQU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RF(C2253"

P
"SerialNumber" : 4,
"CommonName" : "good-ca",

"Locality" : null,

"State" : null,

"CountryName" : "LU",

"OrganizationName" : "Nowina Solutions",

"GivenName" : null,

"OrganizationalUnit" : "PKI-TEST",

"Surname" : null,

"Pseudonym" : null,

"Email" : null,

"aialr1l" : [ "http://dss.nowina.lu/pki-factory/crt/root-ca.crt" ],

"erlUrl" : [ "http://dss.nowina.lu/pki-factory/crl/root-ca.crl" ],

"ocspServerUrl" : [ ],

"Source" : [ "AIA" ],

"NotAfter" : "2020-07-20T12:31:08",

"NotBefore" : "2018-09-20T12:31:08",

"PublicKeySize" : 2048,

"PublicKeyEncryptionAlgo" : "RSA",

"KeyUsage" : [ "keyCertSign", "crlSign" ],

"extendedKeyUsagesOid" : [ ],

"IdPkix0cspNoCheck" : false,

"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,

"SignatureValid" : true

I

"SigningCertificate" : {
"AttributePresent" : null,
"DigestValuePresent" : null,
"DigestValueMatch" : null,
"IssuerSerialMatch" : null,
"Certificate" : "C-

CDCB5D@3CDID72676D5C829BF522EB74A7C766A97B9D5EBAG9A453B58DB74D3E"

H

"ChainItem" : [ {
"Certificate" : "C-
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CDCB5DB3CDID72676D5C829BF522EB74A7C766A97BID5EBAOIA453B58DB74D3E"

Pl

"Trusted" : false,
"SelfSigned" : false,
"certificatePolicy" : [ 1,
"qcStatement0id" : [ ],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ ],
"Baseb4Encoded" : null,
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",
"DigestValue" : "suvtVcbIW30pwilgXCkQC29SNME9eOCLISZYPPD/1h8="
}

{
"Id" : "C-CDCB5D@3CDID72676D5C829BF522EB74A7C766A97B9DSEBA@IA453B58DB74D3E",

"SubjectDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"
oA

"value" : "C=LU,OQU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RF(C2253"

P

"IssuerDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"

o q

"value" : "C=LU,OQU=PKI-TEST,0=Nowina Solutions,CN=root-ca",
"Format" : "RF(C2253"

1,
"SerialNumber" : 1,
"CommonName" : "root-ca",

"Locality" : null,

"State" : null,

"CountryName" : "LU",

"OrganizationName" : "Nowina Solutions",
"GivenName" : null,

"OrganizationalUnit" : "PKI-TEST",
"Surname" : null,

"Pseudonym" : null,

"Email" : null,

"aialrl" : [ 1],

"eriUrl" : [ 1],

"ocspServerUrl" : [ ],

"Source" : [ "AIA" ],

"NotAfter" : "2020-08-20T12:31:07",
"NotBefore" : "2018-08-20T12:31:07",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsagesOid" : [ ],
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"IdPkix0cspNoCheck" : false,

"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "2048",
"DigestAlgoUsedToSignThisToken" : "SHA512",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : true,

"SignatureValid" : true

I,

"SigningCertificate" : null,

"ChainItem" : null,

"Trusted" : false,

"SelfSigned" : true,

"certificatePolicy" : [ 1,

"qcStatement0id" : [ ],

"qcTypeOid" : [ 1,

"TrustedServiceProvider" : [ 1,

"CertificateRevocation" : [ ],

"Baseb4Encoded" : null,

"DigestAlgoAndValue" : {

"DigestMethod" : "SHA256",
"DigestValue" : "zctdA82demdtXIKb9SLrdKfHZql7nV66CaRTtY23TT4="

}

oA
"Id" : "C-6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY",

"SubjectDistinguishedName" : [ {

"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=good-ca",
"Format" : "CANONICAL"
oA

"value" : "C=LU,OU=PKI-TEST,O0=Nowina Solutions,CN=good-ca",
"Format" : "RF(C2253"

F1

"IssuerDistinguishedName" : [ {
"value" : "c=1u,ou=pki-test,o=nowina solutions,cn=root-ca",
"Format" : "CANONICAL"

oA

"value" : "C=LU,QU=PKI-TEST,O=Nowina Solutions,CN=root-ca",
"Format" : "RFC2253"

P
"SerialNumber" : 4,
"CommonName" : "good-ca",

"Locality" : null,

"State" : null,

"CountryName" : "LU",

"OrganizationName" : "Nowina Solutions",

"GivenName" : null,

"OrganizationalUnit" : "PKI-TEST",

"Surname" : null,

"Pseudonym” : null,

"Email" : null,

"aialr1l" : [ "http://dss.nowina.lu/pki-factory/crt/root-ca.crt" 1],
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"crUrl" : [ "http://dss.nowina.lu/pki-factory/crl/root-ca.crl" ],

"ocspServerUrl" : [ 1],

"Source" : [ "SIGNATURE" 1,

"NotAfter" : "2018-08-26T07:54:30",

"NotBefore" : "2016-10-26T07:54:30",

"PublicKeySize" : 2048,

"PublicKeyEncryptionAlgo" : "RSA",

"KeyUsage" : [ "digitalSignature" ],

"extendedKeyUsagesOid" : [ 1],

"IdPkix0cspNoCheck" : false,

"BasicSignature" : {
"EncryptionAlgoUsedToSignThisToken" : "RSA",
"KeyLengthUsedToSignThisToken" : "?",
"DigestAlgoUsedToSignThisToken" : "SHA256",
"MaskGenerationFunctionUsedToSignThisToken" : null,
"Signaturelntact" : false,

"SignatureValid" : false

b

"SigningCertificate" : null,

"ChainItem" : null,

"Trusted" : false,

"SelfSigned" : false,

"certificatePolicy" : [ ],
"qcStatement0id" :
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ 1,

"Baseb64Encoded"

[ 1,

: null,

"DigestAlgoAndValue" : {
"DigestMethod" :
"DigestValue" :

}
Pl

"Revocation" :
"Timestamp" :

[

]I

[ 1,
"OrphanToken" :

"SignerData" : [ {

[ 1,

"SHA256",
"bzXeOWW5ppvDZh@aNVsK5gkHrbdBzBkR79DzvnLWpuk="

"Id" : "D-C58C80A80530EQF349BC32DEF50280D74C4B7EBF25280440181167A2F1A0B31D",
"ReferencedName" : "sample.xml",
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",
"DigestValue" : "kcDHOZjwZhVfuDhuhCeCERRmYpTH4Jj4RmfVVi31Q9g="
}
P
"TrustedList" : [ 1,
"ListOfTrustedLists" : null
¥
"SimpleReport" : {
"Policy" : {

"PolicyName" : "QES AdESQC TL based",
"PolicyDescription” : "Validate electronic signatures and indicates

whether they
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are Advanced electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AdES/QC) or a\n\t\tQualified electronic Signature (QES). A1l certificates and their
related chains supporting the signatures are validated against the EU Member State
Trusted Lists (this includes\n\t\tsigner's certificate and certificates used to
validate certificate validity status services - CRLs, OCSP, and time-stamps).\n\t"

+
"ValidationTime" : "2019-08-23T06:08:45",
"DocumentName" : "xades-detached.xml",

"ValidSignaturesCount" : 0,

"SignaturesCount" : 1,

"ContainerType" : null,

"Signature" : [ {
"Filename" : null,
"SigningTime" : "2017-09-28T11:09:04",
"BestSignatureTime" : "2019-08-23T06:08:45",
"SignedBy" : "C-

FOFFOB4514D316304F2817DBA@BFBO5DEDBI8527C0E47C73E8DSFDFE16DF267E",

"CertificateChain" : {
"Certificate" : [ {
"id" : "C-FOFFOB4514D316304F2817DBA0OBFBO5DEDBI8527COE4A7C73E8DSFDFE16DF267E",

"qualifiedName" : "good-user"
b A
"id" : "C-6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDAF3BE72D6A6EY",
"qualifiedName" : "good-ca"
}]
e
"SignaturelLevel" : {
"value" : "N/A",
"description” : "Not applicable”
b

"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ "Unable to build a certificate chain until a trusted list!", "The

result of the LTV validation process is not acceptable to continue the process!" ],
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"Warnings" : [ "The signature/seal is an INDETERMINATE AdES!" ],
"Infos" : [ 1,
"SignatureScope" : [ {

"value" : "Full document",
"name" : "sample.xml",
"scope" : "FULL"

1L

"Id" : "S-DE1A7B3248F70BB63E89D1E0218330373E29005A88670EE9758FB54ECEABESDT ",
"CounterSignature” : null,
"ParentId" : null,
"SignatureFormat" : "XAdES-BASELINE-B"
}

"DetailedReport" : {

"Signatures" : [ {
"ValidationProcessBasicSignatures" : {
"Constraint" : [ {



"Name" : {

"value" : "Is the result of the Basic Validation Process conclusive?",
"NameId" : "ADEST_ROBVPIIC"

b

"Status" : "NOT OK",

"Error" : {
"value" : "The result of the Basic validation process is not conclusive!",
"NameId" : "ADEST_ROBVPIIC_ANS"

b

"Warning" : null,

"Info" : null,

"AdditionalInfo" : null,
"Id" : "S-DE1A7B3248F70BB63E8IDT1EA218330373E29005A88670EE9758FB54ECEABESD7 "
1L
"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",
"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

1l
"Warnings" : null,
"Infos" : null
I¥
"Title" : "Validation Process for Basic Signatures",

"ProofOfExistence" : {
"Time" : "2019-08-23T06:08:45",
"TimestampId" : null
}
I
"ValidationProcessTimestamps" : [ ],
"ValidationProcessLongTermData" : {
"Constraint" : [ {

"Name" : {
"value" : "Is the result of the Basic Validation Process acceptable?",
"NameId" : "LTV_ABSV"

}

"Status" : "NOT OK",

"Error" : {
"value" : "The result of the Basic validation process is not acceptable to

continue the process!",
"NameId" : "LTV_ABSV_ANS"

Iy
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "INDETERMINATE",
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"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",
“NameId" : "BBB_XCV_CCCBB_SIG_ANS"

P
"Warnings" : null,
"Infos" : null
e
"Title" : "Validation Process for Signatures with Time and Signatures with

Long-Term Validation Data",
"ProofOfExistence" : {
"Time" : "2019-08-23T06:08:45",
"TimestampId" : null
}
b

"ValidationProcessArchivalData" : {
"Constraint" : [ {

"Name" : {
"value" : "Is the result of the LTV validation process acceptable?",
"NameId" : "ARCH_LTVV"

3

“Status" : "NOT OK",

"Error" : {

"value" : "The result of the LTV validation process is not acceptable to
continue the process!",
“NameId" : "ARCH_LTVV_ANS"

b
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {
"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",
"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

bl
"Warnings" : null,
"Infos" : null
I¥
"Title" : "Validation Process for Signatures with Archival Data",

"ProofOfExistence" : {
“Time" : "2019-08-23706:08:45",
"TimestampId" : null
}
e

"ValidationSignatureQualification" : {
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"ValidationCertificateQualification" : [ 1],
"Constraint" : [ {
"Name" : {
"value" : "Is the signature/seal an acceptable AdES (ETSI EN 319 102-1)

"NameId" : "QUAL_IS_ADES"
+
"Status" : "WARNING",
"Error" : null,
"Warning" : {
"value" : "The signature/seal is an INDETERMINATE AdES!",
"NameId" : "QUAL_IS_ADES_IND"
s
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
oA
"Name" : {
"value" : "Has a trusted list been reached for the certificate chain?",
"NameId" : "QUAL_CERT_TRUSTED_LIST_REACHED"
b
"Status" : "NOT OK",
"Error" : {
"value" : "Unable to build a certificate chain until a trusted list!",
"NameId" : "QUAL _CERT_TRUSTED_LIST_REACHED_ANS"
}
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
} 1
"Conclusion” : {
"Indication" : "FAILED",
"SubIndication" : null,
"Errors" : [ {

"value" : "Unable to build a certificate chain until a trusted 1list!",
"NameId" : "QUAL _CERT_TRUSTED_LIST_REACHED_ANS"

oA
"value" : "Unable to build a certificate chain until a trusted list!",
"NameId" : "QUAL_CERT_TRUSTED_LIST_REACHED_ANS"

1

"Warnings" : [ {
"value" : "The signature/seal is an INDETERMINATE AdES!",
"NameId" : "QUAL _IS_ADES_IND"

1
"Infos" : null
H
"Title" : "Signature Qualification",

"Id" : "S-DETA7B3248F70BB63E8ID1E0218330373E29005A88670EE9758FB54ECEABESDT "
"SignatureQualification” : "N/A"
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"Id" : "S-DETA7B3248F70BB63E89IDT1E0218330373E29005A88670EE9758FB54ECEABESDT ",
"CounterSignature” : null

I 1l
"Certificate" : null,
"BasicBuildingBlocks" : [ {

"FC" : {
"Constraint" : [ {
"Name" : {
"value" : "Is the expected format found?",
"NameId" : "BBB_FC_IEFF"
b
"Status" : "OK",

"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

il

"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,

"Infos" : null
b
"Title" : "Format Checking"
b
"ISC" : {

"CertificateChain" : {
"ChainItem" : [ {
"Source" : "SIGNATURE",

"Id" : "C-
FOFFOB4514D316304F2817DBAOBFBA5DEDBI8527COEA7C73E8DBFDFE16DF267E"
boo
"Source" : "SIGNATURE",
"Id" : "C-
6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"
Fl
I#
"Constraint" : [ {
"Name" : {
"value" : "Is there an identified candidate for the signing certificate?",
"NameId" : "BBB_ICS_ISCI"
¥

"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

oA
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"Name"
"value'

}I

"Status" :
"Error" :

"Warning'
"Info" :

"AdditionalInfo"
null

"Id" :
HoA

"Name"

"value'

present?",

equal?"”,

"NameId" :

}I

"Status" :

"Error" :

"Warning" :

"Info"

"Id"
oA

"Name"

}I
"Status"
"Error" :
"Warning"
"Info"
"Addition
"Id" : nu
oA

"Name"

"NameId
+

"Status" :
: null,
"Warning" :

"Error"

"Info"

"Addition

"Id" : nu
1L

"Conclusion

"Tndication"
"SubIndication" :
"Errors" :

"Warnings

2 o

"BBB_ICS_ISASCP"

"0K",
null,
" onull,
null,
: null,

: {

"BBB_ICS_ISACDP"

"OK"’
null,
null,

: null,
"AdditionallInfo" :
: null

null,

: {
"value" :
"NameId"

: "BBB_ICS_ICDWV"

: "OK"’
null,
: null,

: null,

allnfo" :
11

null,

2 o

"value" :

" 1 "BBB_ICS_AIDNASNE"
"OK"’

null,

: null,

allnfo" :
11

null,

"
: "PASSED",
null,

null,

" onull,

: "Is the signed attribute:
"NameId" :

: "Is the signed attribute:

'signing-certificate' present?",

"cert-digest' of the certificate

"Is the certificate's digest value valid?",

"Are the issuer distinguished name and the serial number
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"Infos" : null

H
"Title" : "Identification of the Signing Certificate"
I
"VeI" : {
"Constraint" : [ {
"Name" : {
"value" : "Is the signature policy known?",
"NameId" : "BBB_VCI_ISPK"
s
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
1L
"Conclusion" : {
"TIndication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null
I
"Title" : "Validation Context Initialization"
H
"Xev" oz {
"SubXCVv" : [ 1,
"Constraint" : [ {
"Name" : {
"value" : "Can the certificate chain be built till the trust anchor?",
"NameId" : "BBB_XCV_CCCBB"
b
"Status" : "NOT OK",
"Error" : {

"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",

“NameId" : "BBB_XCV_CCCBB_SIG_ANS"

lis
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null

1L

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain for signature is not trusted, there is no
trusted anchor.",

"NameId" : "BBB_XCV_CCCBB_SIG_ANS"
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"Warnings" : null,
"Infos" : null
I
"Title" :
I
"evt o {
"Constraint" : [ {
"Name" : {
"value" :
"NameId" :
i
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" :
"Id" : null
oA
"Name" : {
"value" :
"NameId"
b
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo"
"Id" : null
oA
"Name" : {
"value" :
"NameId" :
s
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo"
"Id" : null
oA
"Name" : {
"value"
"NameId" :
b
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"Additionallnfo" :
"Id" : null

P

: "Reference :

"Is the reference data object
"BBB_CV_IRDOF"

: "Is the reference data object
“BBB_CV_IRDOI"

"X509 Certificate Validation"

"Is the reference data object found?",
"BBB_CV_IRDOF"

"Reference : r-id-1",

"Is the reference data object intact?",
: "BBB_CV_IRDOI"

r-id-1",

found?",

: "Reference : #xades-id-afde782436468dd74eeb181f7ce110e1",

intact?",

"Reference : #xades-id-afde782436468dd74eeb181f7ce110e1",
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'SignedProperties' present?”,
"BBB_SAV_ISQPMDOSPP"
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oA

"Name" : {
"value" : "Is the signature intact?",
"NameId" : "BBB_CV_ISI"
s
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
i1l
"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null
I
"Title" : "Cryptographic Verification"
I,
"SAV" : {
"CryptographicInfo" : {
"Algorithm"
"KeyLength" : "2048",
"Secure" : true,
"NotAfter" : "2022-12-31T723:00:00"
I
"Constraint" : [ {
"Name" : {
"value" : "Is signed qualifying property:
"NameId" : "BBB_SAV_ISQPSTP"
b
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
oA
"Name" : {
"value" : "Is signed qualifying property:

"NameId" :
b
"Status" : "OK",
"Error" : null,
"Warning" : null,
"Info" : null,
"AdditionalInfo"
"Id" : null

: null,

: "http://www.w3.0rg/2001/04/xmldsig-morefirsa-sha256",

'signing-time' present?"”,

'message-digest' or



oA

"Name" : {
"value" : "Are signature cryptographic constraints met?",
"NameId" : "ASCCM"

I's

"Status" : "OK",

"Error" : null,

"Warning" : null,

"Info" : null,

"AdditionalInfo" : "Validation time : 2019-08-23 06:08 for token with ID :

[S-DE1A7B3248F70BB63E8ID1EA218330373E29005A88670EE9758FB54ECEABESD7]",
"Id" : null
1L
"Conclusion" : {
"Indication" : "PASSED",
"SubIndication" : null,
"Errors" : null,
"Warnings" : null,
"Infos" : null
I
"Title" : "Signature Acceptance Validation",
"ValidationTime" : "2019-08-23T06:08:45"
I
"PSV" : null,
"PCV" : null,
"VIS" : null,
"CertificateChain" : {
"ChainItem" : [ {
"Source" : "SIGNATURE",

"Id" : "C-FOFF@B4514D316304F2817DBA@BFBO5DEDBI8527CAE47C73E8DBFDFET16DF267E"

}oA
"Source" : "SIGNATURE",

"Id" : "C-6F35DE3965B9A69BC3661D1A355B0AE60907ADB741CC1911EFDOF3BE72D6A6EY"

F
I
"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain for signature is not trusted, there is no

trusted anchor.",
"NameId" : "BBB_XCV_CCCBB_SIG_ANS"

} 1
"Warnings" : null,
"Infos" : null

}I

"Id" : "S-DETA7B3248F70BB63E89ID1E0218330373E29005A88670EE9758FB54ECEABESDT ",

"Type" : "SIGNATURE"
I 1l
"TLAnalysis" : [ ]
}
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Retrieve original document(s)
This service returns the signed data for a given signature.

Request

POST /services/rest/validation/getOriginalDocuments HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 8947

{
"signedDocument" : {

"bytes" :
"PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48ZHM6U21nbmF@dXJ1IHhtbG5z0mRzPS]od
HRwO1i8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjI1BIZDO1aWQtZWEXMGEWNTE3Y2JjN2YINDILYTNIN]g
10DY3YWM5NWU1PjxkczpTaWduZWRIbmZvPjxkczpDYW5vbmljYWxpemFOaW9uTWVOaGIkIEFsZ29yaXRobT0@1ia
HR@cDovL3d3dy53My5vemevVFIvMjAwMS9SRUMteGT1sLWMXNGAtMjAWMTAZMTU1Lz48ZHM6U2 TnbmFAdXI1TWV
0aG9kIEFsZ29yaXRobT@iaHROcDovL3d3dy53My5vemevMjAwMS8WNCI4bWxke2TnLWTvemUjcnNhLXNoYTIIN
1IvPjxkeczpSZWZ1ecmVuY2UgSWQIInItaWQtMSIgVH1wZT@1aHRAcDovL3d3dy53My5vemevMjAwMC8w0S94bWx
kc21nI09iamVjdCIgVVIIPSIjby1pZCOxIj48ZHM6VHIhbnNmb3Jtcz48ZHM6VHIhbnNmb3JtIEFSZ29yaXRob
T@1aHRAcDovL3d3dy53My5vemevMjAwMC8w0S94bWxke21nI2Ihe2U2NCIVPjwvZHM6VHIhbNNmb3Jtcz48ZHM
6RG1NZXNOTWVAaGIkIEFSZ29yaXRobT@1aHRAcDovL3d3dy53My5vemevMjAwMS8WNCI4bWx 1bmMjc2hhMju21
18+PGRz0kRpZ2VzdFZhbHV1PkxQSk51bCt3b3cObTZEc3F4Ym5pbmhzVOhsd2ZwMEp1Y3dRellwT@xtQ1E9PCI
kczpEaWd1c3RWYWx1ZT48L2Rz01I1ZmVyZW55ZT48ZHM6UmMVmZXI1bmN1IFR5cGUIImh@dHA6LY91cmkuZXRza
S5vemevMDESMDMjU21nbmVkUHIveGVydG11eyIgVVIIPSIjeGFkZXMtaWQtZWEXMGEWNTE3Y2JjN2YINDLLYTN
1Njg10DY3YWMSNWUiPjxkezpUemFuc2Zvem1zPjxkezpUemFuc2Zvem@gQWxnb3JpdGhtPSJodHRwO18vd3d3L
nczLm9yZy9UU1i8yMDAxL1IFQy14bWwtYzE@b1@yMDAXMDMXNSIVPjwvZHM6VHIhbnNmb3Jtcz48ZHMORGLNZXN
0TWV0aG9kIEFsZ29yaXRobT@1aHROcDovL3d3dy53My5vemevMjAwMS8wNCI4bWx 1bmMjc2hhMjU2118+PGRz0
kRpZ2VzdFZhbHV1PnpUZ1c5bjFUOWwwTHg2T1hGNUFUM1Btb3FLOWFHbUpIZ1BDaX10Z1INeVU9IPC9kczpEaWd
Le3RWYWx1ZT48L2Rz01I1ZmVyZW5)ZT48L2Rz01NpZ251ZE1uZm8+PGRz0O1NpZ25hdHVyZVZhbHV1IELKPSI2Y
Wx1ZS1pZCT1LYTEWYTATMTdj YmM3ZjU@OWVhM2U20DU4NjdhYzk1ZST+Qy9FZnIvimdGTkIvak4@ZnpJd2UzVTR
1bDQ5S2xBbmhKSmI3e1c@T2MxNWsweWpPSkZDecm93jY23GVAUT1eU52R3cyVHpxYVo@SVFYRjBKR11GM2IrNW5sa
GTEcTJacHBIYnN1OWY5M@@5¢cGU4cTVHaFBjWkRDV1FmNnp2TnNvUHRPYktzL@4vWj1z0DVVemY3UGdT1SWtVZ1I
3eUJUaW5waGhINVpuRHZuSNZsQ1RNREStYm4yM1BYS1Yyc1IxWFpsa1BLWUsvVGhyOFdnS1crUU9VREdTeGVST
mgyUWIPT11hR1FsUV6Vkhgb@c3emppVHM3UkdrR1ZVNGh3Q0pieWITZThkd20zbkUxenVuQmp2TkRWenVqZVF
yZkhTSjNrQUsxbS9odkt4Tnh1NXR4bkNmd@ZkN1dDanpDWXBBaE9sSmI3MDIvV3RYam56azBHbkFZQndnPTASL
2Rz01NpZ25hdHVyZVZhbHV1PjxkczpLZX1IbmZvPjxkczpYNTASRGFOYT48ZHMOWDUWOUNTcnRpZmljYXR1Pk1
JSUQxRENDQXJ5Z0F3SUJBZ01CQ2pBTkIna3Foa21HOXcwQkFRc@ZBREJOTVIBdORNWURWUVFEREFkbmIyOWtMV
050TVIrd@Z3WURWUVFLREJCT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKR
FTE1Ba@dBMVVFQmhNQTRGVXdIaGNOTVRjeETERTVNRGNSTXpFd1doY@5NVGE3TORFNUTEY31NekV3V2pCUETSS
XdFQVLEV1FRRERBbG5iMj1rTFhWelpYSXhHVEFYQmdOVkJBb@1FRTV2ZD]sdV1TQlRiMngxZEdsdmJuTXhFVEF
QQmdOVkJBc@1DRkIMUTMxVVIWTLVNUXN3QTFZRFZRUUdFd@pNV1RDQOFTSXdEUV1KS29aSWh2Y@5BUUVCQLFBR
GdnRVBBRENDQVFvQ2dnRUJBS19SVHV5WVRVRORpbUZGR21STDhsN31yRDZ1WDh1bkYzZk FmMGYVTc1pSRGZpSTR
3Rj1PT3RVc1lc10USEMnNYQyt5aXBWSTTHRINBcTIxSONUR1BMcXZOVOZTbCtnZnItWnNuN2tjUUIWA1FqQj1jS
1pHMmc@VW55VUxCa3JQMFIveW1pTmRuM@kzNHE2a01BV3hXUnprUC9CaFAxdWVVNjBnUnh1V@1HUGEyeVZabnh
KbDFUOEp1SGkvSmpoN2tQSTgwR3V4UXIDQkg@eGIRWngvU1FpV2pIdDdwemTWZ@crROhoNHFpb@JGWWp20GdQM
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2ZMdExrM3ZGRHptRWFPeHRMMWRHQXdwcG83ROX TVXRVNkp4QXYwZm52eTZVTO55QW4rK3VOOHF rOFU4W1MOSKk9
nRnpKd1ZLT2NOUXBUVGptbitMbGIuMWTIncmtiSEptN21xYWIrQoF3RUFBYU9CdkRDQnVUQUICZA5SWSFE4Qk FmO
EVCQU1DQmtBd2dZY@dDQ3NHQVFVRkI3RUICSHN3ZVRBNUInZ31CZ0VGQLF jd@FZWXRhSFIwY@RvdkwyUnpjeTV
1YjNkcGItRXViSFV2Y@dOcExXWmhZM1J2Y25rdmIyTnpjQzluY;jI5a@xXTmhNRHAHQONzRAFRVUZCek FDaGpCh
2RIUndPaTh2WkhOekx tNXZkMmx TWVM1c2RTOXdhMmt@Wm16amRHOX11Uz1qY25Rd10y0XZaQzFqWVM1amNuUXd
TUVIEV1IwT@ICWUVGTY9QL21xRW92UW4ZzYXBYN1VTTOtTUzdSTUUSTUEWRONTcUdTSWIZRFFFQkN3VUFBNELCQ
VFBRTIMSjdKa1R1Q21RT1p1STBTalcySnAwTFA2S11pNWNOYZzR6SWAWT 1kwQ@5UUkZzejdrR1c2QWIFVGhoSjk
zMmd5NmxSK@ZMR3BwSTNRNVZ tUDBLA23ZV3g2MGFUSFITbmt ramRvZn1lrYStoNitSbk1mRn13NGIpZGVxdTBFW
HBMNFhtVFNQN3hPNi19PN2EZzZk9kM@1DUy9Udm4wQlImNV1TOFJuZXd4MHFBZk5hb3czYUhDMTEYQkFTMUFNZVV
Tc2x5QVBYMUNGZ2dtK25aUEgwenVULONQVkoSWIR6VFcyM1lhLa11liaytHTVFEOGXRRTRwYTBzVnU1K2Z3Zm1]Z
28xZ1NqY20raXhKN@4raDVtVXFZcET1Ydkp1TnILUWwvSjASRURWWmLrRWVAL2NQTKV2TET1X0XUS5ckxqdUTrZWp
hQytETFUxRkpCZEpvd3FJS2NBakE8L2Rz01gTMD1DZXI0aWZpY2F@OZT48ZHM6WDUWOUNLcnRpZmljYXR1Pk1JS
UQ2akNDQXRLZ@OF3SUJBZ01CQkRBTkIna3Foa21HOXcwQkFRc@ZBREJOTVIBdORNWURWUVFEREFkeWIyOTBMV@S5
0TVIrd@Z3WURWUVFLREJCT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKRFT
E1Ba@dBMVVFQmhNQTRGVXdIaGNOTVRjeET1ERTVNRGNSTWpVeFdoY@5NVGt3TORFNUTEY31Na1V4V2pCTk1SQXd
EZ11EV1FRRERBZG5i1Mj1rTFd0aE1Sa3dadT1EVIFRSORCQkIiM2RwYmTFZ1UyOXNKWFIwYjI1ek1SRXdEdTLEV
1FRTERBaFFTMGtOVKVWVFZERUXNQWtHQTFVRUJoTUNUR1V3Z2dFaU1BMEdDU3FHU@11MARRRUIBUVVBQTRIQkR
3QXdnZ@VLQW9IQkFRQ2U4bjJoTDIrKzRRck1XUDJ6UmxMQkhBKTRGRDVtZ1FrNWlna3p1RzI4UDZSSXAxZ1QwM
HdDQzk3MVRndkt1Z0xyTmx5REducEFzQ2k1UDZndXd3dDk3NFhKSGJoTitZc@xJa2g3djRYbVVQSFpDcEpLS1h
ScCs1bThpS002c6IGSS8rOEIKQAIYaDMxY3pHTF1nRUFNQOZkVTg5WXY5YT12Z1FIVkQ3bko3aUFRV@x0SHI6S
11wSkQ@OE t2Wk 1HMVIDNDhZNjhtNjFDZEdzenRVTHVHV1I10Go5Zm5qanVRSTRITWNmY11jK1pWRWR1dUp@bWp
TM3h4UkE1aGhIYkczaHNINHpjSVILd1pBTOhGcGINVNZWVDVSZkIGTEIrNkto6WLRONZFUSZVMbk5WN11vSHe30
XJIXU29yRkxrRzRMVUxTR2d5bH11TVVUdHd5R256GeVpuQWdNQkFBR2pnZFF3Z2RFdORNWURWUjBQQVFIL@JIBUUR
BZ2VBTUVFROEXVWRIdTE2TURNd@5xQTBVREtHTUdOMGRIQTZMeT1rYzNNdWIt0TNhVZzVoTG14MUwzQnJIhUzFtW
VdOMGIzSjVMMk55YkM5eWIyOTBMV@50TG10eWIEQk1CZ2dyQmdFRkIRY@IBUVIBTUQAd1BBWULLd11CQLFVSET
BSOANR2gwZEhBNkx50Wt jMO11Ym@5M2FXNWhMbXgx TDNCemFTMW1ZV@4wY jNKNUwy Tn1kQz15Yj ISMExXTmhMb
U55ZERBZEJInT1ZIUTRFRmdRVUhGUXMweWRjUDFSUHTvWXJ2bExHUjFaYksxZ3dEd11EV1IwVEFRSCICQVV3QXd
FQi196QU5CZ2txaGtpRz13MEIBUXNGQUFPQOFRRUFIM@OhkZkpQYkhPQ3BjRXBteHZaR19VMjcreTB3VFdbalola
3Z1Rnp5YmNMcjJyRWt3Ukp1dDBPaEZBM1BTSXFZZXc5511pb3BEd@OVs0GQxSXA4L3k5Tk TkYUIVWUVPK2RTZzk
wMWNnVnhxR1FFRHJadUpWdE1jQnh3MzBiNWFPMUE1V@FRRzhCMVhaNjI1KON1e1RNQ110K@xoRHFZRWIhKTFXW
mdBR3BzWDF0S281Tmx tKOwySm1Vdng5Qj 1XcU95YkxZSWxWbmxuSGk3bFRINDBjMjNTM2hTYVp6Z31BdUFWR2N
TKzZFS1dSc@dYNXJtaUETMUNTTUhoMEtCdXR1LOFkczVOb@ORteW9I3bH1hYUSVZHBTc2NiVWxIK@hneG1IMVWRYN
0tIND1abWRGSWtzUDB2Q1VVWFLiWF1TekdmYmt2VGZ5SjQ5NXIzcktkaTereWgON1EIPTwyZHMOWDUWOUNLcnR
pZm1jYXR1PjxkczpYNTA5Q2VydG1lmaWNhdGU+TULIRFZ6QONBaitnQXdJQkFnSUJBVEFOQmdrcWhralc5dzBCQ
VEwRkFEQk5NUkF3RGAZRFZRUUREQWR5Yj I5MExXTmhNUmt3RndZRFZRUUtEQkJPY jNkcGItRWdVMj1zZFhScGI
yNXpNUkV3RHdZRFZRUUXEQWhRUzBrdFZFV1RWREVMTUFrROExVUVCaE1DVEZVd@hoYB5NVGN3TTRFNUTEY31Na
1F4V2hjTk1Ua3dPVEUTTURjeU1qUXhXakJOTVIBdORNWURWUVFEREFkeWIyOTBMV@50TVIrd@Z3WURWUVFLRE]
CT2IzZHBibUVnVTI5c2RYUnBiMjV6TVIFdOR3WURWUVFMREFoUVMwa3RWRVZUVKRFTE1Ba@dBMVVFQmhNQ1RGV
XdnZ@VpTUEWRONTcUdTSWIzRFFFQkFRVUFBNE1CRHdBd2dnRUtBb@1CQVFEUmc@SDRVbEhveDF1Nz1jVUprSTV
1S1tETGtYVn12ZKEXNW1WZGVIY3ZhS@xrUmdoYW1heTRsbmRIWTVGRjROTVkwRWI2aW45Z182Vz1nZytPMy9BM
HFUcHc@O0XA5ZOF SAXEASzImNGFUZC8zUmdVem8wNHRXb1JkbUg3Tm5Ne3ZKemhHeGRvelpnejd5Sm1HUVVIR)Q
4bFkzT@VLd3dCWUQz0GIER®T1UZGIjdGdrY2F6bThFVGF6MOhwQmIYR19GMAINZ3IPNUcOSTdtNGFUT1BvYUdZM
WZaR3ZJQORTNCt1ejN1aE1kNytobS80Sjkyc2hwUkRuMj14djdra3g5VVBCQWVSYjZ3YzVhTkxmdGx2aEF4SoU
2bk5Dbk@wYXBvQmRCRGVUY31zZk9SWLUAcmxxdTNsNkg2T3pseHFDdWIQQkp5R2tra3hvRzRabHVmWGhQV2IBZ
01CQUFHalFqQkFNQTRHQTFVZER3RUIvd1FFQXdJQkJqQWRCZA5SWSFEORUZNUVVZVVB6YmVONXN1Y@pIcys50ET
HU2haakEw3UEF3RHdZRFZSMFRBUUgvQkFVd@F3RUIvekFOQmdrcWhralc5dzBCQVEWRKFBT@ONBUUVBVG1QYVpTb
OdMNFg5UTFmOXh0a@NCYjZUQj LTUmEwWZVVCKy9wUUVReXR5Rys5¢31FRkY4aGVmVjB6bGdGOUZqM1VwbWwyM@h
1dnZRQXk1YmE4dGxxWStMdE52THBRb1pHc XZEUDN@ONKF1LRDNONTQWNFNzd2FpT2tPL1gySmVZZz13RDN4RU9Nna
kNSTVdyTUTFSWhxb1pOZXFIN2dLSTpKL3RHT@1vSExjSHFXYVZmbGpqVmNUNnA@enI4bzBOMX15T3AzN1NgVS9
LOHBNdFg@YU1PUB5uU1pTdn12a3F5Ly9pNH1LFbmFRNNMvVks1eUgzYStXcENiTnpLQ@xmbTEzMS8rVUdZV1FOV
GIzWURYUUtGWmkwcnZoOGtodFFDeVEZYXVzQUZMdWsyc@FmSUszVGtIZm11ZnFZSXZsbEMzc1ZZQUo2TUITWW
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XWGpTd1RrK25pVWFBPTO8L2Rz01g1MD1DZXJ0aWZpY2F@ZT48L2Rz01gTMD1EYXRhPjwvZHM6S2V5SW5mbz482Z
HM6T2JqZWNOPjx4YWR1czpRdWFsaWzZ5aW5nUHIveGVydG11lcyB4bWxuczp4YWR1cz@1iaHROcDovL3VyaS51dHN
pLm9yZy8wMTkwMy92MS4zLjIjIiBUYXInZXQITiNpZCT11YTEWYTATMTd;jYmM3ZjUAOWVhM2U20DU4NjdhYzk1Z
SI+PHhhZGVZz01NpZ251ZFByb3B1cnRpZXMgSWQ9IInhhZGVzLWLkLWVhMTBhMDUXN2Ni1YzdmNTQ5ZWEZZTY4NTg
2N2FjOTV1Ij48eGFkZXM6U21nbmVkU21nbmFAdXI1UHIvcGVydG11cz48eGFkZXM6U21nbmluZ 1RpbWU+MjAX0
COwOS@yN1QxMTo10D0@M108L3hhZGVz01NpZ25pbmdUaW11Pjx4YWR1czpTaWduaW5nQ2VydG1lmaWNhdGVWM;j4
8eGFkZXM6Q2VydD48eGFkZXM6Q2VydERpZ2VzdD48ZHMORG1NZXNATWVAaGIkIEFSZ29yaXRobT@1iaHRAcDovL
3d3dy53My5vemevMj AwMC8w0S94bWxke21nI3NoYTE1Lz48ZHM6RG1NZXNOVmF sdWU+aE5ybTk4cjFDQjUSNmp
HQ1BnUmdaRnZSRGJjPTwvZHMORG1NZXNOVmF sdWU+PC94YWR1czpDZXJORGLNZXNOPjx4YWR1czple3N1ZXITZ
XJpYWxWM;j5NR113VWFSUE1FMHhFREFPQmdOVkJIBTU1CMmR2Y j JRAFkyRXhHVEFYQmdOVk JBb@O1FRTV2ZDIsdV1
TQ1RiMngxZEdsdmJuTXhFVEFQQmdOVkJBc@1DRkIMUTMXxVVIWT1VNUXN3Q1FZRFZRUUdFd@pNV1FIQkNnPT@SL
3hhZGVz0k1zc3V1c1INlemlhbFYyPjwveGFkZXM6Q2VydD48L3hhZGVz01NpZ25pbmdDZXJ0aWZpY2FOZVYyPjw
veGFkZXMbU21nbmVkU21nbmF@dXJITUHIvcGVydG11cz48eGFkZXMbU21nbmVkRGFAYU9iamVjdFByb3BlcnRpZ
XM+PHhhZGVzOkRhdGFPYmp1Y3RGb3JtYXQgT21qZWNOUMVmMZXI1bmN1PSIjci1pZCOxIj48eGFkZXM6TWLtZVR
5cGU+dGV4dC9wbGFpbjwveGFkZXMOTWLtZVR5¢cGU+PCI4YWR1czpEYXRhT21qZWNORmIybWFOP jwveGFkZXM6U
21nbmVkRGFOYU9iamVjdFByb3B1cnRpZXM+PC94YWR1czpTaWduZWRQemIwZXI0aWVzPjwveGFkZXMOUXVhbG1L
meWluZ1Byb3BlcnRpZXM+PC9kczpPYmp1Y3Q+PGRz0k91amVjdCBIZDOiby1pZC@xI1j5hR1ZzYkc4PTwvZHMOT
2JqZWNOPjwvZHM6U21nbmFAdXJ1Pg==",
"digestAlgorithm" : null,
"name" : "hello-signed-xades.xml"

}

"originalDocuments" : null,

"policy" : null,

"signatureld" : "id-ea10a®517cbc7f549ea3e685867ac95e"

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 3

[]

REST certificate validation service

Validate a certificate

This service allows a certificate validation (provided in a binary format).
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Request

POST /services/rest/certificate-validation/validateCertificate HTTP/1.1
Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 2156

{
"certificate" : {

"encodedCertificate" :
"MIIC6jCCAdKgAwWIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMMELJvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECQWIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWhecNNDcwNzA@MDc TNz IOWjAoMRMWEQYDVQQ
DDApTaWduZXJGYWt 1MREwDwYDVQQKDAREUTMtdGYVzdDCCASIwDQYJIKoZIhveNAQEBBQADgGEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuBeHtkKpFizcxGa9BZdkQjh4rSrt01Kjs@Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vzb4eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLNAQI28xOM3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMA@GCSqGSIb3DQEBCWUAAAIBAQCK6LGADTTR+rmU8p6yhAi40kDN2b1
dbIL818iCMYopLCxx8xqq3ubZC0xqh1X2j6pgWzarb@b/MUix00IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWj ft1mcovq+beVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIvHfILjU7h+UjGmKXGIc15eYr3SzUmvbky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"

¥
"certificateChain" : [ {

"encodedCertificate" :
"MIIC6jCCAdKgAwIBAgIGLtYU17tXMABGCSqGSIb3DQEBCWUAMDAXGZAZBgNVBAMME1Jvb3RTZWxmU21nbmVkR
mFrZTERMA8GATUECGwIRFNTLXR1c3QwHhcNMTcwNjA4MTEYNjAxWheNNDewNzA@MDe TNzIOWjAoMRMWEQYDVQQ
DDApTaWduZXJGYWt1MREwDwYDVQQKDAhEUTMtdGVzdDCCASIwDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBA
MI3kZhtnipn+iiZHZ9ax8F1fE50w/cFwBTfAEb3R1ZQUp6/BQnBt7000JWBtcIqkv7IUDdcBIXPV5QWS5AYMPH
pqQ75Hitjsq/FzuB8eHtkKpFizcxGa9BZdkQjh4rSrt01Kjs0Rd5DQtWSgkeVCCNAIkNOZSZOENY+Ip8QxSmyzt
sStkYXdULqpwz4JEXW9vz64eTbdedvQIbpjHGar Jf1gQNEc2XzhmI/prXLysWNqC71Zg7PUZUTrdegABTUzYCR
J1kWBRPm4qo@LN405c94QQd45a5kTgowHzEgLnAQI28x@M3A59TKC+ieNcoVF1PsTLpUW7PNI2VstX5jAuasCA
wEAAaMSMBAwDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCKO6LGAATTR+rmU8pboyhA140kDN2b1
dbIL8181CMYopLCxx8xqq3ubzCOxqh1X2j6pgWzarb@b/MUix@@IoUvNbFOXAW7PBZIKDLnm6LsckRxs1U32sC
9d1LOHe3WKBNB6GZALT1ewjh7hSbWjftimcovg+6eVGAScvf2u/2+TkKkyHV/NR394nXrdsdpvygwypEtXjetz
D7UT93Nuw3xcV8VIftIVvHfILjU7h+UjGmKXGIc15eYr3SzUmveoky0IOBvw14PWtsWG10QdOSRvIBBrP4adCnGT
9j9jk9LTc08B8FKrr+81HGuc@bp41IUToiUkGILXsiEeEgIWAqm+Xq0"

P

"validationTime" : null

}

Response

HTTP/1.1 200 0K

Date: Fri, 23 Aug 2019 06:08:46 GMT

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0@, must-revalidate
Pragma: no-cache
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Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 6315

{
"diagnosticData" : {

"DocumentName" : null,

"ValidationDate" : "2019-08-23T06:08:46",

"ContainerInfo" : null,

"Signature" : null,

"Certificate" : [ {
"Id" : "C-02F3EBCA@163274253BC809D27498DD41BBA316D7E6B0O66960115DE155589D9C",
"SubjectDistinguishedName" : [ {

"value" : "o=dss-test,cn=signerfake",
"Format" : "CANONICAL"
oA

"value" : "0=DSS-test,CN=SignerFake",
"Format" : "RF(C2253"

I 1l

"IssuerDistinguishedName" : [ {
"value" : "o=dss-test,cn=rootselfsignedfake",
"Format" : "CANONICAL"

FoA

"value" : "0=DSS-test,CN=RootSelfSignedFake",
"Format" : "RF(C2253"

i1l
"SerialNumber" : 51497007561559,
"CommonName" : "SignerFake",

"Locality" : null,

"State" : null,

"CountryName" : null,
"OrganizationName" : "DSS-test",
"GivenName" : null,
"OrganizationalUnit" : null,
"Surname" : null,

"Pseudonym" : null,

"Email" : null,

"aialrl" : [ 1,
"erturl" : [ 1,
"ocspServerUrl" : [ 1],

"Source" : [ "OTHER" T,

"NotAfter" : "2047-07-04T07:57:24",
"NotBefore" : "2017-06-08711:26:01",
"PublicKeySize" : 2048,
"PublicKeyEncryptionAlgo" : "RSA",
"KeyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsagesOid" : [ 1,
"IdPkix0cspNoCheck" : false,
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}

"BasicSignature” : {

"EncryptionAlgoUsedToSignThisToken" : "RSA",

"KeyLengthUsedToSignThisToken" : "?",
"DigestAlgoUsedToSignThisToken" : "SHA256",

"MaskGenerationFunctionUsedToSignThisToken" :

"Signaturelntact" : false,
"SignatureValid" : false
H
"SigningCertificate" : null,
"ChainItem" : [ ],
"Trusted" : false,
"SelfSigned" : false,
"certificatePolicy" : [ ],
"qcStatement0id" : [ 1],
"qcTypeOid" : [ 1,
"TrustedServiceProvider" : [ ],
"CertificateRevocation" : [ 1,
"Baseb4Encoded" : null,
"DigestAlgoAndValue" : {
"DigestMethod" : "SHA256",

"DigestValue" : "AvPrygFjJ@JTvICdJIOmN1BuwMW1+awZpYBFd4VVYnZw="

}

1L

"Revocation" : [ 1,
"Timestamp" : null,
"OrphanToken" : null,
"SignerData" : null,
"TrustedList" : [ ],
"ListOfTrustedLists" : null

impleCertificateReport" : {
"ChainItem" : [ {
"id" : "C-02F3EBCA0163274253BC809D27498DD41BB0316D7E6B066960115DE155589D9C",

"subject" : {
"commonName" : "SignerFake",
"surname" : null,
"givenName" : null,
"pseudonym" : null,
"organizationName" : "DSS-test",
"organizationUnit" : null,
"email" : null,
"locality" : null,
"state" : null,
"country" : null

}

issuerId" : null,

"notBefore" : "2017-06-08T11:26:01",
"notAfter" : "2047-07-04T07:57:24",
"keyUsage" : [ "keyCertSign", "crlSign" ],
"extendedKeyUsage" : null,

"ocspUrl" : null,

null,
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"erlUrl" : null,
"aialrl" : null,
"cpsUrl" : null,
"pdsUr1" : null,
"qualificationAtIssuance" : "N/A",
"qualificationAtValidation" : "N/A",
"revocation" : {
"productionDate" : null,
"revocationDate" : null,
"revocationReason" : null
I
"trustAnchor" : null,
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND"
1L
"ValidationTime" : "2019-08-23T06:08:46"
Vs
"detailedReport" : {

"Signatures" : null,

"Certificate" : {
"ValidationCertificateQualification" : [ 1,
"Constraint” : [ {

"Name" : {
"value" : "Is the result of the Basic Building Block acceptable?",
"NameId" : "BBB_ACCEPT"

H

"Status" : "WARNING",

"Error" : null,

"Warning" : {
"value" : "The result of the Basic Building Block is not acceptable!",
"NameId" : "BBB_ACCEPT_ANS"

b

"Info" : null,

"AdditionalInfo" : null,

"Id" : null

} 1,

"Conclusion” : {
"Indication" : "INDETERMINATE",
"SubIndication" : null,
"Errors" : [ 1,
"Warnings" : [ {

"value" : "The result of the Basic Building Block is not acceptable!",
"NameId" : "BBB_ACCEPT_ANS"
F
"Infos" : null
}
"Title" : "Certificate Qualification"
I
"BasicBuildingBlocks" : [ {
"FC" : null,
"ISC" : null,



"VCI" : null,

"Xev' oz {
"SubXcv" : [ 1,
"Constraint" : [ {
"Name" : {
"value" : "Can the certificate chain be built till the trust anchor?",
"NameId" : "BBB_XCV_CCCBB"
Iy
"Status" : "NOT OK",
"Error" : {
"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
}
"Warning" : null,
"Info" : null,
"AdditionalInfo" : null,
"Id" : null
L

"Conclusion” : {

"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE _CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
P
"Warnings" : null,
"Infos" : null
I
"Title" : "X509 Certificate Validation"
H
"CV" i null,
"SAV" : null,
"PSV" : null,
"PCV" : null,
"VTS" @ null,

"CertificateChain" : null,

"Conclusion" : {
"Indication" : "INDETERMINATE",
"SubIndication" : "NO_CERTIFICATE_CHAIN_FOUND",
"Errors" : [ {

"value" : "The certificate chain is not trusted, there is no trusted
anchor.",
"NameId" : "BBB_XCV_CCCBB_ANS"
P
"Warnings" : null,
"Infos" : null
+
llId" :

"Type" : "CERTIFICATE"

"C-02F3EBCA0163274253B(809D27498DD41BBA316D7E6BA66960115DE155589D9C",
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I 1l
"TLAnalysis" : [ ]

}
}

REST remote timestamp service

Get Timestamp Response

This service allows a remote timestamp creation. The method takes as an input the digest to be
timestamped and digest algorithm that has been used for the digest value computation. The output
of the method is the generated timestamp’s binaries.

Request

POST /services/rest/timestamp-service/getTimestampResponse HTTP/1.1

Accept: application/json, application/javascript, text/javascript, text/json
Content-Type: application/json; charset=UTF-8

Host: localhost:8080

Content-Length: 73

{
"algorithm" : "SHA1",
"value" : "Ir3ZcUPfazmmWvrSr2vYvyDNT3s="

}
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Response

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 08:28:36 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Server: ESIG-DSS

Content-Type: application/json
Transfer-Encoding: chunked
Content-Length: 443

{

“binaries":
"MIIGPAYJKoZIhvcNAQcCoIIGLTCCBikCAQMxCzAIBgUrDgMCGgUAMGIGCYqGSIb3DQEIJEAEEOFMEUTBPAGEBB
gMqAwQwITAJBgUrDgMCGqUABBQivd1xQ99r0aZa+tKva9i/IM1PewIRAJUnHe2aM1COWu76E5KQRIkYDZIwMTk
wOTEwMDgyODM2WqCCA3IwggNuMIICVqADAgECAgFkMABGCSqGSIb3DQEBCWUAMFUXGDAWBgNVBAMMD3NTbGYtC
21nbmVkLXRzYTEZMBcGATUECgwQTm93aW5hIFNvbHV@aW9uczERMASGATUECwwIUEtILVRFU1QxCzAIBgNVBAY
TAkxVMBAXDTE4MDkyMDA3MTMyNT1oXDTIwMDcyMDA3SMTMyN1owVTEYMBYGATUEAWWPc2VsZi1zaWduZWQtdHNhM
RkwFwYDVQQKDBBOb3dpbmEqU29sdXRpb25zMREwDwYDVQQLDARQS@k tVEVTVDELMAKGATUEBhMCTFUwggE MA@
GCSqGSIb3DQEBAQUAA4IBDWAWggEKA0IBAQDAGRWF8H6gCPwzhLxd48v/10f931eRBRDXxG/v59cvm1Qer TNcaX
5QtkMAzxRPu7GB9VSOHr9C2I1Yn+0o8uA/GeEdeabKWiXFWSRu4+v0Bt4gqo10qCTjWkSn1XmfifI4hVW9kcWiY
6317EKJJIbgVeniTK16L2NA19hdYIxGScKIAhqUcFWCGaA3kRHAvAWY1xpT17syHT+1U@BXvrGZzbERZVK2R6bD1
j2QRB/07F06z4YfTHsuGZOHGG7UpR8A5LfgPjVReGv1QyfXqo+fbESHYb1u9b8zBNpcigpXraWiyia5c00YZr5
CSIRzDvxvds/RIFr12QICwR+Y3futryJVAgMBAAG)STBHMA4GATUdDwEB/wQEAWIHgDAWBgNVHSUBATSEDDAKB
ggrBgEFBQcDCDAdBgNVHQ4AEFgQUZ4HHYmM30SJdBNSGGXILmzTL85YwDQYIKoZIhveNAQELBQADgGEBAIxxc3H
Kee+APEuRPFbq1QfDitVYY/611JQjN34/mhfEt7XzpDO3mhFOZc2itHWL/m6rDUCIk7wMPGUe1Z1gNNs91iuBqJ
OriWLCMckbINOQUXU5af1LSRLBdWULkfcusSylePuov110rNxwX1ZdSAzubyBzT3I89p4Y3BINXHHbEYkgbDI1b
120rd//pTEmKHOPDx0b0v0auCDHuhVSc5GBOhyzy9DTmhDxw2TTjg9cjuUOMD4YYHBSYAcM3T1duHqN2652¢Bf
FNouyEyEMuavVphkv1wS4S66v15yefe/nb+wpgdxvsMp3tWLzQivP6op2PWCbdqor/LwD+jhXEw5cwMxggI7MIT
CNwIBATBaMFUxGDAWBgNVBAMMD3N1bGYtc21nbmVkLXRzYTEZMBcGATUECgwQTm93aW5hIFNvbHV@aW9uczERM
A8GATUECwwIUEtJILVRFU1QxCzAJBgNVBAYTAkxVAgFkMAkGBSsOAwIaBQCggbewGgYIKoZIhveNAQkDMQOGCyq
GSIb3DQEJEAEEMBwGCSqGSIb3DQEIBTEPFwOxOTASMTAWODI4MZzZaMCMGCSqGSIb3DQEIBDEWBBQ2cj+v31z4A
Znky8PoqEN/78VE5jApBgkqhkiGIwdBCTQxHDAaMAkGBSsOAwIaBQChDQYJIKoZ IhveNAQEBBQAWKwYLKoZIhve
NAQkQAgwxHDAaMBgwFgQUQbys1f8dQk10Kj ibmaM589F50/wwDQYIKoZIhveNAQEBBQAEggEAhTbe2gI70vwDF
LPsjNYnVsjXCiVCULZR+GI5p+01MQhB2j0b9qItE4KXNFAu9VmEIk+ffLK20kcgPRyHGEHMekeLPIxUerBX7Au
GdZR13J195em87Pkb6gp80ulWuHPLIbLwA+daHFIn4qiLVHZ0BZ67HNQOgNxalvqHGVVHIadwRyk20r+884/bEv
qPINQPdEHc+pUqlBirzTaWexJCEALvYoRsnkd07/45eDk4TwfFAqb5r9UCxPmRaLbhfH1tf78PpZ4BBV40A18G
Bwqt1VzSnCOWxrfj690x6jWoLV8j1xP/14Mi79n9nyhNxTr/DodBqkFuW0/GCIIfQj TIPbA=="

}
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